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Ever since the events of September 11", something 

has been happening to our privacy rights. The 

“aftermath of this national tragedy has been an 

unprecedented expansion of mass surveillance in the 

name of “national security”. Technological progress 

has enabled surveillance to be both ubiquitous and 

ultra-pervasgive, seeping into all aspects of the 

public and private spheres. Recent revelations 

about dragnet surveillance prove that we are having 

our data collected, stored, and analyzed, even if 

we've been charged with no crime. In this world of 

mass surveillance, we are all suspects. 

Librarians have always been fierce defenders of 

privacy. As a profession, we’ve opposed 

undemocratic and illegal threats to 1% and 4™ 

Amendment rights from McCarthyism to the USA 

PATRIOT Act. It’s unsurprising that these issues 

are of paramount importance to us; as information 

professionals, we know that privacy is fundamental 

to freedom. Even more importantly, privacy is vital 

to human dignity, recognized by the United Nations 

Universal Declaration of Human Rights. Our freedoms 

of association, speech, and thought all depend on 

our privacy. 

That’s why we’ve created this anti-surveillance, 

pro-privacy publication. Information and action is 

critical to the fight against surveillance. We hope 

that this publication will help. 

Signed, 

Your anti-surveillance Radical Reference Librarians 
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Reading list continued! 

Daniel Solove's Nothing to Hide. 
http: //www.worldeat.org/oclc/670481512 

Daniel Solove’s Understanding Privacy 
http: //www.worldcat.org/oclc/163707922 

Charles J. Syke’s The End of Privacy 

http: //www.worldeat .org/oclc/41368228 

And a handful of web resources: 

Timeline of Snowden revelations: 

http: //america.aljazeera.com/article 
s/multimedia/timeline-edward- 

snowden-revelations.html 

Definitive guide to NSA spying 
programs: , 
http: //www.dailydot.com/politics/nsa 
-spy-prgrams-prism-fairview-blarney/ 

The Guardian has been at the 

forefront of reporting on government 

surveillance. Check out their NSA 

files 
http: //www.theguardian.com/world/the 
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KNOW YOUR RIGHT 

The First and Fourth Amendments of the Constitution are the two amendments most oft 

‘ 

ey nvoked when fighting for our Privacy rights 

establishment of religion, 
the free exercise thereof; 
the freedom of Speech, 

Or prohibiting 
or abridging. 

or of the press; or whe Yight of the people peaceably to 
ssemble, and to petition the Government for a redress of grievances. 

The right of the people to be secure in 
their persons, houses, papers, and 
effects, against unreasonable searches and 
seizures, shall not ‘be violated, and no 
Warrants shall issue, but upon probable 
cause, supported by Oath or affirmation 
nd particularly describing the place to 
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Hide My Ass!: hidemyass.com a Ni eee % 

VPN, proxy services, and other ways to securely and 

privately surf the web. Some free services. 

| BrTPS Everywhere: eff.org/https-everywhere Ra ‘ 

Browser plugin that encrypts your communication on 

many websites. 

i -us/ firefox FA 
1 i : lla.org/en-u 

' Mozilla Firefox: mozl wcellent 

/ Free, open-source web 

options for privacy plugins. 

prowser with ¢ 

| 

Pidgin: pidgin.im 
Free chat client with an off-the-record plugin for 

create an anonymous XMPP account 4 

“encryption. First, 

(jabber.orq) . 

ie lentes ms po Silent Circle: silentcircle.com HEFS 

A host of different encryption services for email, 

mobile, desktop, text, and email. 

available in the Android app store 
Text Secure: 

roid 
Encrypted SMS (text message) app for And 

devices only. 
g 

Tor: torproject.org 3 SES 

Free software and open network that allows you to 

li surf the web with an anonymous IP address. 



Use your technology, don’t let your technology use What to do if law enforcement comes knocking: 
you! Encryption services, tracker-blocking; and , 
open-source software are just some of the tools you . -Do not consent to a search. Ask to see and 
can use to take control of your tech privacy. read a warrant. 
Here’s a list of some of our favorite tools. 

: -Do not voluntarily hand over passwords, 
Ghat Secure: chatsecure.org fal encryption keys, hard drives, or computers. Sree and open source encrypted chat ‘client for Ask for a warrant. 
iphone or Android 

; -If there is a warrant, examine it carefully, 
Disconnect: disconnect.me fare 4 and only consent to searches of the aréas 
Browser plugin that blocks trackets, also includes specifically mentioned in the warrant. 
some encryption for communication. 

, : 

Yo Not Track Me: donottrack. me 4 ' “Tf you are being searched, you do ne have n° 

\yrowser plugin that blocks we A Cs 7 assist. But do not obstruct or inter ere wit 

8 with the'added the search. You may be charged with a crime. enefit of preventing your email from being deacked. Some free services. : 
-You don’t have to talk to the cops! You do 

have the right to remain silent. Be aware that 

anything you say can be used against you 

| later. And. don’t tell any lies! You could be 

charged with a crime. Ask to speak with your 

lawyer. 
. ; 

| 

- : : | 

DuckDuckGo: duckduckgo.com FA &>D : . go” -If you do get arrested, the police may be 

DDG is,a search engine that doesn’t track you. ANS | ~ able to search your person, your belongings, 

available as a Firefox plugin. or the contents of your phone. This varies by | 

aes. ‘ 

-Your roommate, spouse, partner, lover, or 

guest may have the ability to give third party’ 
consent to search on your behalf. Make sure to 

talk to these people about what to do if law 

enforcement shows up. 

,Ghostery: ghostery. com. ex GD 

‘Browser plugin that blocks most invisibl rackers,| 

1 

i state. Talk to your local ACLU for more info. 

\ 
i 
1 

m easy to toggle on and off for site Funct tonality: 1 

Gnu/Linux Operating Systems: linux. BO? 

Gree, open- source alternatives to Windows and Mac 

6s. Ubuntu is a popular distribution. 

j 
Some helpful phrases when in doubt: 

And don’t forget: “I do not consent to a search.” 

“Come back with a warrant .” 

GnuPG: gnupg. org 
42 sion 

Free software that allows you to encryp d sig 

x email with a secutt sey 
and take a moment to note the officer’s name 

your — and bader, waver. 

“Am I free to go?” ¢ a 

wT want to speak with a lawyer. 

| 



Pro-privacy, anti-surveillance reading 

list. Find them at your library using 

the link to WorldCat! 

Ellen Alderman and Caroline Kennedy’s 

The Right to Privacy 
| http: //www.worldcat .org/oclc/32274009 

Simson Garfinkel’s Database Nation: Th€@ 

Death of Privacy in the 21%* century 
http: //www.worldcat .org/oclc/44964667 

Evgeny Morozov's To save everything, 

Click heré: The folly of téchnological 
solutionism. . 
http: //www.worldcat.org/oclc/778420675 

Helen Nissenbaum's Privacy in Context. 

http: //www.worldcat.org/oclc/436310287 

James B. Rule’s Privacy in Peril 

http: //www.worldcat .org/ocic/126227072 

Robert Ellis Smith’s Privacy, How to 
Protect What’s Left of [It 

http: //www.worldcat.org/oclc/4496889 



WHO IS UNDER THE MOST 

SURVEILLANCE? HISTORICALLY 

MARGINALIZED PEOPLE, INCLUDING: 

PEOPLE OF COLOR 

MUSLIM- AMERICANS 

IMMIGRANTS 

ACTIVISTS 

POLITICAL DISSIDENTS 

QUEER AND TRANS* PEOPLE 

PEOPLE LIVING IN POVERTY 

PEOPLE WHO ARE HOMELESS 

PEOPLE WHO ARE IN OR HAVE 

BEEN TO PRISON 

American Civil Liberties Union 

www.aclu.org 

(212) 549-2506, 

National Lawyers Guild 

www.nlg.org 

(212) 679-5100 

Electronic Frontier Foundation 

www.eff.org 

(415) 436-9333 
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The NSA collects huge volumes of 
cransactional metadata, such as 
tredit-card purchases, bank 
cransfers, and web addresses. 
fetadata includes information 
-ike time and location of the 'MOBILE PHONES 
‘ransaction. It can tell a lot 
tbout who you are, where youyge Just by carrying your mobile 
foing, and what you’re doing. Phone and leaving on 

location services, wifi, or 
Bluetooth, you are able to 
be tracked. Other kinds of 
data on your phone are also Some Ane _ Ways 

‘ j being collected: documents WA one | 
' leaked by Edward Snowden 

bein 
spread on anc cigncte show that the NSA collects 5 

| billion cell phone records 
“each day. By tapping into 
mobile network data, the NSA 
collects location 
information, call records, 
and SMS texts. NSA implants 
can take over mobile phones 

nother major DHS initiative, | ana control them remotely. 
erial survéillance usually comes 
rom spy drones (unmanned aircraft 
quipped with sensors to detect 
bjects at high-resolution from 

reat distances). Drone technology 

s so advanced that some of these 

shicles are as small as 

umblebees. 
& 

ERIAL SURVEILLANCE 

very counterterrorism 

! 

SURVEILLANCE CAMERAS 

The use of these cameras, by both | Jj. edgar hoover 
law enforcement and businesses, | longtime director of the fii 

has increased dramatically. i very spy 

Department of Homeland Security | such cointelpro 

grants provide billions each year 

: for various Homeland Security = 

agencies to install even more 

Look up-you’ il 
IOMETRICS 

cameras. . . 
iometric data is used to 

dentify peeple by physical 

haracteristies. Facial 

ecognition, fingerprints 

nd DNA aré some examples 

£ this data. 

nforcement agencies are 

massing afi enormous 

iometric database; 

likewise, Facebook owns on 

lof the largést facial 

recognition databases. 

| TELEPHONE DATA 

spot one. 

Law 

| wow general keith alexander 

| former director of the nsa 

| much spying on you 
iso prism 

| 
The two largest telecoms, Verizon and 

AT&T, 

enforcement agencies for access to bulk 

call records. All telecoms are required 

by the Communications Assistance for Lan 

Enforcement Act to allow wiretapping by 

| law enforcement 

are paid huge sums by law 

/COMPUTER SURVEILLANCE 

‘naw enforcement and national security 

, agencies have the ability to monitor, 

_store, and analyze all internet traffic. 

I surveillance computers employed by these 

agencies can look for keywords that 

‘signal so-called suspicious behavior. 

| These agencies also have the ability to 

'install spyware to remotely monitor the 


