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FOREWORD

The CCIE Security written exam was the result of the foresight and perseverance of several Cisco
TAC engineers working out of an office near Santa Cruz, California. Initially, the CCIE Security
test was seen as unnecessary because security was not viewed as a core technology of the Internet.
However, as a result of the vision of some strong managers within the Cisco Customer Advocacy
group and some highly damaging security attacks, this mindset has changed. The CCIE Security
exam is now viewed as a “must have” core credential by many Cisco customers. I’ve been fortu-
nate enough to have been not only involved in the initial creation of the CCIE Security test, but to
also have participated in all three versions of the test since then.

I was proud to have had a foreword written in my first book by one of the security industry’s
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people aware that security is a critical issue. This Short Cut not only carries on that spirit of
raising awareness, it cuts right through to the core knowledge that people will need, in conjunction
with their security experience, to study and pass this third version of the CCIE Security written
exam. Armed with the information contained here and the credentials achieved with the help of
this Short Cut, individuals will have the knowledge they need to address the security concerns of
most enterprises and small-to-medium businesses.

My hat is off to Cisco Press for recognizing the need for this work and to Umesh Lakshman and
Lancy Lobo, the authors who put in so much time and effort to bring this Short Cut to market.

—Greg Abelar
Security Author/Security Technical Marketing Engineer
Cisco
April 2007
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CHAPTER 1

General Networking

Networking Basics
The International Organization for Standardization (ISO) developed the
Open Systems Interconnection (OSI) model to enable delineation of
various functions performed by devices in the network as well as the
applications. The OSI model consists of seven layers. Figure 1-1
outlines the OSI model and functions of each layer.

Connection-oriented protocols provide guaranteed delivery of data-
grams between devices in a network. Connectionless protocols provide
best-effort services during the transmission of datagrams between
network devices.

Peer-to-peer connectivity in a network involves each layer in the OSI
stack on a single peer interacting with layers either higher or lower in
the same peer and the same layer in the adjoining peer. For example,
when Host A communicates with Host B, the transport layer in Host A
interacts with session and network layers in Host A and the transport
layer in Host B. Each layer adds a header before being processed by
the adjoining lower layer. An exception to the rule is the data link layer,
where a header and a trailer (cyclic redundancy check [CRC]) are
added before being processed by the physical layer.

[ 4 ]
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FIGURE 1-1 The OSI model
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Interface to the end user on the OSI stack

Examples: Telnet, FTP, SMTP

•

•

Enables parity when information is transmitted between multiple systems at the application layer

Defines coding and conversion algorithms that are applied to data from the application layer

Examples: ASCII, JPEG, TIFF, MP3

•

•

•

Manages session establishment, upkeep, and teardown between devices

Examples: H323, RTCP

•

•

Responsible for segmentation of information received from higher layers prior to network 

layer handoff

Also provides reliable data transport for some protocols

Fundamental entity is called a Layer 4 segment or datagram

Examples: TCP, UDP, RTP

•

•

•

•

Identifies the optimal path to a specific network destination by means of routing decision

Also responsible for device identification using IP addressing

Fundamental entity is called a Layer 3 packet

Examples: IP, IPX

•

•

•

•

Primarily performs the functions associated with transmission of data across a link reliably

Error notification, flow control, and frame sequencing are also performed by the data link layer

Consists of two sublayers: logical link control (LLC), which enables communication of devices over 

a single link, and MAC, which provides the means for protocols to access the physical layer media

Fundamental entity is called a Layer 2 frame

Examples: ISDN, PPP, HDLC, SDLC, Ethernet and its variants, Frame Relay

•

•

•

•

•

Consists of standards that define hardware specifications such as cables, connectors, NICs, 

electrical and mechanical specifications, bit ordering, encoding, signaling, and transmission rates

Examples: RS-232, V.35, T1, E1, 10BASE-T, 100BASE-TX, POTS, SONET, DSL, 802.11x, RJ-45

•

•
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CHAPTER 1

Ethernet in a nutshell

n Ethernet uses carrier sense multiple access collision detect
(CSMA/CD) to detect collisions on the Ethernet broadcast
domain. Devices operating in full-duplex mode do not implement
CSMA/CD.

n CSMA/CD enables devices to transmit data when no other devices
on the broadcast domain are doing the same. In the event of
contention, the contending devices implement a backoff algorithm
and wait for a random period of time before trying to access the
network to send data.

n For more information about Ethernet specifications and limita-
tions, refer to the Cisco Ethernet overview located at
http://www.cisco.com/univercd/cc/td/doc/cisintwk/ito_doc/
ethernet.htm#wp1020792.

Bridging and switching

n Forwarding frames from one interface to the other is called switch-
ing or bridging; the forwarding decision is based on the MAC
address.

n Spanning Tree Protocol (STP) is used to ensure loop-free topology
between switches in a Layer 2 domain. During spanning-tree oper-
ation (which runs on all Cisco switches), a root bridge is elected
based on bridge priority (lower priority preferred, range 0–65,535,
default 32,768). Lower-priority MAC addresses are used in the
event of multiple bridges contending for the root bridge with the

[ 5 ]
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same priorities.

n MAC addresses of end stations are stored in the content address-
able memory (CAM) table on the switches. When receiving
frames on a switch, the incoming source address is added to the
CAM table. Frames whose destination is not identified in the
CAM table are broadcast out all ports on the VLAN.

n A VLAN is a group of devices (that can span across switches) that
function as if they were on a single broadcast domain. By default,
VLAN 1 is used for management purposes on all switches (native
VLAN).

n Bridges communicate using frames called bridge protocol data
units (BPDU). BPDUs are sent out all ports that are not in a
blocking state. A root bridge has all ports in a forwarding state. To
ensure a loop-free topology, nonroot bridges block any paths to
the root that are not required. BPDUs use the destination MAC
address 01-08-C2-00-00-00 in Ethernet environments.

Bridge port states

n Disabled—The port does not participate in spanning tree.

n Listening—The port listens for frames but does not forward
frames to the interface.

n Learning—The port does not forward frames out this port, but the
source address of the end station attached to the port is added to
the CAM table.

CCIE Security Exam Quick Reference Sheets Page 6 Return to Table of Contents



CHAPTER 1

n Forwarding—The port forwards and receives frames on the inter-
face.

n Blocking—Spanning tree has placed this port in blocking state to
avoid a loop.

n Portfast—Enables end stations to have immediate connectivity to
the switching domain without making the port go through all the
STP states.

EtherChannel and trunking

n Bundling Ethernet, Fast Ethernet, or Gigabit Ethernet ports
together into a single logical link is called EtherChannel; all ports
are in forwarding state. The ports need to be in the same VLAN or
broadcast domain and have same the speed/duplex.

n The maximum number of physical ports that can be bundled into
an EtherChannel is eight.

n The channel-group command is used in IOS to configure
EtherChannels.

n A trunk is a physical or logical connection between two switches
that carry more than one VLAN.

n Inter-Switch Link (ISL) is a Cisco proprietary protocol that
enables switches to save VLAN information as traffic flows
through the switch. 802.1Q is the IEEE standard trunking.

n For more information about EtherChannel load balancing, refer to
http://www.cisco.com/warp/public/473/4.html.

[ 6 ]
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IP Overview
n IP is a network layer protocol in the Internet protocol suite and is

encapsulated in a data link layer protocol. IP provides best-effort
service.

n IP Version 4 is the fourth iteration of IP, and it is the first version
of the protocol to be widely deployed. It uses 32-bit (4-byte)
addresses; IPv6 is a successor of IPv4. The main feature of IPv6
that is driving adoption today is the larger address space.
Addresses in IPv6 are 128 bits long versus 32 bits in IPv4.

n The ToS bit in the IP header identifies the priority of the packet
when upper-layer protocols handle the packet. It has eight values:
000-Routine, 001-priority, 010-immediate, 011-flash, 100-flash
override, 101-critical (VoIP, real-time applications), 110-internet-
work control, 111-network control.

n Flags are used to identify whether the packet can be fragmented (2
lower-order bits of 3 total bits are used) in the IP header.

n The Protocol field is used to identify the higher-layer protocol. For
a complete list of protocol numbers, refer to
http://www.iana.org/assignments/protocol-numbers.
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CHAPTER 1

Figure 1-2 outlines the IP header format.

FIGURE 1-2 IP header format outline

Subnetting, Variable-Length Subnet

Masking, and Classless Interdomain

Routing

The following link outlines the fundamentals of IP addressing, subnetting
(including variable-length subnet masking [VLSM]), and classless
interdomain routing (CIDR):
http://www.cisco.com/warp/public/701/3.html.
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TCP
Figure 1-3 outlines the TCP header format.

FIGURE 1-3 TCP header format outline

Options

Data

Destination Address (32 Bits)

Source Address (32 Bits)

TTL (Time to Live) Protocol Header Checksum

Version Type of Service Total LengthIP Header
Length (IPL)

Fragment OffsetIdentification Flags

Options

Data

Checksum
Indicates Data Corruption

Types of Flags in TCP header: 
URG (Urgent)
• Notification that urgent data is being transmitted

ACK (Acknowledge)
• The packet is an acknowledgment to a SYN or FIN received earlier

RST (Reset)
• Reset connection

PSH (Push)
• Notification to receiver to send data to application layer immediately upon reception

SYN (Synchronize)
• Initialize or establish a connection

FIN (Finished)
• Terminate session because sender has sent all pertinent data

Urgent Pointer

Sequence Number
Number Assigned to First Byte of Data in a Message

Acknowledgment Number
Contains Sequence Number of the Next Byte of Data in Transmission

Reserved
Data Offset

Number of 32-bit
Words in TCP Header

Flags Window
Defines the Size in Bytes of Sender’s Buffer/Window

Source Port
Identifies the Source Port for TCP Services

Destination Port
Identifies the Destination Port for TCP Services
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CHAPTER 1

n TCP is a connection-oriented protocol, and thus ensures guaran-
teed delivery of data.

n TCP connection setup and teardown between two devices A and B
consists of the following steps:

1. A sends SYN to B.

2. B replies with SYN+ACK to A.

3. A replies with ACK to B.

4. Data is forwarded between the two devices.

5. To tear down the session, A sends FIN to B.

6. B responds with ACK and FIN to A.

7. A responds with ACK and completes teardown of the TCP
session.

Table 1-1 provides an overview of all TCP services.

TABLE 1-1 TCP services

Service Characteristics

Address Resolution Used to resolve a device’s MAC address when the IP
Protocol (ARP) address is known.

Reverse ARP Used by a device during bootup to request an IP address
(RARP) for a specific MAC; replaced by DHCP.

Inverse ARP Used in Frame Relay, and used to resolve the remote-
side data-link connection identifier (DLCI).

[ 8 ]
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TABLE 1-1 TCP services

Service Characteristics

Gratuitous ARP A gratuitous ARP is when the MAC address in a system
is changed. That is, the MAC address for a given host’s 
IP address mapping is changed for any valid reason,
such as network card replacement or router failure. In 
this case, when the host or router is rebooted or 
replaced, the device sends a gratuitous ARP packet 
advising all hosts of the new MAC address. Because 
this is a broadcast packet, all the hosts in the network 
receive and process this packet. They update their old 
mapping in the ARP cache with this new mapping. This 
ensures that devices can communicate immediately.

DHCP Used to provide an IP address/host configuration to a 
device after bootup; it typically consists of a DHCP 
server that services the device IP addressing/configura-
tion requests on the network. Routers, switches, fire-
walls, and wireless access points can also be configured 
as DHCP servers to service requests. DHCP can provide
configurations such as IP address, default gateway,
Domain Name System (DNS) servers, Windows Internet
Naming Service (WINS) servers, and so on. 

Hot Standby Router See the following section. 
Protocol (HSRP)

FTP Connection-oriented protocol (uses TCP). FTP 
maintains two concurrent connections between two 
devices in the network for data transfer; port 20 is used 
for data, and port 21 is used for control. See Chapter 3,
“Application Protocols,” for differences between active 
and passive FTP.
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CHAPTER 1

TABLE 1-1 TCP services

Service Characteristics

TFTP Connectionless protocol (uses User Datagram Protocol 
[UDP]). Simpler than FTP. Best-effort service for data 
transfer between two devices and considered insecure in
comparison to FTP, which has a secure option.

Hot Standby Router Protocol
Hot Standby Router Protocol (HSRP) is used to provide redundancy by
making two or more routers/switches share a single IP address that is
used as a default gateway for end stations on the device connected on
the segment. Routers that are thus configured to share a single virtual
IP address that functions as a default gateway are called HSRP groups.
A router functions either in active or standby state when operating with
HSRP. The router in active state performs packet-forwarding functions;
the router in standby state is ready to take over packet-forwarding func-
tions if the router in active state fails.

Figure 1-4 outlines the configuration flowchart for HSRP. It also
outlines a basic configuration for HSRP operation.

[ 9 ]
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FIGURE 1-4 HSRP configuration flowchart

R2-Configuration:
interface Ethernet0/0
ip address 10.1.1.2 255.255.255.0
standby ip 10.1.1.100
standby timers msec 15 msec 50
standby 100 preempt
standby 100 priority 150

Configure HSRP Priority on Interface
Router(config-if)#standby group-number priority priority

Configure a Standby Group and Virtual IP Address
Router(config-if)#standby group-number ip virtual-ip-address

Configure HSRP Preemption
Router(config-if)#standby preempt [delay minimum seconds 
reload seconds sync seconds]

Configure Interface Tracking
Router(config-if)#standby group-number track interface-type
interface-number

Configure HSRP Timers
Router(config-if)#standby timers hello-timer-in-seconds 
hold-time-in-seconds
OR
Router(config-if)#standby timers msec hello-timer-in-
mseconds msec hold-time-in-mseconds

Configure HSRP Authentication
Router(config-if)#standby authentication clear-text
authentication-string

Configuration Flowchart for HSRP

R3-Configuration:
interface Ethernet0/0
ip address 10.1.1.3 255.255.255.0
standby ip 10.1.1.100
standby timers msec 15 msec 50
standby 100 preempt
standby 100 priority 120

R1-Configuration:
ip route 0.0.0.0 0.0.0.0 10.1.1.100

R4

R2

R3

R1

.1

.2

E0/0

HSRP
Group 100

.3

E0/0

10.1.1.0/24
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CHAPTER 1

Table 1-2 lists the default values for HSRP. 

TABLE 1-2 HSRP default values

Standby group number 0–255.

Standby MAC address System assigned as 0000.0c07.acXX, where XX
is the HSRP group number.

Standby priority Default is 100. Range is 0–255 (higher priority 
is preferred as active in HSRP group).

Standby delay Default is 0 delay. Both minimum and reload 
delays can be set in a range of 0–10,000 
seconds.

Standby track Default is 10.
interface priority

Standby hello time 3 seconds (when configured for msec option,
range is 15–999 milliseconds).

Standby hold time 10 seconds (when configured for msec option,
range is 50–3000 milliseconds).

Routing Protocols

Routing Information Protocol (and Routing

Information Protocol Version 2)

n Routing Information Protocol (RIP) is a distance vector protocol.

n RIPv1 is classful, RIPv2 is classless, metric is hop count, and the
maximum hop count is 15 hops.

[ 10 ]
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n In a classless routing protocol, the netmask is always propagated
with the route being advertised, whereas in a classful routing
protocol, the netmask cannot be propagated.

n RIPv2 supports authentication for sessions and equal-cost load
balancing.

n Timers are Update(30Sec), Invalid(180Sec), HoldDown (unused),
and Flush (120Sec).

n RIPv2 uses multicast addresses to send updates in the network;
224.0.0.9 is the address used to send updates (triggered and
normal) to all RIP routers in network.

Configuring RIP
Step 1. Enable the RIP routing process by using the command

router rip.

Step 2. Configure the version number of the RIP process using the
version command under the Routing Information Protocol
routing process.

Step 3. Configure the networks to be enabled for RIP routing using
the network network-number command under the RIP
routing process.

Step 4. (Optional) Configure passive interfaces for the RIP routing
process to only inbound RIP updates using the passive-
interface command. Thus, they do not discover neighbors
or form an adjacency out that interface.
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Step 5. Authentication is configured under the interface configura-
tion using the commands in Table 1-3.

TABLE 1-3 Configuring RIP authentication

Command Function

ip rip authentication key-chain Enables RIP authentication on the
name-of-chain interface in interface configuration 

mode

ip rip authentication mode Configures authentication mode on
{text | md5} interface in interface configuration 

mode

n In addition, key management needs to be configured by defining a
key chain. You must also identify the keys that belong to the key
chain and specify how long each key is valid. Each key has its
own key identifier (specified with the key number command),
which is stored locally. The combination of the key identifier and
the interface associated with the message uniquely identifies the
authentication algorithm and message digest algorithm 5 (MD5)
authentication key in use. Table 1-4 identifies commands used to
configure key management.

TABLE 1-4 Configuring key management

Command Function

key chain name-of-chain Defines the name of the key chain

key number Configures a key number

key-string text Configures a key string that will be used 
for authentication
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TABLE 1-4 Configuring key management

Command Function

accept-lifetime start-time Defines the time period when the key can
{infinite | end-time | be received
duration seconds}

send-lifetime start-time Defines the time period when the key can 
{infinite | end-time | be sent 
duration seconds}

Interior Gateway Routing Protocol

n Interior Gateway Routing Protocol (IGRP) is a distance vector
protocol, classful in nature.

n Uses a composite metric that factors in internetwork delay, band-
width, reliability, and load.

n Enables unequal-cost load balancing using the variance
command. IGRP accepts up to four paths to the same destination.

n Timers are Update(90Sec), Invalid(270Sec=3xUpdateTimer),
HoldDown (280sec=(3xUpdateTimer+10sec)) and Flush
(630Sec=7xUpdateTimer).

n IGRP metric = [K1 * Bandwidth + (K2 * Bandwidth) / (256 –
Load) + K3 * Delay] * [K5 / (Reliability + K4)], where the default
constant values are K1 = K3 = 1 and K2 = K4 = K5 = 0.
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Configuring IGRP 
n Enable the IGRP routing process using the router igrp

autonomous-system-number command.

n Associate networks with an IGRP routing process using the
network network-number command.

n (Optional) Adjust the IGRP metric weights using the command
metric weights tos k1 k2 k3 k4 k5.

n (Optional) Adjust the routing protocol timers using the command
timers basic update invalid holddown flush [sleeptime].

n Define the variance associated with a particular path to enable
unequal-cost load balancing using the command variance 
multiplier.

n Distribute traffic proportionately to the ratios of metrics, or by the
minimum-cost route using the traffic-share {balanced | min}
command.

References
http://www.cisco.com/warp/public/103/3.html

http://www.cisco.com/univercd/cc/td/doc/product/software/ios120/
12cgcr/np1_c/1cprt1/1cigrp.htm
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Open Shortest Path First protocol

n The Open Shortest Path First (OSPF) protocol is a link-state
protocol defined in RFC 1247 that calculates the best path to desti-
nations based on the shortest path first (SPF) or Djikstra’s algo-
rithm.

n Routing is performed in a hierarchy. The backbone area is called
Area 0 and is the heart of the OSPF domain. All other nonback-
bone areas need to be connected to Area 0. In the event they are
not, temporary virtual links have to be configured via a transit area
to Area 0 to make the area appear like it is connected to Area 0.

n Designated Router (DR) and Backup Designated Router (BDR)
election happens on multiaccess networks. Updates are sent either
to AllSPFRouters (224.0.0.5) or to AllDRouters (224.0.0.6), which
includes the DR and the BDR.

n A router running the OSPF sends link-state advertisements (LSA)
over all adjacencies whose networks have been enabled for OSPF.
The LSAs describe all the router’s links or interfaces, the router’s
neighbors, and the state of the links wherein the links might
connect to stub networks (other OSPF routers either in the same
area or different areas or routers that are not part of the OSPF
domain). Because of the varying types of link-state information,
OSPF defines multiple LSA types:

Type 1: Router LSA—Contains information on the router and
directly connected links; flooded within the area
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Type 2: Network LSA—Contains information on networks and
routers connected to the same; generated by DR; flooded within
the area

Type 3: Summary LSA—Identifies networks reachable outside
the area; generated by the Area Border Router (ABR)

Type 4: ASBR Summary LSA—Identifies network reachability
to an Autonomous System Boundary Router (ASBR) from an
ABR; generated by the ABR

Type 5: External LSA—Generated by the ASBR; identifies
networks reachable by ASBR; flooded through the OSPF domain

For more information about OSPF and configuring OSPF, refer to
the Cisco OSPF design guide located at
http://www.cisco.com/warp/public/104/1.html#t20 (recom-
mended).

n To configure authentication in OSPF, three modes are supported:
null, plain text, and MD5. By default, null authentication is used.
Table 1-5 identifies the commands required to enable OSPF
authentication.

TABLE 1-5 Configuring OSPF authentication

Command Function

ip ospf authentication Enables OSPF authentication under the 
interface configuration

ip ospf authentication-key key Configures a plain-text authentication 
key on the interface
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TABLE 1-5 Configuring OSPF authentication

Command Function

ip ospf message-digest-key key Configures an MD5 authentication key 
under the interface configuration

area area-number authentication Enables all interfaces in an area for 
plain-text authentication (under OSPF 
process configuration)

area area-number authentication Enables all interfaces in an area for
MD5 message-digest authentication (under OSPF process 

configuration)

Enhanced Interior Gateway Routing

Protocol 

n Enhanced Interior Gateway Routing Protocol (EIGRP) is a hybrid
routing protocol; classless in nature, with metric calculated using
the same formula as IGRP.

n Updates are not at regular intervals but only during a network or
topology change (triggered). In addition, the updates are partial,
such that only route changes are propagated, versus the entire
routing table, and are sent to routers only where the change affects
routing decisions. 

n Can route IP, Internetwork Packet Exchange (IPX), and
AppleTalk.

n Uses DUAL algorithm for faster convergence.
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n EIGRP uses multicast to send updates by sending messages to
224.0.0.10, which enables the message/update to be sent to all
EIGRP speakers in the domain.

Configuring EIGRP
n Enable the EIGRP routing process using the router eigrp

autonomous-system-number command in global configuration
mode.

n Configure networks to be enabled for EIGRP routing using the
command network network.

n Disable automatic summarization using the command no auto-
summary.

n For more information about EIGRP and its configuration, refer to
the EIGRP design guide at
http://www.cisco.com/warp/public/103/eigrp-toc.html (recom-
mended).

n Authentication is configured on EIGRP similar to RIPv2 by
configuring the authentication modes on the interface and associat-
ing an authentication key chain instance (see Table 1-6).

TABLE 1-6 Configuring EIGRP authentication

Command Function

ip authentication key-chain Associates an EIGRP autonomous system
eigrp autonomous-system and key chain per interface in interface
name-of-chain configuration mode

ip authentication mode eigrp Configures authentication mode as MD5 on
autonomous-system md5 the interface in interface configuration mode
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In addition, the key chain must be configured as defined earlier in the
“Routing Information Protocol (and Routing Information Protocol
Version 2)” section.

Border Gateway Protocol 
Border Gateway Protocol (BGP) is an exterior gateway protocol used
as the de facto standard for routing in the Internet today. BGP is
considered a path vector protocol because routing information
exchange also propagates information on the path of autonomous
systems via which the route was learned. BGP uses TCP port 179
(transport layer) for information exchange. In addition, BGP maintains
a BGP table that contains information about all probable paths to reach
a specific destination. Only the best path is imported into the routing
table. For complete coverage of BGP attributes and their operation in
route selection, refer to http://www.cisco.com/univercd/cc/td/doc/
cisintwk/ito_doc/bgp.htm. In addition, it is recommended that you visit
the BGP Cisco FAQ located at http://www.cisco.com/warp/public/459/
bgpfaq_5816.shtml.

Configuring BGP (basics only)

n Enable BGP on the router using the command router bgp
autonomous-system-number.

n Configure explicit neighbors using the neighbor ip-address
remote-as remote-as-number command.
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n (Optional) Configure networks to be advertised into the BGP
process using the network network-number mask subnet-mask
command.

n For interior BGP (iBGP) sessions, change the source of BGP
updates to a specific interface using the command neighbor ip-
address update-source interface-type interface-number.

n For further configurations and in-depth coverage of BGP, refer to
the Cisco BGP case studies located at
http://www.cisco.com/warp/public/459/bgp-toc.html (recom-
mended).

n Authentication (MD5) can be enabled per neighbor using the
command neighbor ip-address password string.

IP Multicast Overview
Multicast is a subset of broadcast wherein just a specific subset of hosts
receive the packet (versus all hosts on a broadcast domain). The host
chooses as to membership to a certain multicast group address, thus
enabling the host to receive packets destined for that group. Multicast
addresses are Class D addresses ranging from 224.0.0.0 to
239.255.255.255. A large number of multicast protocols are in use
today in networks. You can find detailed coverage of these protocols at
http://www.cisco.com/univercd/cc/td/doc/cisintwk/ito_doc/ipmulti.htm
and http://www.cisco.com/univercd/cc/td/doc/cisintwk/intsolns/
mcst_sol/mcst_ovr.htm. In addition, special multicast addresses can 
be used to send messages/updates to subsets of hosts (for example,
224.0.0.1 [all hosts], 224.0.0.2 [all multicast routers on a subnet]).
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Questions
1. Routing occurs at what layer of the OSI model?

a. Network layer

b. Data link layer

c. Transport layer

d. Application layer

2. IP RIP runs over ___, port number ___.

a. UDP, 21

b. TCP, 24

c. TCP, 520

d. UDP, 520

3. In what field or fields does the IP checksum calculate the check-
sum value? 

a. Data only

b. Header and data

c. Header only

d. Not used in an IP packet

4. Which of the following routing protocols support authentication
mechanisms? (Choose all that apply.)

a. OSPFv2

b. BGP

c. RIPv1

d. EIGRP

e. IGRP
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5. The default value for HSRP priority is ___.

a. 100

b. 110

c. 150

6. The default values for BGP local preference, MED, and weight are
___.

a. 100, 100, 100

b. 100, 32768, 100

c. 32768, 100, 32768

d. 100, 32768, 0

7. The number of unique multicast IP addresses that map to a single
Layer 2 multicast address is ___.

a. 16

b. 8

c. 4

d. 32

e. 64

8. The process of configuring a multicast sparse mode network to
provide for fault tolerance and load sharing within a single multi-
cast domain is called _____.

a. Source-based trees

b. Shared trees

c. Anycast RP

d. MBGP
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Security Protocols

RADIUS
n RADIUS is a client/server protocol that uses the User Datagram

Protocol (UDP) as the transport protocol. It is used for authentica-
tion, authorization, and accounting (AAA). 

n The RADIUS specification RFC 2865 obsoletes RFC 2138. The
RADIUS accounting standard RFC 2866 obsoletes RFC 2139.

n The RADIUS protocol defines things in terms of attributes. Each
attribute may take on one of a set of values. When a RADIUS
packet is exchanged among clients and servers, one or more attrib-
utes and values are sent pairwise as an attribute-value pair (A-V pair).

Figure 2-1 depicts the RADIUS authentication process.

Configuring RADIUS

n Enable AAA with the aaa new-model global configuration
command.

n Use the aaa authentication global configuration command to
define method lists for RADIUS authentication.

n Use line and interface commands to enable the defined method
lists to be used.
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n Define the RADIUS server and secret key using radius-server
host ip-address key secret key.

FIGURE 2-1 RADIUS authentication process

You can find a list of attributes and definitions for RADIUS messages
at http://www.cisco.com/univercd/cc/td/doc/ product/software/ios120/
12cgcr/secur_c/scprt6/scradatb.htm. Note that the Cisco Vendor Code is
9 in a RADIUS message.

Network Access
Server (NAS)

AAA Server

Access-Request

Network Access Server sends an Access Request to AAA server. The Access 
Request contains the username, password, NAS IP address, and port.

RADIUS server receives the request, and if the username and password are correct, 
the RADIUS server sends an Access-Accept response, or it will load a default profile 
if the user is not found in the RADIUS server, or it will just send an Access-Reject 
response to the NAS. The attributes that are sent in the Access-Accept are service 
type (shell or framed), protocol type, IP address to assign (static or dynamic), 
access list to apply, or a static route that needs to be applied.

A challenge can be issued by the RADIUS requesting more information from the user.

Step 1

Step 2

Step 3

Access-Accept or Access-Reject

Challenge (Optional)

1

2

3

1

2

3
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Reference

http://cco.cisco.com/en/US/partner/tech/tk59/
technologies_tech_note09186a00800945cc.shtml

TACACS+
Features of TACACS+ include the following:

n TCP packets (port 49) ensure that data is sent reliably across the
IP network.

n Supports AAA architectures and, in fact, separates each of the
three mechanisms (authentication, authorization, and accounting).

n The data between the user and server is encrypted.

n Supports both Password Authentication Protocol / Challenge
Handshake Authentication Protocol (PAP/CHAP) and protocols
such as Internetwork Packet Exchange (IPX) and X.25.

n Access lists can be defined on a user basis.

Configuring TACACS

n Use the aaa new-model global configuration command to enable
AAA.

n Use the tacacs-server host command to specify the IP address of
one or more TACACS+ daemons:
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tacacs-server host hostname [single-connection] [port 
integer] [timeout integer] [key string]

n Use the aaa authentication global configuration command to
define method lists that use TACACS+ for authentication. Use line
and interface commands to apply the defined method lists to
various interfaces.

n To enable authorization, use the aaa authorization global
command to configure authorization for the network access server
(NAS). Unlike authentication, which can be configured per line or
per interface, authorization is configured globally for the entire
NAS.

n To enable accounting for TACACS+ connections, use the aaa
accounting command.

Comparison of RADIUS and TACACS+
RADIUS TACACS+

Uses UDP as the transport Uses TCP as the transport protocol.
protocol.

Lack of security because  TACACS+ encrypts the entire body
RADIUS encrypts only the of the packet. 
password in the access-
request packet.

RADIUS combines TACACS+ uses the AAA architecture,
authentication and authorization. which separates AAA. 
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RADIUS TACACS+

RADIUS does not offer TACACS+ offers multiprotocol support.
multiprotocol support such as 
AppleTalk Remote Access (ARA),
NetBIOS Frame Control Protocol,
NetWare Access Server Interface 
(NASI), and X.25 packet 
assembler/disassembler (PAD) 
connections.

RADIUS does not allow users to TACACS+ provides per-user and
control which commands can be per-group basis as methods to control
executed on a router and the authorization of router commands.
which cannot.

Message Digest 5, Secure Hash
Algorithm, and Hash Message
Authentication Codes 
The message digest 5 algorithm (MD5) and secure hash algorithm
(SHA) are hash algorithms used to authenticate data packets. The
objective of these algorithms is to ensure that data is not tampered with
or modified. MD5 is defined in RFC 1321. MD5 takes variable-length
clear-text data to produce fixed-length hashed data that is unreadable.
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SHA is a more secure version of MD5, and hash-based message
authentication codes (HMAC) provide further security with the inclu-
sion of a key exchange. SHA produces a 160-bit hash output, making it
even more difficult to decipher. SHA follows the same principles as
MD5 and is considered more CPU-intensive.

Need for hashing algorithms

There is no direct relationship between hash functions and encryption.
Hashes produce a “fingerprint” of some data by taking the data and
running in through an algorithm. The same data always produces the
same value. (If even 1 bit in the data changes, the fingerprint is differ-
ent. In this way, we can get a large amount of data and, using a small
fingerprint, make sure our data has not been altered.)

Hash algorithms aid in maintaining integrity of data across a network.
We check it by hashing our data and appending the hash value to the
data as we send it across the network to our peer. Our peer receives two
values, separates them, runs the data through the same hash algorithm,
and compares the hash result to the one received. If they match, our
peer can be certain that the data was not modified in transit. If they do
not match, the data (or hash) has been modified, which means they will
disregard the data received.
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MD5 and SHA-1 comparison

MD5 SHA

Invented by Ron Rivest of RSA Was aimed at answering the shortcomings
Security (RFC 1321). of MD5. The MD5 algorithm proved to 

have some weaknesses in certain situa-
tions; collisions “making a well-known 
value match a particular hash-out value”
were confirmed. Knowing there were 
possible weaknesses in the algorithm,
another, more secure algorithm was 
needed. SHA-1 is defined in RFC 3174.

Message of arbitrary length is SHA-1 has as output a 160-bit value, as
taken as input and produces as opposed to MD5’s 128-bit value. The
output a 128-bit fingerprint or number of possible values is much larger,
message digest of the input. which increases the strength of the data’s 

integrity. SHA-1 also has additional 
security measures built in to the algo-
rithm, such as additional iterations of 
hashing that can be performed.
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MD5 and SHA-1 comparison

MD5 SHA

For example, if we have a 64- If we have a 64-byte Ethernet frame
byte Ethernet frame and run it and run it through the SHA-1 algo-
through the MD5 algorithm, we rithm, we receive as output a 160-bit
receive as output a 128-bit value. value. Similar to MD5 if a single bit
If we run the same frame through is modified; the output hash value
the algorithm again, we receive is altered to depict the changed packet.
the exact same 128-bit value. If 
someone modifies a single bit,
however, and the hash algorithm 
computes a 128-bit value, it
completely differs from the original 
hash. The 128-bit value is created 
irrespective of input packet size and 
remains the same for all packet sizes.

HMACs

Message digest algorithms have a drawback whereby a hacker (man in
the middle) can intercept a message containing the packet and hash
values and create a new packet with a calculated hash and send it to a
particular destination. Upon receiving the packet, the destination sepa-
rates the data from the hash, runs the data through the hash value, and
compares the result with the received hash; because they match, the
packet is considered valid.
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To mitigate this attack, a shared secret (shared only between peers) is
inserted into the hash algorithm. Hence, the process uses a random
value (the key), unknown to anyone else, to make sure that the man-in-
the-middle attack cannot succeed. The messages are authenticated, and
the mechanisms that provide such integrity checks based on a secret
key are usually called message authentication codes (MAC). When
MACs are used with hash algorithms, this feature is called hash
message authentication codes (HMAC).

The data, along with the shared secret key, is inserted into the hash
algorithm to obtain the output message digest, which is appended to the
data and sent to the peer. Even if the data and hash algorithms are
modified in transit, the receiver using its shared secret value calculates
a different hash and silently discards the received packet. When using
the function, MD5 is called HMAC-MD5, and SHA-1 is called HMAC-
SHA-1. In addition, HMACs provide authentication in Internet Key
Exchange (IKE) Phase 2.

Data Encryption Standard (and
Triple Data Encryption
Standard)

Symmetric and asymmetric encryption

The end result required of IPsec is confidentiality via encrypted data.
To encrypt data, the plain-text data is broken into pieces and inserted
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along with an encryption key into the encryption algorithm. The output
of the algorithm is cipher text and is sent to the peer. The peer performs
the same algorithm in reverse using the same key. Therefore, only the
peer with the shared secret key can decrypt the data to its plain-text
format. Symmetric key encryption implies an encryption method uses a
shared secret key to both encrypt and decrypt data. Asymmetric key
encryption implies an encryption method uses two specially created
mathematical keys. These keys have an interesting quality in that what
one key encrypts, the other key can decrypt. The same key cannot both
encrypt and decrypt the same data. Examples of symmetric algorithms
include Data Encryption Standard (DES), Triple DES (3DES),
Advanced Encryption Standard (AES), International Data Encryption
Algorithm (IDEA), Blowfish, and Carlisle Adams/Stafford Tavares
(CAST).

In cryptography, a block cipher is a symmetric key cipher that operates
on fixed-length groups of bits, termed blocks, with an unvarying trans-
formation. When encrypting, a block cipher might take (for example) a
128-bit block of plain text as input and output a corresponding 128-bit
block of cipher text. The exact transformation is controlled using a
second input, the secret key. Decryption is similar. The decryption algo-
rithm takes, in this example, a 128-bit block of cipher text together
with the secret key and yields the original 128-bit block of plain text.
To encrypt messages longer than the block size (128 bits in this
example), a mode of operation such as ECB, CBC, OFB, or CFB
(which provide confidentiality but do not guarantee message integrity)
can be used. In addition, modes such as CCM, EAX, and OCB can be
used that enable both confidentiality and integrity.
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Block ciphers can be contrasted with stream ciphers; a stream cipher
operates on one digit at a time, and the transformation varies during the
encryption.

Symmetric key algorithms

Symmetric algorithms use the same shared secret key value that will
both encrypt plain text and decrypt the resulting cipher text. Both
parties share the exact same key.

DES 3DES AES

It is a 56-bit encryption As DES became more AES is a variable
algorithm, meaning the vulnerable, the Internet block-length and
number of possible keys community required a key-length cipher. 
(“key space”) is 2^56. fix. Because DES was 

normally based in 
hardware, a completely 
new algorithm was out 
of the question. As a 
result, 3DES was created. 
3DES uses a 168-bit 
key. (Actually, it uses 
3 56-bit keys.) In essence,
the 3DES algorithm 
encrypts and decrypts 
data 3 times with 3 
different keys, effectively 
creating a 168-bit key.
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DES 3DES AES

DES turns clear-text 3DES is the DES Current AES key
data into cipher text algorithm that performs 3 lengths are 128, 192,
with an encryption times sequentially. Three or 256 bits to encrypt 
algorithm. The receiving keys are used to blocks with lengths
station decrypts the data encrypt data, resulting of 128, 192, or 256
from cipher text into in a 168-bit encryption bits. AES can be
clear text. The encryption key. The sending device implemented
key is a shared secret encrypts the data with efficiently on a wide
key used to encrypt and the first 56-bit key. range of processors
decrypt messages. DES and in hardware.
is a block cipher algorithm, The sending device
which means that DES decrypts the data with
performs operations on the second key, also
fixed-length data streams 56 bits in length.
of 64-bit datagrams. The 
key ostensibly consists The sending device
of 64 bits; however, only encrypts for a final
56 of these are actually time with another
used by the algorithm. 56-bit key.
Eight bits are used solely 
for checking parity and The receiving device
are thereafter discarded. decrypts the data with
Hence, the effective key the first key.
length is 56 bits, and it is
usually quoted as such. The receiving device

then encrypts the data 
with the second key.

Finally, the receiving 
devices decrypt the data 
with the third key.

CCIE Security Exam Quick Reference Sheets Page 23 Return to Table of Contents



CHAPTER 2

Asymmetric encryption protocols

Asymmetric algorithms, often called public-key algorithms, do not rely
on a randomly generated shared encryption key that changes per
session; instead, they create two static keys. These static keys are
completely different but mathematically bound to each other; what one
key encrypts, the other key can decrypt. One key alone cannot encrypt
and decrypt the same data. We use this encryption method by keeping
one key private and giving the other key to anyone in the public
Internet. It does not matter who has our public key; it is useless without
the private key.

When a device—R1, for example—generates a public/private key pair,
messages are sent to the peers after encryption using the private key.
When these messages are received by another device, R2, they can be
decrypted using R1’s public key. However, if R1’s public key is used to
encrypt messages sent to R1 from R2, even if a message is intercepted,
only one device (R1) can decrypt the message (because R1 has the
matching private key).

The main disadvantage of asymmetric algorithms is they are slow.
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RSA and Digital Signature Algorithm
RSA DSA

Developed in 1977 by Ronald Created by NIST in 1994, Digital
Rivest, Adi Shamir, and Leonard Signature Algorithm (DSA) is the 
Adleman (therefore, RSA). algorithm used for digital signatures 

but not for encryption.

Common key size for RSA Used in government installs, and was 
is 1024 bits. created to work with the SHA-1 hash 

algorithm.

The RSA algorithm is used in DSA is roughly the same speed as RSA
IPsec for two discrete purposes: when creating signatures, but 10 to 40

times slower when verifying signatures.
■ Encryption, where Peer X uses Because verification happens more

Peer Y’s public key to encrypt  frequently than creation, this issue is
data and then sends the data to  worth noting when deploying DSA
Peer Y. Because only Peer Y in any environment.
has the corresponding public
key, he can successfully decrypt 
the data. 

■ Digital signatures. Peer X 
encrypts a hash value with his 
private key and then sends the data 
to Peer Y. Peer Y obtains Peer X’s 
public key and decrypts the cipher 
text to obtain the hash. Because 
Peer Y used Peer X’s public key,
only Peer X could have encrypted 
the hash; hence, the encrypted hash 
must have come from Peer X.
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Diffie-Hellman Algorithm (D-H)
n The Diffie-Hellman algorithm (D-H) was created in 1976 by

Whitfield Diffie and Martin Hellman. It is not used for encryption
or digital signatures.

n It is used to obtain a shared secret “key agreement” between two
parties over an insecure medium such as the Internet. 

n It works by sending large mathematical numbers over the Internet;
no one on the Internet, even though he or she can “see” the
numbers crossing, can mathematically obtain the shared secret
key. Only the two ends of the exchange using the D-H algorithm
can compute the shared secret key.

n Refer to RFC 2631 on the working of D-H and the key genera-
tion/exchange process.

n The D-H key exchange is vulnerable to a man-in-the-middle
attack. You can rectify the problem by allowing the two parties to
authenticate themselves to each other with a shared secret key,
digital signatures, or public-key certificates.

n Common modes of D-H operation are D-H groups 1, 2, and 5. D-
H group 1 identifies a 768-bit key, D-H group 2 identifies a 1024-
bit key, and D-H group 5 identifies a 1536-bit key. D-H group 1 is
faster to execute but is less secure, and D-H group 2 is more
secure but slower to execute. D-H group 5 provides higher secu-
rity than both D-H group 1 and D-H group 2.
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IP Security
n IP Security (IPsec) is a framework for creating virtual private

networks (VPN) using various protocols and technologies. IPsec
identifies many protocols to create secure connections and how
these protocols are used and when and why. IPsec provides every-
thing required to connect securely over a public medium.

n Key exchange is performed using IKE, which consists of various
protocols, including Internet Security Association and Key
Management Protocol (ISAKMP), Secure Key Exchange
Mechanism for the Internet (SKEME), and Oakley. 

n Encryption is performed using either DES, 3DES, or AES. IPsec
also provides anti-replay services to be sure that packets can be
used only once and can never be replayed later in a session.

n Integrity checks are done using MD5, SHA-1, or RSA (digital
signatures) hash algorithms to verify the HMAC by generating an
HMAC-MD5 or HMAC-SHA-1.

IPsec provides the following component services.

Data integrity

Data integrity involves the process of making sure data is not tampered
with in transit from source to destination.

Hash algorithms take data and use that as input into the algorithm, and
the output will be a small fingerprint of the data entered. The fingerprint
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is a function of all bits of data entered; essentially, if 1 bit is changed
on the input data, the output fingerprint will differ. This process is how
we can validate that data has not been modified. We run the data we
want to send through this hash algorithm, take the fingerprint, append it
to the original data, and then send it to the receiver. The receiver sepa-
rates the fingerprint from the data and then runs the data through the
same algorithm. If the output and the received fingerprint are the same,
the receiver can be sure that the data has not been modified in transit.

Origin authentication

Origin authentication validates the origin of a message upon receipt;
this process is done during initial communications. Communication is
set up using IKE, which uses the D-H algorithm to come to agreement
over a public network. D-H is susceptible to man-in-the-middle attacks,
which can be mitigated by authenticating each end. If we can authenti-
cate D-H, we also perform origin authentication at the same time. Origin
authentication (D-H authentication) can be achieved using one of three
methods: preshared keys, encrypted nonces, or digital signatures.

Anti-replay protection

Anti-replay protection ensures attackers cannot sniff packets on a wire
and replay the same packet. The optional anti-replay function performs
this function by using a sequence field in the IPsec header combined
with integrity checks.
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Confidentiality

Confidentiality or privacy ensures that data, if sniffed, cannot be easily
recognized. Encryption turns plain text into cipher text. Cipher text is
completely unintelligible until reassembled into its original form.
Decryption is the process of taking cipher text and transforming it back
to its original plain text format. Confidentiality is provided by encryp-
tion algorithms such as DES, 3DES, and AES. In addition, if someone
is attempting to sniff an encrypted network segment and a ping is sent
over the network, all encrypted packets will look different because the
IV (initial vector) is different with each packet.

Authentication Header and
Encapsulating Security Payload
Protocols

Tunneling overview

Tunneling is the act of encapsulating a packet within another packet.
There are many tunneling protocols based on requirements. For
example, one of the most popular tunneling protocols is the generic
routing encapsulation (GRE) protocol. It can tunnel IPX or AppleTalk
packets within an IP packet. This process allows IPX- or AppleTalk-
based networks to communicate over an IP-only network, such as the
Internet. GRE is its own protocol; it does not ride on top of TCP or
UDP. GRE uses IP 47 on the Internet.
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Additional tunneling protocols include the Cisco proprietary Layer 2
Forwarding (L2F) protocol, described in RFC 2341; Point-to-Point
Tunneling Protocol (PPTP), described in RFC 2637; and a hybrid
protocol that combines the best of L2F and PPTP, Layer 2 Tunneling
Protocol (L2TP), described in RFC 2661. PPTP uses TCP port 1723
and tunnels PPP packets over an Ethernet medium. L2F and L2TP use
UDP port 1701 as their transport mechanism. You can use the Version
field in each header to discriminate between the two packet types. (L2F
uses a value of 1, and the L2TP version described here uses a value of
2.) IPsec tunnels data through IP using one of two protocols:
Authentication Header (AH) or Encapsulating Security Payload (ESP).

AH ESP

AH uses protocol number 51. ESP uses protocol number 50.

Used for integrity checks on peer Used for integrity, authentication, and
and data sent by peer and for confidentiality. Confidentiality is
authentication checks. established via encryption algorithms. 

Optionally, ESP can perform integrity 
checks on our peer and the data it is 
sending.

AH does not provide ESP provides authentication and
payload encryption. encryption of the payload.

IPsec implements AH using a shim IPsec implements ESP by creating a
header between Layer 2 and Layer 3. shim header between Layer 2 and 

Layer 3. 

The AH header has a Next Protocol The ESP header has a Next Protocol
field, which identifies the next field, which identifies the next Layer 4
Layer 4 transport protocol in use, transport protocol in use, usually TCP
usually TCP or UDP. or UDP. ESP also has a trailer, which 

identifies IPsec information and ESP 
integrity-check information.
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Tunnel and Transport Modes
When sending data between two VPN endpoints, IPsec can add addi-
tional Layer 3 security information to IPsec packets. During communi-
cation between two VPN gateways over an untrusted network, anyone
can see the source and destination IP address. This information could
be used to gather more information about the network. To mitigate this
threat, IPsec can be used in tunnel mode, where the original Layer 3
header and payload inside an IPsec packet are encapsulated. Therefore,
the source and destination IP addresses that traverse the Internet are
always the same. The outside IP addresses in the new IP header are of
both VPN gateways. Tunnel mode does add overhead to each packet
and uses some additional CPU resources. If you have a remote-access
IPsec connection, it makes no sense to burden the IPsec devices to
create an additional Layer 3 header, because the source and destination
IP address do not change. For this reason, IPsec devices initiating IPsec
sessions should be configured to run in transport mode. In transport
mode, no additional Layer 3 header is created. The original Layer 3
header is used.

Secure Shell
n Secure Shell (SSH) is a protocol that provides a secure connection

to a router. 

n Cisco IOS Software supports SSHv1 and v2 (Cisco IOS SSH),
which enables clients to make a secure and encrypted connection
to a Cisco router. Before SSH, security was implemented using
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telnet username and password, which was visible using a network
sniffer.

n SSH is implemented with TCP port 22 (more common) and UDP
port 22 and ensures that data is encrypted and therefore cannot be
identified by a network sniffer.

n Cisco IOS SSH allows an administrator to remotely manage a
Cisco IOS device, such as a router or Catalyst operating system
(CatOS), securely. 

n SSH uses the RSA public-key cryptography, thus allowing a
secure communication channel between a client and router and
management of intrusion prevention system (IPS) appliances and
firewalls.

Configuring SSH

NOTE

Some of the following commands might be different based on the platform in use.
Refer to the documentation at Cisco.com for more information.

n Configure the hostname and domain for the router using the
commands hostname hostname and ip domain-name
domain.com.
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n Enable the SSH server for local and remote authentication on the
router using the command crypto key generate rsa to generate
public keys. An optional write keyword saves the key pair to
NVRAM; otherwise, it is lost upon reboot or a reload as the
volatile RAM is refreshed.

n The ip ssh time-out 120 command sets the default idle time to
120, and the ip ssh authentication-retries 2 command sets a
maximum retry limit of two.

n To connect to a remote device using SSH, use the command ssh
[-l userid] [-c {des | 3des}] [-o numberofpasswordprompts n]
[-p portnum]   {ipaddr | hostname} [command].

n You can verify SSH by using the show ip ssh command.

PPTP
PPTP is a Layer 2 tunneling protocol developed by Microsoft for a
Windows-enabled remote client to connect securely to a private corpo-
rate network over the public IP network. PPTP is a newer technology
and is considered a replacement to virtual private dialup network
(VPDN) architecture; the PPTP client does not have to be connected
over the dialup services. As far as PPTP is concerned, the client’s PC is
the PPTP access concentrator (PAC), and the other side of the connec-
tion terminates at the PPTP network server (PNS), which is the PIX
Firewall. The PIX Firewall has supported PPTP since Release 5.1.
PIX’s authentication support of PPTP includes PAP, CHAP, and MS-
CHAP using local, RADIUS, or TACACS+ AAA.

CCIE Security Exam Quick Reference Sheets Page 28 Return to Table of Contents



CHAPTER 2

Encryption using the Microsoft Point-to-Point Encryption (MPPE)
protocol is supported, too. PPTP is typically used for VPN solutions. (It
is defined in RFC 2637.) PPTP session negotiation is done over TCP
port 1723, and the data traverses the GRE protocol (IP protocol 47).
GRE does not have any Layer 4 port information. Consequently, it
cannot be port address translated (PATed). PAT is performed for the
modified version of GRE (RFC 2637) only when negotiated over the
PPTP TCP control channel. PAT is not supported for the unmodified
version of GRE (RFC 1701 and RFC 1702). The Cisco Adaptive
Security Appliance (ASA) inspects PPTP packets and dynamically
creates the necessary translations to permit PPTP traffic.

L2TP
n L2TP is a protocol used to tunnel PPP over a public network using

IP by the encapsulation of any Layer 3 protocol in its packets
because of the fact that the tunneling occurs on Layer 2, thereby
making things transparent to Layer 3 and above. 

n L2TP does not provide encryption mechanisms for the traffic it
tunnels. It relies on another protocol such as IPsec or an applica-
tion layer encryption mechanism to provide that type of security.

n L2TP operates in the following manner. A user PC or laptop estab-
lishes a PPP connection to a server known as the LAC (L2TP
access concentrator) using dialup plain old telephone service
(POTS), digital subscriber line (DSL), and so on. The LAC then
initiates an L2TP tunneling session, using normal IP, to the remote
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device with which the originating device wants to set up a session.
This remote device is called the LNS (L2TP network server).
AAA services are provided by the LNS using local database or
AAA server.

n When running L2TP over an IP backbone, UDP is used as the
carrier of all L2TP traffic, including the control traffic used to set
up the tunnel between the LNS and the LAC. The initiator of the
tunnel sends traffic to UDP port 1701.

n The type of L2TP tunnel in which the client is completely
unaware of the presence of an L2TP connection is called compul-
sory tunneling. The other type of L2TP tunnel, voluntary tunnel-
ing, is where the client is aware of L2TP. After establishing a PPP
link with the LAC, the client sends L2TP traffic encapsulated in
the PPP traffic to the LNS through the LAC. In a way, the client
plays the role that the LAC plays in compulsory tunneling.

Tunnel setup is negotiated in two stages: a control session is set up
between the LAC and LNS, followed by the actual setup of the tunnel
for data transfer. The control connection is the initial connection that
must be achieved between a LAC and LNS before sessions may be
brought up. 

Establishing the control connection includes securing the peer’s identity
and identifying the peer’s L2TP version, framing, and bearer capabili-
ties. The LAC sends an SCCRQ (start-control-connection-request) to
the LNS; the LNS responds with an SCCRP (start-control-connection-
response); the LAC sends an SCCN (start-control-connection-
connected) to the LNS; a ZLB ACK (Zero-Length Body Message) is
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sent if no further messages are queued for that peer from the LNS.
ZLBs are control packets with only an L2TP header and are used for
explicitly acknowledging packets.

Individual sessions may be created after control connection setup. Each
session corresponds to a single PPP stream between the LAC and LNS.
Session establishment is directional with respect to the LAC and LNS.
The LAC asks the LNS to accept a session for an incoming call, and
the LNS asks the LAC to accept a session for placing an outgoing call.

Incoming call establishment occurs with the LAC sending LNS an
ICRQ (incoming-call-request); LNS responds with ICRP (incoming-
call-response); the LAC sends an ICCN (incoming-call-connected); the
ZLB ACK is sent if no further messages are waiting in queue for that
peer from the LNS. Outgoing call establishment occurs with the LNS
sending the LAC an OCRQ (outgoing-call-request); the LAC sends an
OCRP (outgoing-call-response); an OCCN is sent by the LNS to the
LAC, followed by a ZLB ACK being sent if no further messages are
waiting in queue for that peer.

PPTP data transfer is as follows:

1. As soon as the tunnel has been established between the LAC and
the LNS, the LAC forwards the authentication response it received
from the client, along with any other PPP negotiation parameters it
has negotiated with the client to the LNS. 

2. The LNS then provides the response to the client through the
tunnel it has established with the LAC. 
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3. Upon receiving the L2TP message, the LAC strips the header and
forwards the PPP negotiation message to the client. 

4. As soon as the authentication phase of PPP successfully
completes, the client continues sending PPP frames to the LAC,
which tunnels them through to the LNS.

5. The LNS strips the L2TP header from the packets and treats them
from then on as if they were a PPP session from a directly
connected client. The return traffic is similarly encapsulated in
L2TP and sent to the LAC. 

6. The LAC strips it from the L2TP headers and forwards the PPP
frame to the client.

For more information about L2TP, refer to Cisco documentation
located at http://www.cisco.com/univercd/cc/td/doc/product/software/
ios120/120newft/120t/120t1/l2tpt.htm.

For information about maximum transmission unit (MTU) tuning on
L2TP tunnels and an overview of the L2TP header, refer to
http://www.cisco.com/warp/public/471/l2tp_mtu_tuning.html.

GRE
GRE is a protocol often used in networks to tunnel traffic from one
private network to another. GRE is used to encapsulate an arbitrary layer
protocol over another arbitrary layer protocol. In general, GRE allows a
tunnel to be created using a certain protocol, which then hides the
contents of another protocol carried within the tunnel. GRE does not
offer encryption services, but it does provide low overhead tunneling.
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GRE-encapsulated packets contain a delivery header, GRE header, and
the payload. The delivery header can be the IPv4 header. The payload
packet can also be an IPv4 header, or it can be another protocol. GRE
allows non-IP protocols to be carried in the payload. GRE packets
using IPv4 headers are classified as IP protocol type 47. This is an
important piece of information when you create filters for GRE. If the
packet encapsulated within GRE is also IPv4, the GRE header’s
Protocol Type field is set to 0x800.

Two main implementations of GRE exist in the field: one based on
RFC 1701, and one based on the newer RFC 2784, which is also a
proposed standard. RFC 2784 implementations interoperate with RFC
1701 implementations to some extent, but some of the features offered
in RFC 1701 have been deprecated in RFC 2784. A new RFC, 2890,
will also be discussed because it introduces some modifications to the
RFC 2784 behavior.

RFC 2784 deprecates three of the optional fields in GRE (sequence
number, key, and routing) and gets rid of the flags that are used in the
1701 RFC with the exception of the checksum flag. In the place of
these flags, 0s are inserted. This ensures interoperability between the
1701 and 2784 implementations if the packets are being sent by a 2784
sender to a 1701 receiver. The 1701 implementation treats the 0s as an
indication that the sequence number, key, and routing options are
simply not being used. However, if the sender is a 1701 implementation
and sets one of the dropped-in-2784 flags to a 1, the packets must be
dropped by the 2784 implementation.
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GRE is often used in conjunction with another encryption protocol to
provide security. VPNs set up using GRE are insecure because GRE
does not provide a means of securely encrypting its payload. Means of
providing this encryption often reside on the application layer, allowing
GRE to create the tunnel needed to connect the private networks while
the application layer encryption protocol secures the data. In such situa-
tions, GRE mainly acts as a transport medium for carrying the traffic
from one private network to another.

GRE also is sometimes used together with a network layer encryption
protocol such as IPsec. One example is using the GRE protocol to
encapsulate non-IP traffic and then encrypting the GRE packet using
the IPsec protocol. This is done because of the IPsec protocol’s inabil-
ity to encrypt non-IP traffic. Encapsulating non-IP traffic such as
AppleTalk within GRE lets private networks running these protocols 
be securely connected using IPsec.

Secure Sockets Layer
Secure Sockets Layer (SSL) is an encryption technology for web host
devices used to process secure transactions

For example, a secure transaction is required when a user purchases
something on the Internet. When the end user enters a web address via
an Internet browser, such as Internet Explorer, instead of entering
HTTP://web address in the address window, the end user enters
HTTPs://web address to access the secure HTTP web pages. Secure
Hypertext Transfer Protocol (S-HTTP) transports HTTP-based traffic
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over an SSL connection and provides a stronger authentication mecha-
nism than HTTP. S-HTTP is not the same as SSL or HTTPs. S-HTTP
is covered in RFC 2660 and differs significantly from SSL. More
details about S-HTTP and how it differs from SSL are provided at
http://www.ucs.mun.ca/~dgoudie/B8205/SSL.html. HTTPs runs over
TCP port 443. SSL is defined in RFC 2246. For more information
about SSL, visit http://www.cisco.com/web/about/ac123/ac147/
archived_issues/ipj_1-1/ssl.html.

Questions
1. RADIUS and TACACS+ can be configured to be used on the same

router under what conditions? 

a. No, they cannot be configured together.

b. Yes, provided you have the same list names applied to the same
interfaces.

c. Yes, if multilink PPP is configured.

d. Yes, provided you have the different list names applied to
different interfaces.

2. In IPsec, what encapsulation protocol encrypts only the data and
not the IP header? 

a. ESP

b. AH

c. MD5

d. Hash
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3. What is the maximum number of key combinations possible with
a 56-bit key?

a. 1024

b. 256

c. 512

d. 128

e. 2048

4. When maintaining an IPsec connection over the Internet, what
attack must be mitigated to protect user data?

a. Spoof attack

b. Man-in-the-middle attack

c. Trojan horse attack

d. Smurf attack

5. What would be the most important reasons for implementing
L2TP for a VPN client?

a. L2TP uses TCP as a lower-level protocol, and hence transmis-
sion is connection-oriented.

b. L2TP uses PPP, so address allocation and authentication are
built in to the protocol.

c. L2TP has less overhead than GRE.
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Application Protocols

HTTP
n HTTP is a request/response protocol between clients (user agents)

and servers (origin servers). 

n An HTTP client initiates a request by establishing a TCP connec-
tion to a particular port on a remote host (port 80 by default).
Resources to be accessed by HTTP are identified using Uniform
Resource Identifiers (URI or URL) using the http: or https: URI
schemes.

n HTTP supports authentication between clients and servers, which
involves sending a clear-text password (therefore, it is not consid-
ered secure). HTTP is disabled by default on Cisco routers but can
be enabled for remote monitoring and configuration.

Configuring HTTP

n Use the ip http access-class command to restrict access to certain
selected IP addresses and ip http authentication to allow only
certain users to access the Cisco router via HTTP.
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n If you choose to use HTTP for management, issue the ip http
access-class access-list-number command to restrict access to
appropriate IP addresses. As with interactive logins, the best
choice for HTTP authentication is to use a TACACS+ or RADIUS
server. Avoid the use of the enable password as an HTTP pass-
word. 

n The ip http server command is used to enable an HTTP server. If
a secure HTTP connection is required, ip http secure-server
needs to be configured on the router. The default port 80 can be
changed by using the command ip http port port-number. Varying
forms of authentication for login can be set using the ip http
authentication [enable | local | tacacs] command. However, the
default login method is to enter the hostname as the username and
the enable or secret password as the password. If local authentica-
tion is specified by using username username privilege [0-15]
password password, the access level on the Cisco router is deter-
mined by the privilege level assigned to that user. 

Simple Mail Transfer Protocol
n Simple Mail Transfer Protocol (SMTP) is a text-based protocol

usually used by two mail servers to exchange e-mail whereby
users can retrieve this mail by using any mail clients such as
Outlook, Eudora, or Pine. Mail clients use various protocols such
as Post Office Protocol 3 (POP3) to connect to the server. 
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n SMTP uses well-known ports TCP port 25 and UDP port 25. The
client and SMTP server send various commands when communi-
cating. Table 3-1 lists some of the SMTP commands and their
purpose.

TABLE 3-1 SMTP commands

Command Function

HELLO (HELO) Identifies the SMTP client to the SMTP server.

MAIL (MAIL) Initiates a mail transaction in which the mail data is 
delivered to an SMTP server, which is then either 
delivered to mailboxes or passed to another system 
via SMTP.

RECIPIENT (RCPT) Identifies an individual recipient of the mail data; 
multiple use of the command is needed for multiple 
users.

DATA (DATA) Identifies the lines following the command (such as 
the MAIL command) as the mail data in ASCII 
character codes. 

SEND (SEND) Initiates a mail transaction in which the mail data is 
delivered to one or more terminals.

SEND OR MAIL Initiates a mail transaction in which the mail 
(SOML) data is delivered to one or more terminals or 

mailboxes. 

SEND AND MAIL Initiates a mail transaction in which the mail data is
(SAML) delivered to one or more terminals and mailboxes.
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TABLE 3-1 SMTP commands (continued)

Command Function

RESET (RSET) Aborts the current mail transaction. Any stored 
sender, recipients, and mail data must be discarded,
and all buffers and state tables must be cleared. The 
receiver must send an OK reply.

VERIFY (VRFY) Verifies whether a user exists; a fully specified 
mailbox and name are returned.

NOOP (NOOP) Specifies no action other than that the receiver sent 
an OK reply.

QUIT (QUIT) Closes the transmission channel; the receiver must 
send an OK reply.

FTP
FTP allows users to transfer files from one host to another. FTP is a
TCP-based connection-oriented protocol and uses port 21 to open the
connection and port 20 to transfer data. FTP uses clear-text authentica-
tion. FTP clients can be configured for two modes of operation, PORT
(active) mode and PASV (passive) mode. 

Figure 3-1 shows an overview of FTP modes of operation between an
FTP client and FTP server for both the active and passive mode.
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FIGURE 3-1 Overview of FTP operation and operating modes
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Domain Name System
Domain Name System (DNS) is a name resolution protocol used to
translate hostnames to IP addresses and vice versa. A DNS server is a
host that is running the DNS service, and it is configured to do the
translation for the user transparently using TCP/UDP port 53. TCP port
53 is also used for DNS zone transfers. UDP 53 is used for DNS
lookups and browsing.

DNS is a hierarchical database where the data is structured in a tree,
with the root domain, “.”, at the top, and various subdomains branch
out from the root much like the directory structure of a UNIX or
Windows file system. Cisco routers can be configured for DNS so that
users can simply type a hostname versus an IP address. Local names
can also be configured for devices. A name server stores information
about its domain in the form of several different kinds of resource
records, each of which stores a different kind of information about the
domain and the hosts in the domain. Resource records are traditionally
text entries stored in different files on the domain name server. The
Cisco DNM Browser is a graphical utility that enables you to edit these
records via a graphical interface, reducing the chance of errors in the
text files. A router will not provide DNS server responses to client
devices such as PCs or UNIX hosts. Table 3-2 describes the different
record types.

In active mode, the FTP client opens a random port (> 1023), sends the FTP server the random port number on
which it is listening over the control stream, and waits for a connection from the FTP server. When the FTP server
initiates the data connection to the FTP client, it binds the source port to port 20 on the FTP server. Active FTP is
less secure than passive mode because the FTP server initiates the data channel, which means opening port 20
to the outside world, which is less secure than using port 21. In active mode, the FTP server initiates the FTP data
channel.

FTP client opens a random port (> 1023) and then sends 
the port number on which it is listening to the FTP server.

FTP server initiates the data
connection to the client.

Active Mode

In passive mode, the FTP server opens a random port (> 1023), sends the FTP client the port on which it is
listening over the control stream, and waits for a connection from the FTP client. In this case, the FTP client binds
the source port of the connection to a random port greater than 1023. In passive FTP, the client initiates both the
control connection and the data connection.

Passive Mode

21

21

>
1023

>
1023FTP Server FTP Client

FTP client opens a random port (> 1023) and then sends the port number on 
which it is listening to the FTP server requesting a passive connection.

FTP server opens a random port (> 1023), 
sends the port to the client, and waits for the 

client to initiate the data connection.

FTP client receives the request and opens a data channel with the
server using another randomly selected port ( > 1023).

21
>

1023

>
1023

>
1023FTP Server FTP Client
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TABLE 3-2 Different record types

Record type Function

Start of Authority (SOA) Required for every domain. Stores information 
about DNS itself for the domain.

Name Server (NS) Stores information used to identify the name 
servers in the domain that store information for 
that domain.

Address (A) Stores the hostname and IP address of individual
hosts and is used to translate hostnames to 
IP addresses.

Canonical Name Stores additional hostnames, or aliases, for hosts
(CNAME) in the domain.

Mail Exchange (MX) Stores information about where mail for the 
domain should be delivered.

Pointer (PTR) Stores the IP address and hostname of individual 
hosts and is used to translate IP addresses to 
hostnames in a reverse DNS lookup.

Host Information Stores information about the hardware for 
(HINFO) specific hosts.

Well Known Stores information about the various network
Services (WKS) services available from hosts in the domain.

Text Information (TXT) Stores up to 256 characters of text per line.

Responsible Person (RP) Stores information about the person responsible 
for the domain.
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TFTP
TFTP uses UDP port 69 to transfer files between devices. Data transfer
occurs between two UDP ports, where one is the source and the other
the destination. TFTP is considered to possess weak security because
the TFTP packet has no fields to authenticate with username and pass-
word. Therefore, security is enabled by predefinition of directories and
filenames of files to be transferred to the TFTP server. This allows the
remote hosts to transfer the file to the remote TFTP client. Security is
reliant on the application and not the operating system. TFTP is widely
used for upgrading Cisco IOS images on Cisco routers, Cisco switches,
and Cisco security devices.

Network Time Protocol
Network Time Protocol (NTP) is used for accurate timekeeping and
can, for example, reference atomic clocks that are present on the
Internet. NTP is capable of synchronizing clocks within milliseconds
and is a useful protocol when reporting error logs (for instance, from
Cisco routers, Cisco switches, and Cisco security devices). NTP is
useful for security/incident event correlation across multiple security
devices and helps to determine the exact time of the event. For NTP,
the defined ports are UDP port 123 (connectionless) and TCP port 123
(guaranteed, connection-oriented). NTP applications typically use only
UDP port 123.
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An NTP network usually gets its time from an authoritative time
source, such as a radio clock or an atomic clock attached to a time
server. NTP then distributes this time across the network. NTP is
extremely efficient; no more than one packet per minute is necessary to
synchronize two machines to within a millisecond of one another.

Lightweight Directory Access
Protocol
Lightweight Directory Access Protocol (LDAP) is a protocol that defines
the method by which data stored in a directory is accessed and how the
data is represented in the directory service. Finally, LDAP defines how
data is added and exported using LDIF. LDAP runs over TCP/IP or
other connection-oriented protocols. RFC 2251 defines the functional
specifications of LDAP. LDAP stores information where each entry is a
collection of predefined attributes that has a globally unique DN
(distinguished name). The DN enables reference to unique records.
Directory structure in LDAP is similar to DNS, with a tree structure
with the root at the head of the tree. Refer to the RFC for more infor-
mation about LDAP models. LDAP is based on the client/server model.
The server farm of LDAP servers constitutes the directory information
tree (DIT). When the client queries the DIT for information, the DIT
either responds or relays the query to another LDAP server in the DIT.
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Syslog
Syslog is typically used for computer system management and security
auditing. Using syslog, the sender sends a small text message that is
less than 124 bytes to the syslog receiver or server. These messages can
be sent via UDP or TCP. By default, Cisco routers send syslog
messages to their logging server with a default facility of local7. The
messages can be logged to the console, monitor, syslog server, or inter-
nal buffer. Logging levels can also be set when logging messages. Table
3-3 describes the logging levels and keywords that can be used to set
the logging levels. The highest level of message is level 0, emergencies.
The lowest level is level 7, debugging, which also displays the greatest
number of messages.

TABLE 3-3 Message logging keywords and levels

Level Keyword Description

0 emergencies System is unusable.

1 alerts Immediate action is needed.

2 critical Critical condition exists.

3 errors Error condition exists.

4 warnings Warning condition exists.

5 notification Normal but significant condition exists.

6 informational Informational messages.

7 debugging Debugging messages.
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Table 3-4 lists some commands that are widely used on Cisco routers.

TABLE 3-4 Widely used commands

Command Function

service timestamps log Tells the router to time-stamp the datetime
localtime messages.

logging on Enables message logging to all supported 
destinations other than the console. Logging on 
is the default on Cisco routers.

no logging on Directs logging to the console only and disables 
logging output to other destinations. 

logging console level Limits the types of messages by using the 
level argument.

logging buffered Logs messages to the internal buffer. The 
buffer is circular; therefore, newer messages 
overwrite older messages.

show logging Displays the messages that are logged in the 
buffer.

logging monitor level Limits the level of messages logged to the 
terminal lines (monitors) to set notifications.

logging ip-address Logs messages to the syslog server host. The 
ip-address argument is the IP address of the host.

logging trap level Limits the number of messages sent to the 
syslog servers; the default trap level is 
informational.
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The current software generates four categories of syslog messages:

n Error messages about software or hardware malfunctions,
displayed at the errors level

n Interface up/down transitions and system restart messages,
displayed at the notification level 

n Reload requests and low-process stack messages, displayed at the
informational level

n Output from the debug commands, displayed at the debugging
level

Questions
1. Which protocol is used by the Simple Certificate Enrollment

Protocol (SCEP)?

a. TCP

b. FTP

c. Syslog

d. HTTP

e. UDP

2. How is security provided in TFTP? (Choose all that apply.)

a. Clear-text authentication via username and password

b. Predefining a directory

c. Predefining filenames of the files to be transferred 
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3. TFTP uses which protocol and port number?

a. UDP 161

b. TCP 21

c. UDP 53

d. UDP 69

4. TFTP, like FTP, requires user authentication.

a. True

b. False

5. What is the purpose of TFTP? (Choose all that apply.)

a. Transfer of files between two devices

b. Uses UDP as the transport protocol

c. Uses TCP as the transport protocol

d. Requires user authentication

e. Does not require user authentication

6. What command can be used to change the router log size on a
Cisco router?

a. logging console

b. logging buffered

c. show logging

d. logging buffered buffer-size

e. Cannot be changed
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Security Technologies

Authentication Technologies
Authentication, authorization, and accounting (AAA) is an architectural
framework for configuring a set of three independent security functions
in a consistent manner. AAA provides a modular way of performing
authentication, authorization, and accounting functions. Authentication
enables user identification before granting access to the network and its
resources. AAA authentication is defined by a named list of authentica-
tion methods that is applied to different interfaces. The method list
defines the types of authentication to be performed and the sequence in
which they will be performed; it must be applied to a specific interface
before any of the defined authentication methods will be performed.
The only exception is the default method list (which is named
“default”). The default method list is automatically applied to all inter-
faces if no other method list is defined. A defined method list overrides
the default method list. Authentication can be performed against a
RADIUS, TACACS+, or Kerberos server for users seeking to access
the network or network device. For a comprehensive overview of
different authentication technologies, refer to the AAA case study at
http://www.cisco.com/en/US/products/hw/univgate/ps501/products_
case_study_chapter09186a00800ee06a.html.
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Authorization Technologies
AAA authorization provides for selective service association with users
based on credentials provided during authentication. When AAA
authorization is enabled, the network access server uses information
retrieved from the user’s profile, which is located either in the local
user database or on the AAA server, to configure the user’s session.
When this is done, the user is granted access to a requested service
only if the information in the user profile allows it. Method lists for
authorization define the ways that authorization will be performed and
the sequence in which these methods will be performed. A method list
is simply a named list describing the authorization methods to be
queried (such as RADIUS or TACACS+), in sequence. Method lists
enable you to designate one or more security protocols to be used for
authorization, thus ensuring a backup system in case the initial method
fails. Cisco IOS Software uses the first method listed to authorize users
for specific network services; if that method fails to respond, the Cisco
IOS Software selects the next method listed in the method list. This
process continues until there is successful communication with a listed
authorization method, or all methods defined are exhausted. Method
lists are specific to the authorization process requested, such as authen-
tication proxy or commands and network access. Authorization can be
performed using TACACS+, RADIUS, if-authenticated, or local. In
addition, the method lists can be granularly configured such that certain
users are allowed to perform only a subset of commands based on func-
tion (such as disabling configuration abilities but only performing only
routing show commands).
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Authentication Proxy
Authentication proxy is used to authenticate inbound and outbound
users who are usually blocked by an access list. The key differentiator
is that in authentication proxy, the user uses a web browser to go
through a firewall and authenticate to a RADIUS or TACACS+ server.
Upon authentication, the server associates additional access lists to the
user instance by downloading them to the firewall. In most instances,
Cisco Secure ACS servers are used to implement the RADIUS or
TACACS+ server. Protocols such as Telnet, FTP, and HTTP can be
authenticated with the use of TACACS+ as the AAA server.

Packet Filtering
A packet filter is a device that inspects all incoming and outgoing
packets based on IP source address, destination IP address, and proto-
col type, such as TCP or UDP. Packet filters can also filter based on
multiple packet attributes, thus enabling flow filtering. Based on
configurable options, the filter decides whether to reject traffic or allow
traffic to pass through the device.

Content Filtering
Security appliances can inspect the HTTP header and filter ActiveX
and Java applets when packets come from unknown hosts using the
local content-filtering feature. Cisco Adaptive Security Appliance
(ASA) can also differentiate between friendly applets and untrusted
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applets. Java or ActiveX applets from a trusted source are forwarded by
the appliance to the host requesting the connections; when applets
come from an untrusted source, the security appliance can modify the
content and remove the applets from the packets. Therefore, the deci-
sions on the applets to accept or refuse are not made by the end user
but the security appliance. 

ActiveX filtering

Potential problems can be encountered on network devices if malicious
ActiveX code is downloaded on the machines. ActiveX code is inserted
into the web page using the <OBJECT ID> and </OBJECT> HTML
tags, which the security appliance searches for in traffic originating on
a given port. If a match is found, these tags are replaced with comment
tags, <!-- and -->, and the actual content is ignored with HTTP packets
containing these comment tags.

Java filtering

Java-based content filtering involves the security appliance looking for
<applet> and </applet> tags in the HTML data packets. The client
browser would try to execute the code specified in <applet> beginning
with the 4-byte header CAFEBABE signature. The security appliance
replaces the <applet> and </applet> tags with comment tags, <!-- and 
-->, and blocks applets with the CAFEBABE signature. Filtering ActiveX
on the ASA, for example, can be done using the following command:

filter activex | java port[-port] local_ip local_mask 
foreign_ip foreign_mask
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URL Filtering
Internet access is monitored and controlled in most corporations to tag
questionable content and to prevent users from accessing these sites. In
addition, network bandwidth is preserved. Cisco ASA can delegate
filtering responsibilities to external servers such as N2H2 or Websense.
Cisco ASA 5500 series Content Security Edition enables organizations
to protect their resources by combining enterprise-grade firewall and
high-quality malware protection. The Cisco ASA also enables thwart-
ing network threats such as viruses, worms, spyware, spam, and phish-
ing, and controls unwanted mail and web content. The Cisco ASA 5500
series Content Security and Control Security Services Module (CSC-
SSM) combines comprehensive malware protection with advanced
traffic and message compliance for the Cisco ASA family of multifunc-
tion security appliances. URL filtering is also enabled by the CSC-SSM
module on the Cisco ASA by using the Adative Security Device
Manager (ASDM).

n Websense—An external server that can filter HTTP, HTTPS, and
FTP requests from the client machines based on many attributes,
including destination hostname, destination IP address, and user-
name. The Websense Enterprise server can organize a list of
Internet URLs into different categories and subcategories, includ-
ing MP3, gambling, shopping, and adult content, for ease of
management. For more information about Websense and its
features, visit http://www.websense.com.
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n N2H2—Another external server that allows the security appliance
to filter HTTP requests from the web clients when they try to
access the web servers on the less-trusted network. With a huge
database containing URLs organized into different categories, the
N2H2 server ensures that users do not access restricted websites.
For more information about N2H2, visit http://www.n2h2.com.

The following commands are used to perform URL filtering on the
PIX:

url-server (if_name) host local_ip [timeout seconds] [protocol TCP
| UDP version [1|4] [connections num_conns] ] filter url port[-
port] local_IP local_mask foreign_IP foreign_mask [allow] [proxy-

block] [longurl-truncate] [longurl-deny] [cgi-truncate]

Public Key Infrastructure
Public Key Infrastructure (PKI) enables data to be sent encrypted by
use of a public key, cryptography, and digital signatures and ensures the
confidentiality of sensitive information or messages using a mathemati-
cal algorithm, or key, to scramble (encrypt) data, and a related mathe-
matical key to unscramble (decrypt) it.
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A digital signature (DSS) is an electronic identifier comparable to a
traditional, paper-based signature; it is unique and verifiable, and only
the signer can initiate it. Before any communication can take place,
both parties involved in the data communication must obtain a
Certificate of Authority from a certification authority (CA), a trusted
third party responsible for issuing digital certificates and managing
them throughout their lifetime.

PKI provides the following assurances:

n Protects privacy by ensuring the data is not read but can’t stop
someone from intercepting it 

n Assures the integrity of electronic communications by ensuring
that they are not altered during transmission

n Verifies the identity of the parties involved in an electronic trans-
mission

n Ensures that no party involved in an electronic transaction can
deny involvement in the transaction

IPsec VPN
IP Security (IPsec) is a framework of standards that provides key secu-
rity features at the network layer between two peer devices to ensure
data confidentiality, integrity, authentication, anti-replay detection, and
peer authentication.
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IPsec provides the following services:

n Data confidentiality—This is done via encryption to protect data
from eavesdropping attacks; supported encryption algorithms
include and Data Encryption Standard (DES), Triple DES (3DES),
Advanced Encryption Standard (AES).

n Data integrity and authentication—Data integrity and authenti-
cation is performed using hash message authentication code
(HMAC) functions to verify whether packets have been tampered
with and are being received from a valid peer, thus preventing a
man-in-the-middle or session-hijacking attack. Supported HMAC
functions include message digest 5 algorithm (MD5) and secure
hash algorithm (SHA-1).

n Anti-replay detection—This is done by including encrypted
sequence numbers in data packets to ensure that a replay attack
does not occur from a man-in-the-middle device.

n Peer authentication—This is done to ensure that before data is
transmitted between peers, the peers identify themselves. Device
authentication is supported with symmetric preshared keys, asym-
metric preshared keys, and digital certificates. Remote-access
connections also support user authentication using XAUTH, short
for extended authentication.

The two main groupings of standards that IPsec uses are as follows:

n Internet Security Association and Key Management Protocol
(ISAKMP) / Internet Key Exchange (IKE) / Oakley / Secure Key
Exchange Mechanism for the Internet (SKEME) are standards
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used to set up a secure management connections and procure key
information for encryption and signatures for authenticating the
management connections. This connection is used so the two
IPsec peers can share IPsec messages with each other.

n Authentication Header (AH) or Encapsulating Security Payload
(ESP) are standards used to provide protection for user data and
thus ensure confidentiality (only ESP), data integrity, data-origin
authentication, and anti-replay services.

One of IPsec’s most attractive features is its extensibility. Although
nearly all products support the same base set of authentication and
encryption algorithms, vendors are free to add new algorithms as they
come along. Extensibility is important because cryptographers can and
do break algorithms.

Secure Sockets Layer Virtual
Private Networks
Secure Sockets Layer (SSL) is a protocol to secure web (HTTP) traffic
between an end-user device and a web server. SSL virtual private
networks (VPN) provide secure access to web-based applications that
typically do not have to load any special client software on their desk-
tops, excluding a web browser. SSL VPNs operate at the session layer
of the OSI reference model. The three general types of SSL client
implementations are clientless, thin client, and network client.
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The SSL VPN is also called clientless VPN when the web browser is
the only requirement on the user’s desktop, and hence only web-based
traffic can be protected in such scenarios. A Thin client typically is Java
or ActiveX software downloaded via the SSL VPN to the user’s
desktop. It allows a small subset of nonweb applications to be trans-
ported across the SSL VPN, also called port forwarding, which was
supported in the initial Cisco WebVPN implementation. A network
client is used for network-based access; an SSL client is required to be
installed on the user’s desktop. Typically, it is downloaded dynamically
to the user’s desktop (requires administrator access on the desktop)
when he establishes the initial SSL VPN to the central site. With
network-based access, most network layer traffic can be protected by
the SSL VPN. The key difference between IPsec and SSL VPNs is that
IPsec provides protection for IP packets and protocols transmitted
between networks or hosts, whereas SSL VPNs provide protection for
users’ access to services and applications on a network.

SSL VPNs use either digital certificates or username/password combi-
nations for authentication purposes. SSL certificates contain informa-
tion about the user, device, or organization that uses them, including a
public key and an encrypted digital signature. SSL certification can
either be self-generated or created by a CA and installed on a device.
The two primary components of an SSL implementation are SSL client
and SSL gateway.
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Intrusion Detection and
Prevention Systems
Network-based intrusion detection can be defined as a process of iden-
tifying an illegal packet within the network and alerting the organization
of security breaches. Network-based intrusion prevention systems (IPS)
examine or sniff every packet flowing across the network and generate
an alarm upon detection of a network attack signature. A host-based
IPS, on the other hand, examines operating system information such as
logs or system process against a baseline. When the system deviates
from the normal values because of an attack, alarms are generated.

Each Cisco IPS sensor can be configured to support a number of differ-
ent signatures. A signature engine is a component of the Cisco IPS
sensor designed to support many signatures in a certain category. An
engine is composed of a parser and an inspector. Each engine has a set
of legal parameters that have allowable ranges or sets of values. Exploit
and vulnerability signatures are an identifiable pattern of attack
detected by your network device, such as a Cisco IPS host sensor. 

Signatures are in essence a set of conditions that upon match detect an
intrusion. Pattern matching is checking for a byte structure in an IP
packet, which can also be performed statefully wherein the flow of
packets between a pair of end systems is checked. In addition, various
types of analysis can be performed to identify intrusion-like protocol
decode-based analysis, heuristic-based analysis, and anomaly-based
analysis.
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Cisco Security Agent
Cisco Security Agent (CSA) provides protections for servers and PCs
in the network against threats. CSA aids in the identification and
thwarting of malicious behavior. CSA alerts the users on the systems of
access to the kernel or application within a Windows system to mitigate
worms and code violations. CSA works on a set of predefined rules
that protect the host and thus is considered a host-based intrusion
prevention system. CSA prevents intrusion and does not depend on
signatures or updates. The CSA Management Center, or CSA MC,
enables administrators to monitor the behavior of hosts and servers
based on rules that have been tuned to enforce an enterprise’s security
requirements. CSA enables intrusion prevention in all stages of an
attack by the following:

n Prevention of port scanning and pinging (probing)

n Prevention of mail attachments running any applications that can
compromise the system (penetration)

n Prevention of file creation and modification (persist, paralyze)

n Prevention of hosts sending malicious traffic to further infect the
network (propagate)

Event Correlation
Event correlation on the CSA MC is designed to reduce the possibility
of false positives. For example, a buffer overflow itself may be a
concern because of bad programming practice, but a buffer overflow
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followed by code being injected onto the overflowed stack and then
executed is a major concern from a security perspective. In addition,
CSA MC can correlate network scans, such as port and ping scans, and
events received from operating system event logs, and generate
summary events and log individual events. In addition, CSA MC can
correlate suspected virus application events and add contaminated files
to the quarantined files list to prevent further infection. It also can
correlate events between suspected hosts and add their IP addresses
dynamically to the quarantined IP address list.

Adaptive Threat Defense
The IPS identifies a network intrusion by monitoring flows or packet
signatures in the network, but care must be taken to identify and differ-
entiate false positives from actual network intrusion attacks. The Cisco
Threat Response (CTR) is an application that filters false positives
from the list of network intrusions that might generate an alarm on the
network security policy management server, thus focusing on the actual
intrusion attacks aimed at compromising the network. Therefore, CTR
works in conjunction with intrusion detection system (IDS) to report
accurately all threats in the network.  The CTR product is now End-of-
Sale and has been replaced with newer adaptive security
response/defense products and solutions. 

Passive operating system fingerprinting (POSFP) enables Cisco IPS 6.0
to identify the operating system of a device whose data is traversing the
sensor interface and use this information to map the relevance of an
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attack on a per-victim basis. Therefore, the Cisco IPS can control the
risk associated with an attack to a victim. When IPS is using in-line
mode, traffic flow is stateful, which provides the sensor engine with
much more accurate information; when IPS is in promiscuous mode,
the information used to generate an attack is less accurate. A combina-
tion of risk ratings calculated using POSFP and operational mode
generates a much more accurate overall risk rating to determine the
accuracy of an alert. IPS 6.0 enables visibility into endpoint context
through passive operating system fingerprinting and static operating
system mapping to include environment-specific operating system
assignments. In addition, dynamic risk rating adjustment based on
attack relevance is possible, and automated event and action filtering
based on operating system match can be performed.

Cisco’s self-defending network model relies on adaptive threat response
solutions and products, which involve the following:

n Mutual awareness among and between security services and
network intelligence

n Consolidation of services, improving operations efficiency

n Increased security effectiveness, enabling proactive response

n Application recognition and inspection for secure application
delivery/optimization

Therefore, adaptive threat defenses (ATD) enables broad attack-mitiga-
tion capabilities such as malware protection, antivirus, message security
(antispam, antiphishing), anti-DDoS (distributed denial-of-service
attack), antiworm, and so on. Although these technologies are interest-

CCIE Security Exam Quick Reference Sheets Page 46 Return to Table of Contents



CHAPTER 4

ing in and of themselves, Anti-X defenses are not just about breadth of
mitigation, but distributing those mitigation points throughout key secu-
rity enforcement points in the network to stop attacks as far from their
intended destination as possible (and thus closest to the source of the
attack and hence protecting the core of the network). Stopping an
attack before it reaches the network core or host greatly diminishes the
damage it can cause and its chances of spreading further. 

In addition, the ATD solution enables granular application inspection in
firewalls, IPS, and so on. It also lets you enforce appropriate applica-
tion use policies and control web traffic, including applications that
abuse port 80 (Internet messaging, peer to peer), and control web serv-
ices, such as XML apps.

Finally, the ATD solution provides for improved intelligence and virtu-
alization of security technologies, thus enabling sophisticated auditing,
control, and correlation capabilities to control and protect any
networked element. ATD also enables proactive response to threats by
aggregating and correlating security information and protecting
network services such as VoIP and the device infrastructure (such as
from installation of rogue devices).

Network Admission Control
The goal of Network Admission Control (NAC) is to ensure all devices
accessing network resources are adequately protected from network
security threats. NAC enables you to analyze and control all devices
coming into your network and check whether the device complies with
corporate security policy.
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With NAC in place, whenever a device attempts to make a network
connection, the network access device (LAN, WAN, wireless, or remote
access) automatically requests a security profile of the endpoint device,
which is provided either through an installed client or through assess-
ment tools. This profiled information is then compared to network
security policy, and the level of device compliance to that policy deter-
mines how the network handles the request for admission. The network
can simply permit or deny access, or it can restrict access by redirect-
ing the device to a network segment that limits exposure to potential
vulnerabilities. It can also quarantine a noncompliant device by redi-
recting it to a remediation server, where it may be updated with compo-
nents that will bring it into policy compliance. When configured to
support NAC, the security appliance functions as a client of a Cisco
Secure Access Control Server (ACS), requiring that you install a
minimum of one ACS on the network to provide NAC authentication
services.

NAC can verify the device compliance to a security policy on the
network by checking the operating system, by patching, and by doing
hot fixes on the operating system. It can do antivirus checks on the
system and signature checks, personal firewall, intrusion prevention, or
desktop security software levels.

Cisco offers both appliance- and architecture-based framework
approaches to NAC that meet the functional and operational needs of
any organization. This is true whether the organization has a simple
security policy requirement or requires support for a complex security
implementation involving a number of security vendors, combined with
a corporate desktop management solution.
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The NAC appliance, available as Cisco Clean Access, provides rapid
deployment with self-contained endpoint assessment, policy manage-
ment, and remediation services. In addition, the NAC framework inte-
grates an intelligent network infrastructure with solutions from more
than 50 manufacturers of leading antivirus and other security and
management software solutions.

802.1x Authentication
802.1x is a client/server-based access control and authentication proto-
col that restricts unauthorized devices from connecting to a LAN
through publicly accessible ports. 802.1x contains many components,
namely the following:

n Supplicant Port Access Entity, which provides the client capabil-
ity such as computers, routers, switches, PDAs, and IP phones.

n AAA server is the authentication server, and the switch is
Authenticator Port Access Entity. 

n Authenticator (switch or router) becomes the middleman for
relaying Extensible Authentication Protocol (EAP) received in
802.1x packets to an authentication server by using RADIUS to
carry the EAP information.

Each 802.1x switch port requires switches to create two virtual ports
through which traffic will flow; one port is used for control informa-
tion, the other for data. By default, the port that carries the data is
disabled. A controlled port is open only upon device authorization
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using 802.1x, whereas an uncontrolled port provides a path for
Extensible Authentication Protocol over LAN (EAPOL) traffic only.
Only the port for carrying the control (EAPOL) traffic is opened, but
this does not carry data traffic if authentication has not been completed.

AAA must be enabled to configure 802.1x by using the aaa new-model
command in global configuration mode. The aaa authentication dot1x
command specifies the authentication method list (for example, aaa
authentication dot1x {default} method1).

The dot1x system-auth-control command is used in global configura-
tion mode to enable 802.1x authentication for the whole switch. To
activate 802.1x port-based authentication on a specific port, use the
interface configuration command dot1x port-control (for example,
dot1x port-control {auto | force-authorized | force-unauthorized}).
The auto option enables 802.1x authentications on the interface and
causes the port to transition to the authorized or unauthorized state
based on the 802.1x authentication exchange between the switch and
the client. The force-authorization option disables the 802.1x authenti-
cation on the interface and causes the port to transition to the author-
ized state without any authentication exchange required. The port sends
and receives normal traffic without 802.1x-based authentication of the
client. The force-unauthorized option denies all access through the
interface by ignoring all client authentication attempts and forcing the
port to the unauthorized state. The switch does not provide authentica-
tion services to the client through the interface.

The aaa authorization network default group radius command is
typically used on the routers for RADIUS user authorization of all
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network-related service requests. A RADIUS server is defined on a
router using the command radius-server host {hostname | ip-address}
[auth-port port-number] key string. The RADIUS server tunnel and
802.1x attributes, which are defined in Internet Engineering Task Force
(IETF) RFCs 2868 and 3580, provide fields that can be populated with
user VLAN information. Three tunnel attributes are used for RADIUS
VLAN assignment:

n Attribute 64—Tunnel-Type=VLAN (type 13)

n Attribute 65—Tunnel-Medium-Type=802 (type 6)

n Attribute 81—Tunnel-Private-Group-ID=VLANID

The first two attributes have an integer value, and the last one is a text
string identifying the VLAN name. If a VLAN number is assigned to
this attribute, the 802.1x authorization process places the port to an
authorized state after successful authentication, but the port remains in
the default VLAN. 

Periodic 802.1x client reauthentication (disabled by default) can be
enabled using the dot1x reauthentication command. The dot1x
timeout reauth-period seconds command sets the number of seconds
(1 to 65,535, default 3600 seconds) between reauthentication attempts.
To force an immediate reauthentication on a specific port, use the
dot1x re-authenticate interface interface-id command in privileged
EXEC mode. The quiet period can also be changed using the dot1x
timeout quiet-period seconds command. The quiet-period is the time
for which the switch remains quiet following a failed authentication
(default 60 seconds, range of 1 to 65,535).
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You can limit the number of hosts attached on an 802.1x-enabled port
and configure the port to allow one client connection using dot1x host-
mode single-host. This is the default state for the port. To allow multi-
ple clients on an 802.1x-authorized port, use the dot1x host-mode
multi-host interface configuration command. The dot1x guest-vlan
supplicant global configuration command on the switch is used to
allow 802.1x clients that fail authentication into the guest VLAN.

Endpoint Security
Enforcing security at the endpoint where the data resides is a key
portion of implementing a security policy because the damage is the
greatest at the endpoint. Endpoint security traditionally included
distributed personal firewalls, antivirus scanners, audit or integrity
products for detection of malicious activity, and so on. However, these
methods do not address new attacks that might spawn on the Internet.
Cisco Security Agent along with NAC can provide a scalable endpoint
security solution that is proactive. The best practices for endpoint secu-
rity systems are to implement real-time prevention processes that inter-
cept application calls at the kernel, where the adherence to policy is
determined. In addition, endpoint security must intercept all major
points of communication between applications and the systems.
Correlation must also be active at the network and agent levels to be
able to correlate events and identify any malicious attacks before they
might compromise the network. Endpoint security must be a part of
any company’s security policy and must allow for deployment ease and
centralized event management.
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Network Address Translation
Network Address Translation (NAT) is a function of a network device
in the perimeter of the network such as a router or a firewall that allows
it to translate the addresses of hosts behind a firewall. This also helps
overcome the IP address shortage. It also provides security by hiding
the entire network and the real IP addresses. NAT is typically used for
internal IP networks that have unregistered (not globally unique) IP
addresses. NAT translates these unregistered addresses into legal
addresses on the outside (public) network.

Port Address Translation (PAT) provides additional address expansion
but is less flexible than NAT. With PAT, one IP address can be used for
up to 64,000 hosts by mapping several IP port numbers to one IP
address. PAT is secure because the inside hosts’ source IP addresses are
hidden from the outside world. The perimeter router typically provides
the NAT or PAT function. The key NAT/PAT terms to keep in mind are
as follows:

n Inside local address—An IP address assigned to a host on the
internal network–that is, the logical address that is not being
advertised to the Internet. A local administrator generally assigns
this address. This address is not a legitimate Internet address.

n Inside global address—A legitimate registered IP address, as
assigned by the InterNIC.

n Outside local address—The IP address of a network’s outside
host that is being translated as it appears to the inside network.

n Outside global address—The IP address assigned to a host on the
outside of the network that is being translated by the host’s owner.
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Configuring NAT in a Cisco IOS environment involves defining an
inside interface using the ip nat inside command under the interface
and an outside interface for NAT using the ip nat outside command.
The pool of addresses to be translated is configured using a NAT pool
configured using the ip nat pool <pool-name> <start ip address>
<end ip address> <mask> command. The list of addresses that are
allowed to access the Internet can also be configured using the
command ip nat inside source list <access list number> pool <pool
name>.

The commands show ip nat translations [verbose] and show ip nat
statistics can be used to verify the operation of NAT.

There are four different versions of NAT translations:

n Static NAT—Maps an unregistered IP address to a registered IP
address on a one-to-one basis. This is particularly useful when a
device needs to be accessible from outside the network to an inter-
nal unregistered address.

n Dynamic NAT—Maps an unregistered IP address to a registered
IP address from a group of registered IP addresses.

n Overloading—A form of dynamic NAT that maps multiple,
unregistered IP addresses to a single registered IP address by using
different ports.

n Overlapping—When the IP addresses used on your internal
network are registered IP addresses in use on another network, the
router must maintain a lookup table of these addresses so that it
can intercept them and replace them with registered unique IP
addresses.
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Questions
1. Which technology can be used to encrypt all data between the

server and client?

a. RADIUS

b. TACACS

c. Secure Shell

2. IPsec can protect against sniffer programs. True or false?

a. True

b. False

3. When a TCP packet is lost in transmission, which of the following
occurs?

a. Increase in TCP window size

b. Retransmission of the lost packet

c. Reset of TCP session

4. ASA firewall supports which of the following OSPF authentica-
tion methods?

a. Area

b. Clear-text password

c. RADIUS authentication

d. TACACS authentication

e. MD5
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5. NAT does not function well in which of the following situations?

a. ESP tunnel mode IPsec traffic

b. When PAT is run on the same firewall

c. When used in conjunction with static IP addresses to certain
devices

d. When used with outbound web sessions that are AAA authenti-
cated

e. When used with traffic that carries source/destination IP
addresses in the application data stream
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Cisco Security Appliances

and Applications

Cisco Secure PIX Firewall and
Cisco Adaptive Security
Appliance Firewall
n A PIX Firewall functions on a connection-based security policy,

and logic is based on the Adaptive Security Algorithm (ASA).
Every inbound packet is checked against the algorithm and against
connection-state information in memory.

n The PIX Firewall supports Network Address Translation (NAT)
and Port Address Translation (PAT).

n The outside interface on the PIX is untrusted, and the security
level on that interface is set to 0; the inside, or trusted, interface is
set to 100 by default.

n nameif hardware_id if_name security_level vlan_id—Names the
inside and outside interfaces and assigns the security levels (in
global configuration mode).

n interface hardware_id [hardware_speed] [shutdown]—Sets the
interface parameters or shuts down the interface.
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n nat [(if_name)] nat_id local_ip [netmask [max_conns
[em_limit]]][norandomseq]—Lets you enable or disable address
translation for one or more internal addresses.

n ip address if_name ip_address [netmask]—Enables you to assign
an IP address to each interface.

n global [(if_name)] nat_id global_ip [-global_ip] [netmask
global_mask] [interface]—Defines a pool of global addresses.

n route if_name ip_address netmask gateway_ip [metric]—Use the
route command to enter a default or static route for an interface.

n static [(internal_if_name, external_if_name)] global_ip
local_ip [netmask network_mask] [max_conns [em_limit]]
[norandomseq]—Creates a permanent mapping between a local
IP address and a global IP address.

n NAT 0 access list.

n Static NAT.

n Static PAT.

n Policy NAT.

n Regular NAT.

n The PIX Firewall events that can be reported via Simple Network
Management Protocol (SNMP) are contained in the Cisco
SYSLOG Management Information Base (MIB). Syslog messages
are of the form %FACILITY-SEVERITY-CODE: Message-text,
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where FACILITY identifies the message facility. PIX is the facility
code for messages generated by the PIX Firewall. SEVERITY
reflects the severity of the condition described by the message.
Lower numbers signify more serious conditions. The severity
levels do not apply for syslog messages sent to the console,
monitor, or buffer. There are eight defined severity levels:

0—Emergency (system unusable)

1—Alert (immediate action needed)

2—Critical (critical condition)

3—Error (error condition)

4—Warning (warning condition)

5—Notification (normal but significant condition)

6—Informational (informational message only)

7—Debugging (appears during debugging only)

Cisco VPN 3000 Concentrators
n Virtual private network (VPN) concentrators are designed to

terminate IP Security (IPsec) connections over a public
domain/Internet.

n VPN concentrators can be configured by using either the
command-line interface (CLI) or the web. Default username/
password is admin/admin.
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n Users can be authenticated using RADIUS, Windows NT domain
controllers, the internal server on the concentrator, or SecureID.

n VPN concentrators support secure protocols such as IPsec, Point-
to-Point Tunneling Protocol (PPTP), Layer 2 Tunneling Protocol
(L2TP) over IPsec, and Cisco WebVPN (Secure Sockets Layer
[SSL]).

Cisco Easy VPN Software and
Hardware Clients
n Cisco Easy VPN (EZVPN) consists of two components: the Easy

VPN Server and the Easy VPN Remote. The Easy VPN Server
pushes policies to the Easy VPN Remotes.

n Easy VPN Servers are headend devices such as ASA, PIX
Firewalls, Cisco IOS routers, or VPN 3000 series concentrators.
ASA obsoletes PIX Firewalls.

n The Easy VPN Server feature can be used with remote-access
VPN tunnels and site-to-site VPN tunnels. 

n The Easy VPN Remote device receives security policies that are
pushed from the Easy VPN Server.
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Cisco IOS Firewall
The Cisco IOS Firewall feature set is designed for small organizations
that have a resource or financial constraint. The feature set can be
added to the existing Cisco IOS Software via a software upgrade. The
Cisco IOS Firewall feature set has two components:

n Context-Based Access Control (CBAC) 

n Intrusion Detection (optional software module)

CBAC

n Inspects Transport Control Protocol / User Datagram Protocol
(TCP/UDP) packets at the application layer. Also inspects applica-
tion layer protocols such as RealAudio, Simple Mail Transport
Protocol (SMTP), TFTP, SQL*NET, FTP, VDOLive, H.323, and
Java. 

n Monitors outgoing requests and states of a session by enabling
temporary openings for the outbound traffic at the firewall, and
allows return traffic only if it is part of the original traffic.

n Provides protection against denial-of-service (DoS) attacks by
logging real-time alerts upon DoS attack detection. The following
commands enable CBAC for DoS attack detection:

ip inspect max-incomplete high 500—This global command
instructs Cisco IOS Software to start deleting the half-open
sessions if the number of existing sessions is 500. The number of
half-open sessions cannot exceed 500. 
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ip inspect max-incomplete low 400—This global command
instructs Cisco IOS Software to stop deleting the half-open
sessions if the number of existing half-open sessions is 400. 

ip inspect one-minute high 500—This global command instructs
Cisco IOS Software to start deleting the half-open sessions if the
rate of half-open TCP sessions exceeds 500 sessions per minute. 

ip inspect one-minute low 400—This global command instructs
Cisco IOS Software to stop deleting the half-open sessions if the
rate of half-open TCP sessions falls to 400 sessions per minute. 

ip inspect tcp synwait-time 30—This global command defines
the wait time before a half-open TCP session is dropped.

The limitations of CBAC are as follows:

n CBAC inspects only TCP and UDP packets. No other protocol is
inspected.

n CBAC discards all forms of Internet Control Message Protocol
(ICMP) packets.

n CBAC does not provide stateful redundancy. If a router fails or
traffic is routed around, all the CBAC session information is lost.

n Traffic patterns that do not take that same path in return are
dropped by the CBAC inspection rule. These asymmetric traffic
patterns are not supported by the Cisco IOS Firewall.

n CBAC allows FTP data channels with a destination port range of
1024 to 65,535. Also, CBAC does not permit third-party FTP
connections.
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n EXPN and VRFY commands on SMTP connections are permitted
in CBAC, even though they are considered dangerous by some
administrators.

n IPsec packets are not inspected by CBAC because CBAC inspects
only TCP or UDP packets. IPsec can be used on a router running
CBAC by applying the CBAC inspection rule on the interface that
is different from the one being used for encrypting or decrypting
IPsec traffic.

n CBAC does not support Websense, reflexive access lists, or TCP
Intercept.

For more information about CBAC, visit http://www.cisco.com/
univercd/cc/td/doc/product/software/ios120/12cgcr/secur_c/scprt3/
sccbac.htm.

Intrusion Detection System

The the Cisco IOS Firewall Intrusion Detection System (IDS) is an
add-on module to the Cisco IOS Firewall feature set. It has 59 of the
most common attack signatures to detect intrusion. When IDS detects
suspicious activity, it logs the event and can either shut down the port
or send an alarm before network security is compromised. Cisco
Firewall IDS is supported on 2600, 3600, 7100, and 7200 series
routers.
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Cisco IOS Intrusion 
Prevention System
n Cisco IOS Intrusion Prevention System (IPS) functions as an

inline intrusion-prevention sensor that can be enabled (on both
incoming and outgoing directions) on routers (supported on Cisco
87x, 18xx, 28xx, 38xx, 2600XM, 2691, 37x5, 72xx, and 7301)
running the security feature images.

n The IPS subsystem version is a version number used to keep track
of Cisco IPS feature changes and can be verified using the
command show subsys name ips.

n It is recommended not to use built-in signatures with the IPS,
which are used for backward compatibility with the IDS. The basic
signature set (in file 128MB.sdf) is the Cisco-recommended signa-
ture set for routers with 128 MB or more memory, and the advanced
signature set (in file 256MB.sdf) is the Cisco-recommended 
signature set for routers with 256 MB or more memory.

n Security Device Event Exchange (SDEE) is an application-level
communications protocol used to exchange IPS messages between
IPS clients and servers. Cisco SDEE is always running, but it does
not receive and process events from the IPS unless Cisco SDEE
notification is enabled. When Cisco SDEE notification is enabled
by using the ip ips notify sdee command, 200 events can automat-
ically be stored in the buffer.
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n Cisco IOS IPS has fail-open capability. It can be turned off by
using the command ip ips fail closed. “Fail closed” implies drop-
ping the packet. If fail closed is not turned on, the packet passes
unscanned.

n The show ip ips signatures command can show which signatures
are loaded. In addition, the IPS graphical user interface (GUI) in
Cisco Security Device Manager (SDM) 2.2 or CiscoWorks IPS
Management Center (MC) 2.2 can show which signatures are
loaded on the router.

n If a signature is active, it is loaded on the router memory, and
packets are scanned against it. If an active signature is enabled,
when triggered by a matching packet (or packet flow), it takes the
appropriate action associated with it. If an active signature is
disabled, no action is taken even if it is triggered.

n Signature 3050 prevents half-open TCP SYN attacks. If 3050 is
disabled, Cisco IOS Firewall takes over and sends TCP resets.
Signature 3050 uses the Cisco IOS Firewall engine, so messages
from signature 3050 and Cisco IOS Firewall are the same.
Signatures with IDs 1201 to 1208 are set to detect fragmentation.
They drop fragments for the IP address. Virtual fragment reassem-
bly (VFR) and Cisco IOS IPS overlap in this capability.

[ 55 ]

© 2007 Cisco Systems Inc. All rights reserved. This publication is protected by copyright. Please see page 97 for more details.

CCIE Security Exam Quick Reference Sheets 

by Lancy Lobo and Umesh Lakshman

Cisco IOS IPsec VPN
n IPsec provides the following security services: data integrity,

origin authentication, anti-replay protection, and confidentiality.

n IPsec performs three main integrity checks: authentication of
endpoint, data integrity, and digital signatures.

n Integrity is achieved using hash algorithms such as message digest
5 algorithm (MD5, RFC 1321) and secure hash algorithm (SHA-1,
RFC 3174), as discussed in Chapter 2, “Security Protocols.”

n The first component of IPsec to enable communication between
two entities is Internet Key Exchange (IKE). IKE uses an algo-
rithm called Diffie-Hellman (D-H) to obtain a shared secret “key
agreement” between two parties over an insecure medium such as
the Internet.

n Origin authentication (D-H authentication) can be achieved using
one of three methods: preshared keys, encrypted nonces, or digital
signatures.

n When using preshared keys, both sides agree on a shared secret
key. (This is not one of the derived D-H keys.) What one sides
encrypts, the other can decrypt, and it is therefore authentic.

n Ronald Rivest, Adi Shamir, and Leonard Adleman (RSA) signa-
tures, also called digital signatures, allow both sides to obtain a
digital certificate, which validates that a public key (remember
RSA and Digital Signature Algorithm [DSA]) belongs to a certain
host. These certificates are exchanged to authenticate the peer
using the RSA/DSA algorithm.
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n Public/private keys are generated, and public keys are passed to
peers (not using digital certificates). A nonce (random number) is
encrypted using the public key of the peer. The encrypted nonce is
sent to the peer, which, using its private key, decrypts the nonce
and returns it. Because the peer has the corresponding private key
and the nonce is the same, the peer must be authentic. When the
hash function is performed and the hash output along with the
original data is sent to the peer, the data is subject to man-in-the-
middle attacks. The cracker intercepts the hash and data, creates
her own data, hashes it using the same algorithm, and sends it to
the original receiver. The receiver validates the hash and accepts it.
To stop this type of attack, we can use one of the derived D-H
shared secret keys to authenticate the data. The data is hashed and
then encrypted using the private key, thus creating a digital signa-
ture and validating that the hash the peer decrypted (using our
public key) belongs to the appropriate peer in the network.

The steps involved in the setup of an IPsec VPN are as follows:

Step 1. Define interesting traffic—Identify traffic that will be
encrypted and secured using a crypto access list. The
crypto access list does not filter any traffic; instead, it
defines the traffic that is to be encrypted (permit) and
traffic to remain unencrypted (deny).

Step 2. Define IKE Phase 1—IKE Phase 1 defines the first of two
tunnels created between IPsec peers. This tunnel is called
the management tunnel because over this tunnel the real

[ 56 ]

© 2007 Cisco Systems Inc. All rights reserved. This publication is protected by copyright. Please see page 97 for more details.

CCIE Security Exam Quick Reference Sheets 

by Lancy Lobo and Umesh Lakshman

IPsec tunnel is defined. In IKE Phase 1, we need to iden-
tify items such as who or what the IPsec peer is, how D-H
will be authenticated, what hash algorithm will be used,
what encryption algorithm will be used, how long the
Phase 1 tunnel will be up, and so on. IKE Phase 1 packets
can be identified on the wire because they use UDP port
500. IKE Phase 1 operates in either main mode or aggres-
sive mode. In main mode, IKE Phase 1 performs three
packet transfers that define the IKE policy to be used.
Main mode is secure and begins to encrypt data as soon as
D-H performs its key-agreement algorithm but takes longer
to complete.

Some IPsec systems—such as lower-end personal comput-
ers, PDAs, and other mobile devices—cannot afford the
resource investment to bring up the Phase 1 tunnel. For
that case, IPsec has defined an alternative to main mode,
which is called aggressive mode. Aggressive mode
performs a single packet transfer between both IPsec peers.
More data is sent in each packet, but fewer packets are
sent. Because aggressive mode uses only a single packet
transfer, it does not begin to encrypt data until the IKE
Phase 1 policy is defined. Aggressive mode is faster than
main mode but less secure.

Upon completion of Phase 1 exchange, the peers agree on
Phase 1 parameters called a security association (SA). One
SA is defined for the IKE Phase 1 management tunnel and
another for the IKE Phase 2 IPsec tunnel.
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Step 3. Define IKE Phase 2—When IKE Phase 1 completes and a
secure management tunnel is up, IKE Phase 2 uses this
tunnel to create another tunnel called the IPsec tunnel,
which carries the encrypted bulk data. IKE Phase 2 has
only one defined mode, which is called quick mode. Like
IKE Phase 1, the IKE Phase 2 policy must define parame-
ters such as encryption algorithm, hash algorithm, IPsec
transform (Authentication Header [AH] or Encapsulating
Security Payload [ESP]), lifetime, and so on. When the
IPsec tunnel is up, IKE’s job is complete, and data can be
encrypted and decrypted over the IPsec tunnel. IKE Phase
2 policy must define the method of IPsec transport. You
must define which IPsec transport method you will use:
AH for integrity checks only or ESP for integrity and
confidentiality. SA lifetimes for IKE Phase 1 tunnels
default to 1 day (86,400 seconds). You can modify this
default in your IKE Phase 1 policy. SA lifetimes for IKE
Phase 2 tunnels default to 1 hour (3600 seconds). You can
modify this default in your IKE Phase 2 policy.

Step 4. Data transfer—When the IKE Phase 2 tunnel is up, user
data can begin to flow over the tunnel protected via the
agreed-upon IKE Phase 2 policy parameters. Remember,
only data that matches the crypto access list is protected by
IPsec; all other traffic is forwarded unencrypted. When the
IPsec Phase 2 lifetime is reached and no interesting traffic
is seen, the Phase 2 tunnel is torn down.
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If interesting traffic is again seen, IPsec checks whether a
management tunnel exists; if one does exist, IPsec uses this
tunnel to create another IPsec Phase 2 tunnel. If no Phase 1
tunnel exists, IPsec instructs IKE to create both a new IKE
Phase 1 management tunnel and a new IPsec Phase 2
tunnel.

Step 5. Tunnel termination—When the lifetime is reached for
either the Phase 1 SA or Phase 2 SA and no interesting
traffic is seen, the tunnel in question is torn down, awaiting
interesting traffic to trigger the creation of a new tunnel.

Cisco IOS Trust and Identity

802.1x

n 802.1x is a component of Identity-Based Networking Services
(IBNS), and it is primarily targeted for switches.

n Network access is granted for authorized users alone. All other
users can be placed in “Guest” VLANs or can be prevented from
accessing network resources.

n 802.1x is a client/server-based access control and authentication
protocol that restricts unauthorized devices from connecting to a
LAN through publicly accessible ports. This standard is set by the
IEEE 802.1 working group.
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n 802.1x works between the supplicant (client) and the authenticator
(network device) and maintains backend communication with an
authentication (RADIUS) server.

n Extensible Authentication Protocol Over LAN (EAPOL)—
Transport authentication information in the form of Extensible
Authentication Protocol (EAP) payloads. The authenticator (switch
or router) becomes the middleman for relaying EAP received in
802.1x packets to an authentication server by using RADIUS to
carry the EAP information. The authenticator port access entity
(PAE) is the switch. The supplicant PAE is the end user. The
802.1x authenticator is the server, and the 802.1x supplicants are
computers, routers, switches, PDAs, IP phones, and so on.

n For each 802.1x switch port, the switch creates two virtual access
points at each port. The controlled port is open only when the
device connected to the port has been authorized by 802.1x. The
uncontrolled port provides a path for EAPOL traffic only.

PKI

n PKI is a system that manages encryption keys and identity infor-
mation for the human and mechanical components of a network
that participate in secured communications. 

n To enroll in PKI, the software on a user’s computer generates a
pair of encryption keys: a public and a private key. These keys can
also be generated by a component of the operating system or func-
tional software on a network device. 
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n The private key is never distributed or revealed; conversely, the
public key is freely distributed to any party who negotiates a
secure communication. During the enrollment process, the user’s
public key is sent in the certificate request to the certification
authority (CA), which is responsible for the portion of the organi-
zation to which that entity belongs. The user sends his public key
to the registration component of the CA. Subsequently, the admin-
istrator approves the request, and the CA generates the user’s
certificate. After the user receives a certificate and installs it on the
computer, that user can participate in the secured network.

n PKI is used most frequently for encrypted e-mail communications
and IPsec tunnel negotiation, which both use the identity and secu-
rity features of the certificate. The identity components determine
the identity of users, their level of access to the particular type of
communication under negotiation, and the encryption information
that protects the communication from other parties who are not
allowed access. Communicating parties exchange certificates and
inspect the information presented by the other. The certificates are
checked to see whether they are within their validity period and
whether the certificate was generated by a trusted PKI. If all the
identity information is appropriate, the public key is extracted
from the certificate and used to establish an encrypted session.
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Cisco Traffic Anomaly
Detector and Cisco Guard
Distributed DoS Mitigation
Appliance
n Traffic Anomaly Detector and the Guard are used to mitigate

distributed DoS (DDoS) attacks.

n The Traffic Anomaly Detector learns about traffic patterns for the
network and establishes a traffic baseline. A DDoS mitigation
policy is constructed to configure the Traffic Anomaly Detector to
react to various DDoS attack scenarios.

n During a DDoS attack, the Traffic Anomaly Detector informs the
Guard of the DDoS attack. The Guard diverts the traffic from the
DDoS attack to the Guard. This DDoS attack diversion is typically
implemented by updating the Border Gateway Protocol (BGP)
routing table or by other mechanisms, including static routes
(manual IP routes) and policy-based routes (specific traffic
forwarding based on parameters, including application and packet
size).

n The Guard can update routing tables in the event of an attack and
thus divert and mitigate the DDoS attack traffic while still
forwarding network traffic to destination zones.
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n The Traffic Anomaly Detector can monitor gigabit speeds. It oper-
ates on a copy of the network traffic, which is often obtained by
using a span port of the Catalyst LAN switch to create a copy of
the network traffic.

n A zone is a particular server, group of servers, subnet, network, or
Internet service provider (ISP) that is being protected from a
DDoS attack. The Traffic Anomaly Detector protects a zone by
learning the baseline traffic destined for the zone and then apply-
ing policy configuration and threshold tuning to protect the zone
from a DDoS attack. The Traffic Anomaly Detector can be config-
ured with CLI or an easy-to-use web-based device manager
(WBM). However, the Traffic Anomaly Detector WBM supports
only a subset of the CLI of the Traffic Anomaly Detector.

For detailed information about configuring the Cisco Guard and
Anomaly Detector modules on the Catalyst 65xx series, visit
http://www.ciscosystems.com/en/US/products/hw/modules/ps2706/
products_configuration_guide_book09186a00807bfad7.html (Detector)
and http://www.ciscosystems.com/en/US/products/hw/modules/ps2706/
products_configuration_guide_book09186a00807bfa64.html (Guard).
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Catalyst 6500 Firewall
Services Module
The Cisco Firewall Services Module (FWSM) is a high-performance
firewall solution, providing 5 Gbps of throughput from a single FWSM.
Combining multiple modules in a single chassis enables you to scale
this throughput to 20 Gbps. In addition, a single FWSM can support a
million concurrent connections and almost 100 interfaces. Features of
the FWSM include the following:

n Is fully VLAN-aware

n Supports dynamic routing

n Integrates firewall functionality and switching in a single chassis

n Supports the entire PIX Firewall Version 6.0 feature set and some
Version 7.0 features

n Allows up to a million concurrent connections

n Supports 5-Gbps throughout

n Enables multiple FWSMs per chassis

n Supports intrachassis and interchassis stateful failure

n Provides multiple management options

Because the FWSM is tightly integrated with the switch, it becomes an
easier task to secure the traffic flowing between multiple VLANs on
your network. The basic deployment scenarios are as follows:

n Multilayer Switch Feature Card (MSFC) as the inside router
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n MSFC as the outside router

n MSFC not directly connected to FWSM

Before you can use the firewall functionality on your network traffic,
you need to perform the following configuration tasks on your switch:

n Create VLANs

n Define firewall VLAN groups

n Associate VLAN groups with the module

At a minimum, you need to specify two VLANs when configuring your
FWSM. One of these VLANs represents the network being protected
by the FWSM. All traffic for this VLAN is sent through the FWSM for
analysis before being sent to the actual devices on the VLAN. The
other VLAN represents the network outside the FWSM. Normally, the
switch passes traffic to the MSFC, and the MSFC routes traffic
between the various VLANs configured on the switch. When using the
FWSM, however, you want certain traffic to be sent to the FWSM
rather than to the MSFC. To accomplish this, you need to define a
group of VLANs that will be controlled by the FWSM by using the
firewall vlan-group command. The syntax for this command is as
follows:

firewall vlan-group firewall-group vlan-range

To associate the VLAN group with the module, the switch must be
configured to specify which slot houses the FWSM. You can have multi-
ple FWSMs in a single switch, so this command is used to identify
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which blade will receive the traffic for a specific firewall VLAN group.
This association is defined using the firewall module switch command,
and its syntax is as follows:

firewall module module-number vlan-group firewall-group

Because you are initially configuring the FWSM, you need to gain
access to the CLI on the FWSM from the switch CLI. The session slot
command enables you to access the CLI on your various switch
modules. The syntax for this command is as follows:

session slot module-number processor processor-id

For more detailed information about the configuration of the Cisco
FWSM, refer to
http://www.ciscosystems.com/en/US/products/hw/switches/ps708/
products_module_configuration_guide_book09186a0080579a1e.html.

Cisco Catalyst 6500 Intrusion
Detection Services Module
The Intrusion Detection Services Module (IDSM) is a switching
module that is easy to install and maintain in the Catalyst 6500 series
switch. It is part of the Cisco IDS. It captures network packets and then
reassembles and compares this data against signatures, and thus indi-
cates most intrusion activity. Network traffic either is copied to the
IDSM based on security VLAN access control lists (VACL) in the
switch or is routed to the IDSM through the switch’s Switched Port
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Analyzer (SPAN) port feature. Both methods allow user-specified kinds
of traffic based on switch ports, VLANs, or traffic type to be inspected.
After the IDSM detects an attack, it generates an alarm through the
Catalyst 6500 series switch backplane to the IDS Director or CSPM,
where the alarms are logged or displayed on a GUI. The Cisco IDS
Postoffice is a proprietary protocol that transmits alarms from the
IDSM to the IDS Director or the CSPM.

The second generation of IDSM is called IDSM-2. This new module
runs the same code base as the appliance sensor. Therefore, both plat-
forms now support the same functionality. You have several traffic-
capture options on your Catalyst switch. The most common is probably
the SPAN feature. If you plan to capture traffic using VACLs, however,
you also need a Policy Feature Card (PFC). The IDSM-2 incorporates
many new capabilities that were previously unavailable with the origi-
nal IDSM line card. Enhanced functionality provided by IDSM-2
includes the following:

n TCP reset support

n IP logging support

n CLI support

n Full signature engine support

n Fabric enabled

n Support for Remote Data Exchange Protocol (RDEP; pull method
for event retrieval)

n Enhanced management support (IDM and CLI)
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(RDEP has been replaced with SDEE in IPSv5 and, most important,
IPSv5 added functionality for denying packets.)

For more information about configuration of IDSM, visit
http://www.ciscosystems.com/en/US/products/hw/modules/ps2706/
prod_configuration_guide09186a00800b474c.html#wp205012.

Questions
1. Which of the following is true? 

a. The FWSM supports more interfaces than the Cisco PIX
Firewall.

b. The FWSM supports fewer interfaces than the PIX Firewall.

c. The FWSM and the PIX Firewall support the same number of
interfaces.

d. None of the above.

2. When using Cisco IOS Software, the switch passes traffic from
which VLANs to your FWSM?

a. All configured VLANs

b. All VLANs configured for all firewall VLAN groups

c. The firewall VLAN group associated with the specific FWSM
module

d. Any VLAN

e. None of the above
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3. What traffic is initially allowed by the FWSM? 

a. All traffic

b. Traffic from your protected networks

c. Traffic from the inside interface only

d. No traffic

e. None of the above

4. To connect to PDM on the FWSM, you use which protocol? 

a. HTTP

b. HTTPS

c. SSH

d. Telnet

e. None of the above

5. To cause switch traffic (using Cisco IOS Software) to be
controlled by the FWSM, what must you do? 

a. Place the VLAN for the traffic in a firewall VLAN group

b. Configure the VLAN normally, because all VLANs are
controlled by the FWSM

c. Define the IP network addresses on the switch to be passed to
the FWSM

d. Define the IP interfaces on the MSFC to be passed to the
FWSM

e. None of the above

CCIE Security Exam Quick Reference Sheets Page 63 Return to Table of Contents



CHAPTER 5

6. What properties identify each firewall interface? (Choose three.)

a. VLAN

b. IP address

c. Security level

d. Switchport

e. MSFC interface

7. What is the color of the status LED when the FWSM is operating
normally?

a. Red

b. Orange

c. Green

d. Yellow

e. White

8. Which Cisco IOS switch command enables you to reset the
FWSM?

a. session

b. reset

c. nameif

d. hw-module

e. None of the above
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9. Which of the following is true? 

a. The PIX Firewall supports more concurrent connections than
the FWSM.

b. The PIX Firewall and FWSM support the same number of
concurrent connections.

c. The FWSM supports more concurrent connections than the PIX
Firewall.

d. None of the above

10. Which configuration(s) is/are valid to regulate the flow of traffic
on the Catalyst 6500 switch between the MSFC and the FWSM? 

a. MSFC as the inside router

b. MSFC as the outside router

c. MSFC not directly connected to FWSM

d. Answers a, b, and c
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Cisco Security

Management

Cisco Adaptive Security Device
Manager 
n Cisco Adaptive Security Device Manager (ASDM) is a secure,

graphical configuration tool to set up, configure, and monitor the
Cisco Adaptive Security Appliance (ASA). 

n Cisco ASDM is installed as a separate software image on the
appliance and is stored in the flash of all firewalls post Version
7.0. It can operate on the Security Appliance 515, 515E, 525, 535,
5505, 5510, 5520, and 5540 units as soon as they are upgraded to
Version 7.0 or later.

n A standalone or browser-based Java applet can be used as a client
to access the ASDM graphical user interface (GUI) for configura-
tion. The GUI consists of tables, drop-down menus, and task-
oriented selection menus to assist in setup and configuration.

n Multiple Cisco ASAs can be monitored and configured from a
single workstation via the web browser. It is also possible to have
up to five administrators accessing a given security appliance unit
or context via ASDM at the same time.

n A maximum of 32 total sessions can be active on a unit running
multiple mode.
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Cisco Security Device Manager
n Cisco Security Device Manager (SDM) uses a Java-based web

management tool for easy deployment and monitoring of Cisco
IOS routers using features such as smart wizards, security audit,
and logical workflow.

n For the router to support SDM, HTTP or HTTPS services must be
enabled on the router. The SDM wizards provide a step-by-step
guide to configure different features on a router. SDM Version
2.1.1 provides six wizards:

LAN Wizard—Used to configure the LAN interface on a router

WAN Wizard—Used to configure the WAN interface on a router

Firewall Wizard—Used to configure the firewall feature set on a
router

VPN Wizard—Used to configure the virtual private network
(VPN) feature set on a router

Security Audit Wizard—Provides step-by-step examination of the
router configuration and update of the router’s security posture

Reset Wizard—Resets the router’s configuration to the factory
default

n SDM monitor mode provides a snapshot of information about the
router, the router interfaces, the firewall, and any active VPN
connections. It also provides an option to view the router’s event
log. There are six screens in monitor mode: Monitor Overview,
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Interface Status, Firewall Status, QoS Status, VPN Status, and
Logging.

n Smart wizards are used to detect incorrect configurations and
propose fixes while providing industry best practices configura-
tions (by means of configuration menus) for Cisco IOS services
such as firewall and VPN features.

n Cisco SDM provides security-auditing capabilities to check and
provide advice on changes to router configurations based on the
International Computer Security Association (ICSA) labs and
Cisco Technical Assistance Center (TAC) recommendations.

n SDM provides a step-by-step menu (logical workflow) that guides
users through router and security setup of the LAN, WAN, fire-
wall, VPN, and intrusion prevention systems (IPS).

n SDM software may be configured to run from a PC local hard
drive or from the router’s flash memory. The Cisco IOS Software
running on a router must support SDM, which is generally
supported in Cisco IOS Software Release 12.3 and later. The SDM
files are compressed in a zip file. A decompression utility must be
installed on the PC to decompress these files.

n To identify the IP addresses from which the security appliance
accepts HTTPS connections, use the command http
source_IP_address mask source_interface. In addition, the appli-
ance must be configured to accept HTTP connections using the
command http server enable. The location of the ASDM image
on the appliance also must be specified using the command asdm
image disk0:/asdmfile.

[ 65 ]

© 2007 Cisco Systems Inc. All rights reserved. This publication is protected by copyright. Please see page 97 for more details.

CCIE Security Exam Quick Reference Sheets 

by Lancy Lobo and Umesh Lakshman

Cisco Security Manager
Cisco Security Manager is part of the Cisco Security Management
Suite and is primarily used to configure security devices. It can config-
ure up to 5000 security devices. The Cisco Security Manager has three
main views to manage a security device:

n Device view—The Device view can be used to add a security
device and configure access control list (ACL) rules for multiple
interfaces and to multiple devices. It also allows sharing policy
between multiple devices. The Analysis function performs an
analysis on the ACL rules in the rule table for the device. The rule
Analysis function displays ACL rules that conflict or overlap.

n Map view—The Map view enables users to place devices and
hosts on a topology map and graphically configure their network.
The Map view enables a user to select a device from the topology
map and configure the device directly from the topology map. The
Map view can be advantageous for smaller networks. 

n Policy view—The Policy view enables the user to select or config-
ure the policy first and then apply the policy to multiple devices.
The Policy view is designed to enable the user to configure and
apply a single security policy to hundreds or thousands of security
devices.
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Questions
1. How do you connect to ASDM? 

a. By accessing the security appliance through Telnet and entering
ASDM

b. By entering http://inside_interface_ip in your browser

c. By entering https://inside_interface_ip in your browser

d. By entering https://PIX_ASDM in your browser

e. By a downloadable installer application

f. By entering https://inside_interface_ip in your browser and by
a downloadable installer application

2. Which model of the ASA does ASDM not support? 

a. 515/515e

b. 525

c. 5520

d. 506E

e. All of the above

3. Where does ASDM reside? 

a. On a Windows NT/2000 server

b. On a Red Hat Linux 7.0 server

c. On a Solaris server

d. In the ASA security appliance flash memory
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4. What default security mechanism does ASDM use for browsers to
connect to it? 

a. RSA

b. Biometrics

c. MD5

d. SSL

5. Which of the following is a prerequisite for access rules to be
created?

a. Hosts or networks must be defined before access rule creation.

b. A dynamic or static translation rule must be defined before
access rule creation.

c. There are no prerequisites.

d. Hosts or networks must be defined before access rule creation,
and a dynamic or static translation rule must be defined before
access rule creation.

6. What is a translation exemption rule? 

a. A rule that exempts addresses from being encrypted or trans-
lated

b. A rule that denies access to addresses

c. A rule that increases security on selected addresses

d. None of the above
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7. What features does the SDM include? (Choose three.) 

a. Smart wizards

b. Security audit

c. Logical workflow

d. Logic audit

e. Security wizards

8. What preference option configurations are available under the Edit
menu for the SDM? (Choose all that apply.)

a. Preview commands before delivering to router

b. Confirm before exiting SDM

c. Write to startup config

d. Reset to factory defaults

e. Continue monitoring interface status when switching mode/task

9. Which two types of guided configurations does the Firewall
Wizard provide? 

a. Stateful firewall

b. Basic firewall

c. Proxy firewall

d. VPN firewall

e. Advanced firewall
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10. What are the two ways to configure site-to-site VPNs in SDM? 

a. Basic site-to-site VPN

b. Advanced site-to-site VPN

c. Site-to-site VPN using secure GRE tunnel

d. Site-to-site VPN using secure IP over IP tunnel

11. What are the two modes in which Easy VPN Remote may be
configured in SDM? 

a. Client

b. Server

c. Transparent

d. Remote

e. Network extension

12. Which prerequisite services are required on a router before it can
support SDM? (Choose two.) 

a. NTP

b. Username/password

c. TFTP

d. HTTPS

e. XML
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13. Which type of queuing policy does the QoS module in SDM
create for handling traffic? 

a. CBWFQ

b. PQ

c. IP RTP priority

d. Low-latency queuing (LLQ)

14. Which of the following are screen options in SDM monitor mode?
(Choose three.) 

a. Logging

b. Interface Status

c. Caching Options

d. VPN Status

e. Router Performance
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Cisco Security General

Cisco Hardware Overview
n Components of a Cisco router include RAM, NVRAM, CPU,

flash, ROM, configuration registers, interfaces, ASICs, and so on.

n The RAM is used to store current configuration files and other
important information such as Cisco Express Forwarding (CEF)
tables. In addition, IP routing tables and buffer information are
stored in the RAM. The routing protocol processes run in RAM
(Border Gateway Protocol [BGP], Open Shortest Path First
[OSPF] protocol, and so forth). Information in the RAM is lost if
the router is power-cycled or restarted. Current configuration of a
router can be viewed using the command show running-config or
write terminal.

n Cisco IOS Software loaded on routers is hardware-specific and
packaged based on the features supported. Therefore, while
loading new versions on a chassis, take care to match the hardware
type with the downloaded Cisco IOS version for compatibility. For
more information about Cisco IOS images and platform require-
ments, visit http://www.cisco.com/public/sw-center/sw-ios.shtml.

n NVRAM is used to store a copy of the router’s configuration file
and is retained by the router in the event of a power cycle. During
a power cycle, the router copies the configuration file from the
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NVRAM to the RAM. The configuration in NVRAM is also
called startup configuration and can be viewed using the commands
show startup-config or show config. Crypto keys are also stored
in NVRAM.

n System flash is erasable and programmable memory used to store
the router’s Cisco IOS images. The flash can contain multiple
versions of Cisco IOS Software and is limited only by the size of
the Cisco IOS images. In addition, routers can only hold Cisco
IOS images pertaining to the hardware the flash is associated with.
With most Cisco platforms, flash can be partitioned like a file
system to store multiple Cisco IOS trains or images using the
command partition flash number-of-partition size-of-each-
partition. The Cisco IOS series routers, depending on the plat-
form, can also provide the option of installing additional PCMCIA
flash memory. If this additional memory is installed, the dir slot0:
Cisco IOS command displays the Cisco IOS image stored in slot0,
dir disk0: displays the Cisco IOS image stored in disk0, and so
on.

n The CPU is the heart of a router. It manages all the router’s
processes, such as IP routing, and new routing entries, such as
remote IP networks learned through a dynamic routing protocol.
CPU status can be verified using the command show process. The
show process command displays the router utilization within the
past 5 seconds, the past 1 minute, and the average over the past 5
minutes. Details about specific processes follow the CPU utiliza-
tion statistics.
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n ROM stores a scaled-down version of a router’s Cisco IOS image
in the event that the flash system becomes corrupted or no current
Cisco IOS image is stored in flash. ROM also contains the boot-
strap program (sometimes referred to as the rxboot image in Cisco
documentation) and a device’s power-up diagnostics. The boot-
strap program enables you to isolate or rule out hardware issues.
You can perform a software upgrade (that is, perform a software
image upgrade on ROM) only by replacing ROM chips, because
ROM is not programmable. ROM mode enables you to recover
lost passwords by altering the configuration register.

n The configuration register is a 16-bit number that defines how a
router operates on a power cycle. These options include whether
the Cisco IOS image will be loaded from flash or ROM.
Configuration registers advise the CPU to load the configuration
file from the NVRAM or to ignore the configuration file stored in
memory. The output of the the show version command outlines
the router’s configuration settings. In some cases, the router also
supports the use of the show bootvar command, which depicts the
current configuration register settings. To change the configuration
register, use the global configuration command configure-register
register-value. For more information about the configuration regis-
ter and its values, visit http://cco.cisco.com/en/US/partner/products/
hw/routers/ps133/products_tech_note09186a008022493f.shtml.

n Interfaces provide connections from the network device to other
devices, which can include LAN, WAN, or management ports
such as console and auxiliary ports. The show interface command
depicts the status of each LAN or WAN interface on the device.
The show line command can be used to display information about
console and auxiliary ports on the routers.
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Cisco Router Operating Modes
and Management
n ROM boot mode—When the router is in boot mode and loaded

with a subset of the Cisco IOS image, only a limited number of
commands are available.

n Configuration mode—Where you make configuration changes. A
sample prompt is Router1(config)#.

n Interface configuration mode—Where you make configuration
changes to interfaces such as the Ethernet or serial connections. A
sample prompt is Router1(config-if)#.

n Initial configuration mode—When a router first boots out of the
box with no initial configuration, you are prompted for basic
system configuration details, such as name and IP address assign-
ment. The prompt looks like this:

Would you like to answer the initial configuration dialog? [yes/no]

n User EXEC mode—Basic Cisco IOS commands are permitted
from the command-line interface (CLI). A sample prompt is
Router1>.

n Privileged EXEC mode (also referred to as enabled mode)—
Advanced Cisco IOS commands are permitted when the enable
password or secret password is entered from the CLI. A sample
prompt is R1#.
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Configuration files can reside either on the router’s NVRAM or RAM
or on the TFTP server. When a router boots with the default configura-
tion register (0x2102), the configuration file is copied from NVRAM to
RAM. To save a configuration file from RAM to NVRAM (after
configuration changes are made), the Cisco IOS commands copy
running-config startup-config, write memory, or write can be used.

Basic Cisco Router Security
You can access a Cisco router in a number of ways. You can physically
access a router through the console port, or you can access a router
remotely through a modem via the auxiliary port. You can also access a
router through a network or virtual terminal ports (vty lines), which
allow remote Telnet access.

If you do not have physical access to a router via console or aux, you
can access a router through the software interface, called the virtual
terminal (also referred to as a vty port). When you telnet to a router,
you might be required to enter the vty password set by the network
administrator.

Cisco routers can have passwords set on all operation modes, including
the console port, privileged mode, and virtual terminal access. To set a
console password to prevent unauthorized console access to the router,
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use the command password password under the line configuration. The
following example depicts the configuration of a password on the
console and vty lines:

line con 0

login

password cisco

line vty 0 4

login

password cisco

If you issue the no login command below the virtual terminal
command (line vty 0 4), remote Telnet users are not asked to supply a
password and automatically enter EXEC mode. 

To set the privileged mode password, you have two options: the enable
password and the secret password. The command to set an enable pass-
word is enable password password. You can also set a more secure
password, called a secret password, which is encrypted when viewing
the configuration with the enable secret password command. The
enable secret configuration overrides the enable password configura-
tion. Cisco IOS does permit you to configure the same password if you
apply both commands but warns you that you should apply different
passwords. It is a good security practice to use only the secret pass-
word. The default enable password can be viewed in the output of the
show running-config command, but the enable secret is encrypted,
thus providing more security for router access. The default can be over-
ridden by using the command service password-encryption, which
encrypts the enable password when a show run command is issued.
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The service password-encryption command encrypts all passwords
issued to the router by using a simple Vigenere cipher, which can be
easily reversed:

enable secret 5 $1$Aiy234217$GGSCYd893G57PdR

enable password 7 0822455D0A16

In the preceding configuration, the 5 in the enable secret denotes a
message digest 5 (MD5) hashing algorithm, and 7 depicts a weaker
algorithm.

IP Access Lists
Access lists are used to filter IP traffic using either specific permit or
deny statements. Access lists can be categorized as standard or
extended access lists based on the type of filtering they can perform.
Standard access lists can filter based on source IP address alone,
whereas extended access lists can filter based on source/destination IP
address pairs and specific protocols and port numbers.

Cisco routers permit all IP and TCP traffic by default on an interface.
Access lists can be associated with interfaces to either permit or deny
certain traffic across an interface. If an incoming IP packet is received
on a router and no access list is defined, the packet is forwarded to the
IP routing software. If an access list is defined and applied, the packet
is checked against the access list, and the appropriate permit or deny
action is taken. An implicit deny statement is the last statement of an
access list. Hence, all traffic not matching the criteria specified in the
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access list is filtered by the access list in this scenario. If you do not
apply the keyword out or in when defining an IP filter on an interface,
the default action is to apply the filter on the outbound traffic.

Standard IP access lists range from 1 through 99 and 1300 through
1999, and extended IP access lists range from 100 through 199 and
2000 through 2699. When configuring access lists on a router, you
must identify each access list uniquely within a protocol by assigning
either a name or a number to the protocol’s access list.

The following syntax enables you to configure a standard and extended
access list:

access-list standard-access-list-number {deny|permit} [source-
address] [source-wildcard]

access-list extended-access-list-number [dynamic dynamic-name
[timeout minutes]] {deny | permit} icmp source source-wildcard
destination destination-wildcard [icmp-type [icmp-code] [icmp-
message] [precedence precedence] [tos tos] [log]

After you configure the access lists, you apply them to the appropriate
interface by using the command ip access-group access-list-number
{in | out}.

Cisco NetFlow
Cisco NetFlow enables you to analyze flows that pass through a router
in the network. The Cisco NetFlow implementation involves the use of
a NetFlow cache, which stores information about the flows and the
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NetFlow export mechanism used to send flow information to a NetFlow
collector for data analysis and reporting.

NetFlow can be used to monitor the network, and applications such as
billing can be associated with the flow’s information from the network.
NetFlow cache switches packets belonging to a flow, resulting in faster
processing of the packets. NetFlow provides more detailed information
and more types of data on a per-interface basis and can scale to include
more interfaces. NetFlow has less of a performance impact than
Remote Monitoring (RMON) and does not require external probes.
NetFlow allows high-level diagnostics to classify and identify network
anomalies.

Changes in network behavior are obvious with NetFlow. NetFlow clas-
sifies the attack and provides detailed flow information (who, what,
when, and where) about who is being attacked and the attack’s origin.
In addition, you can learn how long the attack has been taking place
and the size of packets used in the attack. The NetFlow cache can be
enabled on an interface using the command ip route-cache flow.
Generic NetFlow export can be configured using the commands ip
flow-export source interface, ip flow-export version version-number,
and ip flow-export destination ip-address port.
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CAM Table Overflow and MAC
Address Spoofing
CAM table overflow is caused by an intruder flooding the switch with
a large number of invalid-source MAC addresses, thus filling up the
content-addressable memory (CAM) table. The switch in this condition
then floods all ports with incoming traffic because it cannot locate the
port number for a particular MAC address in the CAM table. You can
mitigate the CAM table overflow attack by configuring port security on
the switch.

MAC spoofing attacks involve the use of a known MAC address of
another host to attempt to make the target switch forward frames
destined for the remote host to the network attacker. By sending a
single frame with the other host’s source Ethernet address, the network
attacker overwrites the CAM table entry so that the switch forwards
packets destined for the host to the network attacker. Until the host
sends traffic, it will not receive any traffic. When the host sends out
traffic, the CAM table entry is rewritten once more so that it moves
back to the original port.

n set port security mod_num/port_num enable [mac_addr]—
Enables port security on the desired ports. If desired, specify the
secure MAC address.

n set port security mod_num/port_num maximum
num_of_mac—Specifies the number of MAC addresses to secure
on a port.
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n set port security mod_num/port_num age time—Sets the age
time for which addresses on a port will be secured.

n set port security mod_num/port_num violation {shutdown |
restrict}—Sets the violation action on a port, where shutdown
shuts down the port permanently or for a specified time.
Permanent shutdown is the default mode. restrict drops all
packets from insecure hosts but remains enabled.

VLAN Hopping
VLAN hopping is a network attack whereby an end system sends out
packets destined for a system on a different VLAN that cannot
normally be reached by the end system. This traffic is tagged with a
different VLAN ID to which the end system belongs. Or, the attacking
system might be trying to behave like a switch and negotiate trunking
so that the attacker can send and receive traffic between other VLANs.
To mitigate VLAN hopping, use dedicated VLAN IDs for all trunk
ports, disable all unused switch ports, and place them in an unused
VLAN. Set all user ports to nontrunking mode by explicitly turning off
Dynamic Trunking Protocol (DTP) on those ports. In CatOS, this can
be done by using one of the following commands: set port host
mod_num/port_range or set trunk mod_num/port_num off. With
Cisco IOS on Catalyst switches, the no switchport mode trunk
command disables DTP, as does switchport mode access.
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Spanning Tree Protocol
Security
By transmitting spoofed Spanning Tree Protocol (STP) packets, the
network attacker causes the switches to initiate spanning-tree recalcula-
tions that then result in the two connections to the network attacker’s
system to forward packets. To mitigate this, you can use the root guard
and bridge protocol data unit (BPDU) guard feature. The root guard
feature is designed to provide a way to enforce the root-bridge place-
ment in the network. The STP BPDU guard is designed to allow
network designers to keep the active network topology predictable.
Spanning-tree root guard can be enabled per interface using the
command spanning-tree rootguard under the specific interface.
Spanning-tree BPDU guard is enabled using the command spanning-
tree portfast bpduguard default in global configuration mode. 

DHCP Starvation Attack
A DHCP starvation attack works by broadcasting DHCP requests with
spoofed MAC addresses. If enough requests are sent, the network attacker
can exhaust the address space available to the DHCP servers for a period
of time. Network attackers can then set up a rogue DHCP server on their
system and respond to new DHCP requests from clients on the network.
By placing a rogue DHCP server on the network, a network attacker can
provide clients with addresses and other network information. Because
DHCP responses typically include default gateway and DNS server infor-
mation, network attackers can supply their own system as the default
gateway and DNS server, resulting in a “man-in-the-middle” attack.

CCIE Security Exam Quick Reference Sheets Page 75 Return to Table of Contents



CHAPTER 7

Cisco Discovery Protocol
Information sent through Cisco Discovery Protocol (CDP) is transmit-
ted in clear text and unauthenticated. CDP is necessary for management
applications and cannot be disabled without impairing some network
management applications. However, CDP can be selectively disabled
on interfaces where management is not being performed by entering
the no cdp enable command on the interface on a router or using the 
set cdp disable command on a switch running CatOS.

VLAN Trunking Protocol
Security
The VLAN Trunking Protocol (VTP) is a Layer 2 messaging protocol
that enables administrators to centrally manage the addition, deletion,
and renaming of VLANs. VTP is typically configured as a domain (also
called a VLAN management domain) composed of one or more inter-
connected switches where switches share the VTP management domain
name. Changes to the VTP domain can be made either through the
command-line interface (CLI) or through Simple Network Management
Protocol (SNMP) and are propagated to member switches through VTP
advertisements. If a switch receives a VTP advertisement over a trunk
link and it is not configured to be a transparent switch, it inherits the
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VTP domain name and configuration-revision number. VTP security is
provided through a password that is entered into the VTP database on
all of the switches. This shared password is used to authenticate VTP
advertisements and is configured in CatOS using the command set vtp
password password and in Cisco IOS Software using the command
vtp password password.

IEEE 802.1x Extensible
Authentication Protocol
Security
IEEE 802.1x is a standard for passing the Extensible Authentication
Protocol (EAP) framework over a wired or wireless network. The basis
of 802.1x is that it works by requiring the client to authenticate to an
authentication server before access to the network is provided. The
exchange of authentication information is facilitated by a device in
between the two, the authenticator. The 802.1x protocol is also known
as “EAP encapsulation over LANs,” or EAPoL. 802.1x is implemented
on access switches and wireless access points to ensure that all access
to the network infrastructure requires authentication, and Protected
Extensible Authentication Protocol (PEAP) is deployed for use with
wireless LANs. 802.1x is enabled using the command aaa new-model
along with aaa authentication dot1x.
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Questions
1. If the configuration register is set to 0x2101, where is the Cisco

IOS image booted from? 

a. slot0:

b. slot1:

c. Flash

d. ROM

e. TFTP server

2. Startup configuration of the router is stored in what? 

a. NVRAM

b. RAM

c. Flash

d. disk0:

e. slot0:

3. The enable secret configuration does not override the enable pass-
word configuration. True or false?

a. True

b. False
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4. Which of the following access lists deny IP packets from network
192.168.1.0/24 and destined for 172.16.1.0/24 but permit all other
IP-based traffic?

a. access-list 1 deny 192.168.1.0

b. access-list 1 deny 192.168.1.0 0.0.0.255

c. access-list 100 permit ip any any

d. access-list 100 deny ip 192.168.1.0 0.0.0.255 172.16.1.0
0.0.0.255

e. access-list 100 permit ip any any

5. What configuration register value allows the router to ignore the
startup configuration files?

a. 0x0

b. 0x2102

c. 0x2122

d. 0x2142
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Security Solutions

Viruses, Trojans, Worms, and
Spyware

Viruses

n A virus is a malicious computer program written with the goal of
harming the host it attaches to and executes on.

n Viruses, once they are resident in memory, often delete and
modify important files on the infected computer.

n Successful viruses require the program to be executed by a human
by opening a program or during computer restart.

n Viruses when run might infect other programs on your hard disk
by copying themselves onto the programs.

n Viruses can delete files, erase programs, or destroy all data on a
disk.

n Viruses usually attack the host’s executable program files, its file-
directory system that tracks the location of all your computer’s
files, its boot and system areas that are needed to start your
computer, and its data files.
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Trojans

n Malware that disguises itself as a useful tool/program that, when
executed, performs the same functions as a virus on the host
system is called a Trojan.

Worms

n Worms are destructive software programs that scan for vulnerabili-
ties on hosts to exploit weaknesses and replicate.

n Worms are network-centric versus computer-centric and can initi-
ate network connections to replicate and send large amounts of
information.

n Worms are often used in distributed denial-of-service (DDoS)
attacks.

n Worms can render a host as a zombie, which is a host under the
control of the attacker or worm. A large number of zombies (more
than 10,000) under the control of an attacker is called a botnet.

Spyware

n Spyware is malicious software because it installs on the
computer/host without the user’s knowledge (for example, hijack-
ing web browser and changing settings).

n Once installed, the spyware compromises privacy by tracking user
habits on the computer. Spyware can capture keystrokes and send
them to attackers, thus compromising computer security.
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n Spyware can also allow the installation to enable backdoor access
to computer resources for attackers.

n Spyware is also responsible for pushing advertising pop-up
windows after installation.

n Spyware can also reduce system performance by running in the
background and consuming system hard drive space and memory.

Denial-of-Service Attacks
Denial-of-service (DoS) attacks are attempts to deny access to legiti-
mate users of the network and its resources. DoS attacks might attempt
to flood the network with traffic, thus disabling network access to users
(because of a lack of CPU resources). In addition, DoS attacks can
send requests for a service at a rate higher than the server can handle
and thus compromise the server’s stability and deny legitimate users
access. DoS attacks can prevent legitimate network users from access-
ing resources in three fundamental patterns:

n Starvation of network resources such as disk space, CPU, and
bandwidth

n Changes in network configuration, thus disabling network access

n Compromising the network server’s stability

All of the listed patterns might involve network degradation, such as
slow network access, inability to access resources such as websites and
databases, and increases in “spam” traffic or e-mails. Some of the char-
acteristics of various DoS attacks are outlined here:
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n SYN flood—Sends a flood of TCP/SYN packets with a forged
sender’s address. The packets are considered valid connection
requests by a server and thus cause the server to use resources by
sending back a TCP/SYN-ACK packet and waiting for a
TCP/ACK packet in response from the sender address that never
arrives. This limits the number of connections a server can support
and keeps the server from responding to legitimate users trying to
access network resources.

n LAND attack—Sends a spoofed TCP SYN packet with the target
host’s IP address with an open port as both source and destination.
This causes the target host to reply to itself continuously and even-
tually crash.

n Smurf attack—Uses spoofed broadcast Internet Control Message
Protocol (ICMP) echo messages to flood the host with requests,
wherein the destination is an IP broadcast address and the source
is the victim’s spoofed address. Therefore, if a message is sent to
the broadcast address, responses manifold in magnitude will be
received by the victim of the attack. This can be avoided by using
the command no ip directed-broadcast on an interface. 

n Fraggle attack—Occurs when a large amount of UDP echo traffic
is sent to an IP broadcast address with a spoofed source address.
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n Teardrop attack—Involves sending IP fragments with overlap-
ping oversized payloads to a device or target host. This attack
compromises by capitalizing on bugs in the TCP/IP fragmentation
and reassembly code, crashing some host systems on certain oper-
ating systems such as Windows 3.1, Windows NT, and some
versions of Linux.

n Banana attack—Involves redirecting outgoing messages from the
client back to itself, thus preventing access and flooding the client
with the sent packets.

n Pulsing zombie—Involves pinging a host or network from a
number of attacker computers over a period of time, thus degrad-
ing network quality and consuming network CPU and bandwidth
resources.

DoS can also be performed by creating nukes, or specially crafted
packets.

DDoS attacks occur when a number of systems are compromised and
flood the network with requests/data, thus consuming network band-
width and resources. DDoS can be implemented by a number of
methods, such as malware, Trojans, and Stacheldraht:

n Malware can be used to implement DDoS. Examples of malware-
based DDoS attacks are MyDoom, Slammer, Sasser, Blaster, and
Nimda (which used to be triggered either in real time on a specific
time and date and was initiated by coding the target IP address
before release of the malware).
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n Trojans can also be used to perform a DDoS attack by allowing
attackers to download a zombie agent or embedding the zombie.
In addition, automated tools that can be used to exploit network
flaws can be used to initiate a DDoS attack.

n Stacheldraht is an example of a DDoS tool that can be used to
connect to systems on the network that are compromised (botnets)
and then source the attack, by issuing commands to zombie
agents, from those systems.

The primary difference between a DoS and DDoS attack is the number
of systems sourcing the attack.

For example, when the ICMP echo request attacks are performed from
a botnet, the broadcast address is the destination of the request with the
target host as the source. This amplifies the effects of the DoS by
adding requests from more zombie agents.

In some cases, the attack might be unintentional and due to increased
popularity. For example, if a website were to add a new resource
without accurately forecasting hits to that resource, the server/farm
might not be able to handle requests from the increased number of
users trying to access this resource.

Network Attack Mitigation
To mitigate DDoS attacks, Cisco offers the Traffic Anomaly Detector
and the Cisco Guard XT. The Traffic Anomaly Detector learns the
normal traffic pattern for a protected network area or zone. After the
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Traffic Anomaly Detector establishes a network traffic baseline, DDoS
mitigation policies are constructed, and thresholds are tuned to config-
ure the Traffic Anomaly Detector to react to various DDoS attack
scenarios.

In the event of a DDoS attack, the Traffic Anomaly Detector informs
the Guard XT of the DDoS attack. The Guard XT diverts the traffic
from the DDoS attack to the Guard. This DDoS attack diversion is typi-
cally implemented by updating the Border Gateway Protocol (BGP)
routing table or by other mechanisms including static routes (manual IP
routes) and policy-based routes (specific traffic forwarding based on
parameters, including application and packet size).

The Guard’s ability to update routing tables in the event of an attack
allows the Guard to automatically scrub the DDoS attack traffic while
still forwarding or tunneling valid network traffic to the destination
zone. The Traffic Anomaly Detector is often deployed upstream from
the servers that are being protected in the data center. Therefore, the
Anomaly Detector along with the Guard XT provides the following
solution for DDoS mitigation:

n Detecting the DDoS attack

n Diverting the data traffic destined for the target device to a Cisco
appliance for treatment

n Analyzing and filtering the bad traffic flows from the good traffic
flow packets, preventing malicious traffic from impacting perform-
ance while allowing legitimate transactions to complete

n Forwarding the good traffic to maintain business continuity
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Network attack mitigation can also be aided by improving security in
network appliances prone to attacks.

SYN cookies modify the server’s TCP protocol handling by delaying
allocation of resources until the client address is verified (thus prevent-
ing SYN attacks). In addition, TCP Intercept can be used to intercept
all requests to a server by configuring an access list with any source and
configuring the destination address as those of the servers to protect.
The access list is applied by using the command ip tcp intercept list
access-list-number. The mode of the intercept can be set to watch or
intercept mode. In watch mode, the connection requests are allowed to
pass through the router to the server but are watched until they become
established. If they fail to become established within 30 seconds
(configurable with the ip tcp intercept watch-timeout command),
the software sends a reset to the server to clear up its state.

Cisco PIX Firewalls have a built-in capability to differentiate good
traffic from DoS attack traffic. This capability is known as a “defender”
because it confirms TCP connections are valid before proxying TCP
packets to service networks (including border routers) and works simi-
larly to TCP Intercept.

Routers can use Context-Based Access Control (CBAC) to protect
against DDoS. CBAC inspects TCP and UDP packets at the application
layer and monitors all the outgoing requests by creating temporary
openings for outbound traffic at the firewall interface. The return traffic
is allowed only if it is the part of the original outgoing traffic. CBAC
inspects all the outgoing packets and maintains state information for
every session. CBAC then decides whether to deny or permit the
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incoming traffic, based on its state information. For more information
about CBAC and its configuration, visit http://www.cisco.com/
univercd/cc/td/doc/product/software/ios120/12cgcr/secur_c/scprt3/sccba
c.htm#xtocid168973.

For more information about processes that you can implement to
protect your network against DDoS and DoS attacks, visit
http://www.cisco.com/warp/public/707/newsflash.html.

Theft of Information and Its
Prevention
Theft of information can result in loss of intellectual property, compro-
mised customer privacy, loss of company reputation, and exposure to
regulatory violations. Because of the variety of exploits used to steal
information, there is no single prevention solution. IT groups need a
multilayered strategy to protect information at rest, in transit, and
during processing.

Information can be stolen when it is stored, being transferred, or being
processed. When information is stored on a server, attackers can either
copy the information to a removable medium or launch a DDoS attack
that might attempt to reboot the server. In the period before the security
software launches, they might try to transfer the information. During
transfers, information could be compromised using man-in-the-middle
attacks to gather sensitive information such as passwords, account
numbers, credit card numbers, and so on. Theft prevention involves
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business risk assessment in the event of information being stolen and
then defining and implementing a security policy that mitigates all
probable security breaches into the network.

Cisco’s theft prevention strategy is integrated, collaborative, and adap-
tive; multiple components of the network work together to provide
protection, and every network element acts as a point of defense. In
addition, the network automatically identifies new types of threats by
outlining anomalous network or application behavior and implementing
network control to protect the resources.

Cisco’s solution for protecting the network against information theft
involves access control, perimeter protection, remote-access protection,
endpoint protection, and safeguards against internal theft:

n Access control—Controls users’ access to resources containing
sensitive information so that unauthorized users are not granted
access.

Cisco Secure Access Control Server (ACS) can be used for
RADIUS- or TACACS-based authentication, authorization, and
accounting (AAA) services. When users try to access the network
resources, ACS authenticates the user’s identity by using user-
name/password, digital certificates, biometrics, or other methods.
Once authenticated, the user is associated with an authorization
subset that outlines which functions the user can perform. In addi-
tion, the user’s login process is logged using the accounting
process of ACS.
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Key differentiators are that ACS can be used for Internet Key
Exchange (IKE) authentication for remote access using an IP
Security (IPsec)-based virtual private network (VPN), Extensible
Authentication Protocol (EAP) and 802.1x authentication for wire-
less users, and cut-through authentication for access that traverses
firewalls and WAN links.

n Perimeter protection—Differentiation between the “inside” and
“outside” of the corporate network and protection from outsiders
gaining access to the inside corporate network and resources and
stealing information. Perimeter protection can involve the follow-
ing processes:

n Firewalling to restrict ports that outside users use to access the
network using particular protocols. In addition, firewalls can 
be used to control the use of applications pertaining to a 
specific port. 

n Application layer inspection and identification of anomalous 
behavior associated with attacks. 

n Network Address Translation (NAT) and Port Address 
Translation (PAT) to mask the internal IP addresses used by 
servers that might be prone to attack from the outside.

n Identifying malicious traffic by implementing Cisco Intrusion 
Prevention System (IPS) appliances, such as the Adaptive 
Security Appliance (ASA), that employ multiple signature 
matching.
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n Implementing Cisco IPS appliances to associated risk levels 
for various attacks or events by checking signature fidelity,
attack relevance, and target asset values, and by using meta-
event generators.

n Remote-access protection—Monitoring remote access from users
is a key to deploying a sound security policy that prevents theft of
information. Session information, although protected by IPsec or
Secure Sockets Layer (SSL), might involve remote computers
infected by viruses, worms, or Trojans that might render the
resources infected, too. In addition, remote users’ machines might
have been compromised without their knowledge, and these
machines can be used to host attacks into the network. Sensitive
information downloaded locally by remote users might also be
accessed, because the machines’ security might be compromised.
When implementing SSL VPNs for remote access, Cisco Secure
Desktop can be used to prevent theft of information before,
during, and after a remote-access session. The Cisco Secure
Desktop determines whether the computer is corporate
managed/owned and then validates the endpoint’s security against
policies, which might involve absence of malware, viruses,
Trojans, and so on. If the desktop identifies a noncompliance with
policy, remote access is restricted for the user/owner of the remote
machine. After the session is initiated, Cisco Secure Desktop
constantly monitors applications that are launched to ensure that
they are not keystroke loggers or other malware. It also creates a
virtual desktop environment, which is a hard drive partition. All
data is encrypted as it is written to the desktop, so that even if a
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thief were to steal the physical computer during the session, the
data would be unreadable. When the user closes the session, Cisco
Security Desktop overwrites the virtual desktop and then deletes it
using a U.S. Department of Defense algorithm. All traces of the
session—cache, browser history, passwords, cookies, copies of
files—are expunged and unrecoverable. If the user should neglect
to sign out, an auto-time-out feature takes effect. When you are
using IPsec VPN for remote access, theft of information is
prevented using combinations of Cisco VPN solutions (such as a
Catalyst switch with service modules, Cisco ASA, and so on). The
request for access is sent to the VPN solution, which functions as
the remote-access gateway, piping information from the user to the
Cisco Secure ACS server. This server validates the user’s creden-
tials and uses Network Admission Control (NAC) to validate the
endpoint’s security. If validation is not satisfactory, remote access
is denied for the user.

n Endpoint security—Cisco Security Agent (CSA) software, when
installed on the endpoint, prevents information from being
compromised using spyware and e-mailing information and file
copies from unauthorized users. CSA prevents installation of
spyware and the spyware from carrying out malicious behavior.
CSA prompts the user to decide whether a function must be
allowed. CSA looks for disallowed behaviors versus disallowed
applications or signatures. CSA blocks new and unknown spyware
without requiring signature updates and combines spyware protec-
tion with other types of attacks, such as port scans and buffer
overflows, Trojans, malformed packets, malicious HTML requests,
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e-mail worms, and threats. CSA also blocks installation of
spyware by notifying the users of any silent installs, which can
then be aborted by the user.

In addition, Layer 2 security is a key aspect of mitigating network
attacks. For more information about the best practices of Layer 2 secu-
rity, visit http://www.cisco.com/en/US/netsol/ns340/ns394/ns171/
ns128/networking_solutions_white_paper09186a008014870f.shtml.

Questions
1. A ______ is a computer that has been compromised and is now

under the control of the network attacker.

a. Virus

b. Trojan

c. Zombie or botnet client

d. Server

e. PC

2. Virus can be downloaded onto the user station only from the
Internet. True or false?

a. True

b. False
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3. Viruses require a host to attach and execute, and worms do not
require a host. True or false? 

a. True

b. False

4. What is drive-by downloading?

a. A user getting tricked into clicking a link that downloads
spyware from a website

b. Spyware embedded in the installation process of a free or
pirated piece of software you download 

c. Spyware installed on a user PC by means of an e-mail attachment

d. Spyware automatically downloaded from a website the user is
surfing

5. What kind of attack sends ICMP ping requests to a directed broad-
cast address where the forged source address of the request is the
target of the attack and the recipients of the directed broadcast
ping request respond to the request and flood the target’s network?

a. Ping of death

b. ICMP unreachables

c. Teardrop attack

d. Land attack

e. Smurf attack
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6. What kind of attack sends UDP packets to the broadcast address?

a. Ping of death

b. ICMP unreachables

c. Teardrop attack

d. Land attack

e. Smurf attack

f. Fraggle attack

7. The key difference between a DoS and DDoS attack is the type of
packets used in a DDoS attack. True or false?

a. True

b. False

8. A _____ attack is a form of DoS attack that assumes that the
number of programs and processes that may be simultaneously
executed on a computer has a limit.

a. Fork bomb

b. Trojan

c. LAND attack

d. Pulsing zombie

e. Nuke
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9. DDoS mitigation involves which of the following functions?

a. Detecting, diverting, analyzing, filtering, forwarding

b. Detecting, forwarding

c. Detecting, filtering, forwarding

d. Detecting, diverting, analyzing, dropping

e. Detecting, diverting, filtering, forwarding

10. Which of the following can be used to prevent theft of information
during or after a remote-access session?

a. Cisco Secure Agent

b. Cisco Secure ACS

c. Cisco ASA

d. Cisco Secure Desktop
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Security General

Need for Network Security
Policy
The primary reasons for network security are technology and configu-
ration weaknesses, policy vulnerabilities, and intrusion leading to
exploitation of network resources. Networks must address all vulnera-
bilities using a sound security policy that is defined before granting
access to network resources. The policy must constantly be reviewed to
avoid exploitation. Care must be taken to address threats from within
and outside the network. Protocol and application vulnerabilities must
be addressed as part of security policy to counteract exploitation. For
more information about the requirements for a robust network security
policy and best practices, visit http://www.cisco.com/en/US/tech/
tk869/tk769/technologies_white_paper09186a008014f945.shtml.

Standards Bodies
Computer Emergency Response Team Coordination Center (CERT/CC)
and the various newsgroups facilitate discussions about valuable security
information with other network administrators (http://www.cert.org).

n CERT/CC is a federally funded research and development center.

n It was instituted upon the Morris-Worm incident in 1988.
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n CERT/CC works with the Internet community to enable Internet
incident responses. 

n CERT/CC also ensures that proactive security policy is communi-
cated to the Internet community.

n CERT/CC helps technology managers mitigate virus attacks.

n CERT/CC enables timely identification of vulnerabilities in a
network.

Newsgroups
Newsgroups are forums where ideas/questions are shared to enable
protection against the latest security vulnerabilities. Some common
newsgroups are bugtraq, NTbugtraq, alt.security, comp.risks,
comp.security.misc, comp.security.announce, comp.virus, and Virus-L.

Information Security Standards

ISO 17799/BS7799

ISO 17799 is the international security standard. Its history started with
the implementation of BS7799. It is aimed at a complete set of best
practices for network security policies. ISO 17799 is also called the
“code of practice” for network security policy standards. In addition,
the standard serves as reference for actions during incidents for 
e-commerce and business networking systems. For more information
on ISO 17799, please visit www.computersecuritynow.com.
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ISO 27001

ISO 27001 provides best practices on how to protect the integrity and
confidentiality of information that is sensitive to an organization or an
individual. ISO 27001 is the information security management standard
that can be sought for securing management systems for various organ-
izations. It defines the requirements for the process of identifying,
implementing, maintaining, monitoring, and reviewing information
system management solutions for an organization. In addition, it defines
the process of reviewing a security policy and information management
system for compliance and enhancements. For more information about
ISO 27001, visit http://www.iso27001security.com/html/iso27000.html.

Attacks, Vulnerabilities, and
Common Exploits
Because of the open standards of TCP/IP, it is prone to exploits and
new vulnerabilities. Therefore, care must be taken to protect the
network and its resources from attacks. Data can be captured and used
later by replay to cause network damage or attack the network.
Methods such as vandalizing, masquerading, data manipulation, session
hijacking, session replay, and rerouting can be used to access sensitive
network data. Some common attack methods include malicious code
such as viruses, compromises, protocol misconfiguration, denial-of-
service (DoS) attacks, and probes or scans.
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A bastion host is a host that plays a critical role in enforcing the
network security policy of any organization. Because this host is in
direct contact with the untrusted hosts of the Internet, they are the most
prone to attack. The following sections provide an overview of the
various attacks.

Ping of death

n A ping of death attack sends an improperly large Internet Control
Message Protocol (ICMP) echo request packet.

n The aim of the large packet is to overflow the input buffer of the
host, thus causing a crash. 

n The IP Header field is set to 1, the last fragment bit is set, and the
data length is greater than 65,535, which is greater than the
maximum allowable IP packet size.

TCP SYN flood attack and Land.C attack

TCP SYN flood attack is a DoS attack that attempts to open a number
of TCP ports and send requests, thus making hosts spend CPU cycles
responding to the requests. A Land.C attack is a program sending TCP
SYN packets that are set for the target’s host address as both source
and destination.
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E-mail attack

n DoS attack that sends e-mails in large numbers to a host, aimed at
filling the inbox of the host machine.

n E-mail bounce back can also be achieved by sending a large
attachment to a host and associating the host machine’s e-mail
address as the reply-to address.

CPU-intensive attack

n A DoS attack maliciously hijacks CPU resources on a host using a
program like a Trojan horse that might capture username/password
combinations, or viruses that disable certain host functionality.

n BOINK is a CPU-intensive attack that sends a file with 1 data byte
per packet, but sending them out of sequence and thus making the
host spend cycles on reassembly; thus, the attacker can crash a
very high-powered server and cause loss of data.

Teardrop attack, DNS poisoning, and 

UDP bomb

Teardrop attacks exploit the TCP/IP fragmentation and reassembly code
to handle overlapping IP fragments improperly. Domain Name System
(DNS) poisoning exploits the DNS server, thus hindering proper
domain name-to-IP address resolution. UDP bombs send a packet with
an illegal-length field, thus crashing the kernel.
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Distributed DoS attack

The distributed DoS (DDoS) attack is run by the hacker from multiple
hosts by compromising a subset of hosts and then using them as the
source of the DoS attack.

Chargen attack

The chargen attack attempts to connect to a host via TCP or User
Datagram Protocol (UDP) ports to attempt to generate a data stream.
The command used is telnet ip-address chargen. To mitigate this type
of attack, the following command is useful:

no service udp-small-servers
no service tcp-small-servers

Spoof attack

An IP address obtained from a legitimate source is used to create IP
packets that are used to spoof other stations and thus generate other
attacks that cannot be traced easily to the source. RFC 1918/2827
should be implemented to avoid this type of attack.

Smurf attack

The hacker sends large quantities of ICMP echo (ping) traffic to IP broad-
cast addresses, which all have a victim’s spoofed source address. Smurf
attacks are aimed at a primary and secondary host or victim and result in a
large number of broadcast ICMP packets, which can be stopped using the
no ip directed-broadcast command on Cisco IOS Software.
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Man-in-the-middle attack

In man-in-the-middle attacks, a host’s communication with a remote
host or server farm is intercepted by a hacker, and then the hacker
looks like the host to the server farm and also looks like the server farm
to the host. The hacker thus functions as a passive inline device that
intercepts all communication between a pair of devices. 

Birthday attack

In the birthday attack, the attacker presents a signature form that looks
trusted. After the host signs it, it is used in a fraudulent contract.

BCP 38
BCP 38 / RFC 2827 identifies the best practices for defeating DoS
attacks that use address spoofing by ingress traffic filtering. Ingress
traffic filtering denies access to any attacker within the originating
network to launch an attack of this nature using spoofed IP addresses.
As mentioned earlier, a TCP SYN flood attack is a DoS attack that
attempts to open a number of TCP ports and send requests to hosts,
thus making the host spend CPU cycles responding to the requests. If
the attack were to appear to come from an address that was spoofed,
adding a filter that matches the range of source addresses that are the
same as the spoofed IP might deny access to the valid users whose
addresses might have been used as the spoofed address. Therefore, to
filter such problems, routers at the edge of the network providing
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Internet access to various end users are configured with filters that
permit only a certain range of connected valid IP addresses to access
resources on the Internet. This setup keeps the end users from sourcing
a DoS attack using a spoofed address because the packets with the
spoofed address, are dropped at the headend of the network as a result
of the filtering by the ingress traffic filters. For more information about
BCP 38, visit http://www.faqs.org/rfcs/rfc2827.html.

Intrusion Detection Systems
and Configuring Cisco IOS
Software for Security Against
Intrusion 
Intrusion detection systems are designed to identify and stop network
attacks and can be either network-based or host-based. Network-based
intrusion detection systems (IDS) sniff packets flowing across the
network and generate alarms if the pattern matches that of an attack.
Host-based IDSs examine systems to identify whether any virus or
attack is affecting the host. Cisco IOS Software can be used to config-
ure security features to protect against intrusion. Refer to the IDS
deployment, tuning, and logging in-depth white paper available on the
Cisco website at http://www.cisco.com/en/US/netsol/ns340/ns394/
ns171/ ns128/networking_solutions_white_paper09186a00801bc111.shtml.
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The following table lists some important Cisco IOS security commands.

Command Usage

service nagle Enables the nagle algorithm, which can help 
alleviate small TCP packet problems.

service tcp-keepalives-in Generates keepalive packets on all idle 
incoming TCP sessions.

service tcp-keepalives-out Generates keepalive packets on all idle 
outgoing TCP sessions.

no service udp-small-servers Minor TCP/IP servers being disabled sends a 
TCP reset packet to the sender, and the 
original packet is discarded in the case of 
echo, chargen, and daytime ports.

no service tcp-small-servers Minor UDP servers being disabled sends an 
ICMP port-unreachable message to the 
source device, and the incoming packet is 
discarded for echo, discard, and chargen ports.

service password-encryption Hides the passwords when the configuration 
is viewed.

no service dhcp Disables DHCP for host auto-configuration.

service sequence-numbers Syslog entries are numbered to ensure 
that they are not tampered with.

ip tcp intercept list TCP Intercept helps prevent SYN flood 
list-number attacks by intercepting and validating TCP 

connection requests from clients to servers 
that match an extended access list. 

ip tcp intercept one-minute Defines the lower-water mark at which TCP
low number-of-connections/sec Intercept deactivates aggressive mode.

ip tcp intercept one-minute Defines the high-water mark for which TCP
high number-of- Intercept enters aggressive mode.
connections/sec
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Security Audit and Validation
Security audits involve systematic understanding about how each
service and feature works on the network device and the risks associ-
ated with enabling the service/feature on the network. Security audits
can be performed either by the organization in question or by third
parties (for example, employing personnel from security auditing
consultants). The process of conducting a security audit is started by
securing an approval to audit the network / subset of the network to
identify vulnerabilities. Careful planning is required before and during
the security audit, because if miscommunication occurs, the audit itself
might look like an attack. Managing security risk and compliance is
performed using a systematic approach based on industry best prac-
tices. The best practices adhere to the requirements of the Committee
of Sponsoring Organizations (COSO) of the Treadway Commission’s
Enterprise Risk Management framework. Two recognized IT control
frameworks are as follows:

n CobiT—Developed by the IT Governance Institute in America,
CobiT is the Control Objectives for Information and Related
Technologies.

n ISO/IEC 17799—Developed by the International Organization for
Standardization (ISO) with worldwide input, ISO/IEC 17799
(Code of Practice for Information Security Management) is
supported by ISO 27001.

These frameworks address risk management, network security compli-
ance, and audit requirements.
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Risk Assessment/Analysis
Risk assessment is a fundamental requirement of network security for
any organization. It is an essential part of a sound security policy for
any organization. Risk analysis can be performed either in a quantita-
tive or qualitative way. 

In a quantitative approach, the probability of a network security event
occurring is outlined, and the associated loss is identified. The result of
a quantitative risk analysis is an Annual Loss Expectancy (ALE), which
is calculated for every network event as the product of the potential loss
associated with a network security breach with its probability. This
process provides for a prioritized quantitative outline of the top-ticket
network security threats that must be secured. 

In the qualitative approach, only the potential loss that can be incurred
by an organization because of a network security vulnerability is taken
into consideration to outline a prioritized list of events. The most
common elements considered during a qualitative risk analysis are
threats and vulnerabilities (and countermeasures to avoid potential loss
resulting from either of them). In addition, risk assessment can be
summarized as categorizing network events into high risk, moderate
risk, or low risk based on the level of impact on the network. 

Change Management Process
Change management is an important part of a network security policy
because when a network is under attack, it is important to know the
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state of critical network devices and the modifications done last to the
devices and the time the changes were performed. Creating a change
management strategy is essential, and all changes to network devices
must be recorded and logged and configurations archived before and
after changes are made on network devices. For more information
about change management best practices, visit http://cco.cisco.com/en/
US/partner/tech/tk869/tk769/technologies_white_paper09186a008014f9
32.shtml#concept6.

Incident Response Teams and
Framework
Cisco Product Security Incident Response Team (PSIRT) is the Cisco
internal team for emergency security issues. Incident response teams
are an essential part of a good security policy. Incident response teams
perform functions such as incident verification and damage assessment,
the gathering and protection of evidence, system inspection and
cleanup, and restoration of the system/network from an actual attack.
Incident response teams also enable tracking the intruder based on
collected information during the attack and, with the help of organiza-
tions such as CERT/CC, try to stop future attacks. In addition, incident
response teams are responsible for patching all affected host/network
elements to mitigate such attacks. For more information about the func-
tions of incident response teams after a network vulnerability has been
exploited, visit http://www.cert.org/csirts/.
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Computer Security Forensics
Electronic evidence is information and data of investigative value
stored or transmitted by an electronic device. The key portion to iden-
tify is where it resides and the volatility of the information. Information
can be falsified or violated. A computer forensics investigation is initi-
ated when an organization’s risk management team suspects a policy
violation or criminal activity. Forensic investigation involves searching
for data points that can be reconstructed according to a linear timeline.
Electronic evidence can be created, altered, stored, copied, and moved
with ease, and therefore it is probable that the user might be leaving a
trail that will need to be identified accurately. Continuity of evidence is
an essential part of any forensic investigation and traces the actions
from the incident to the present. The key steps of a computer forensics
investigation are to identify the key evidence, preserve the evidence,
analyze, filter to all pertinent parties information pertaining to the
investigation, and present the findings.

Common RFCs
For a complete list of security-related RFCs, visit
http://www.faqs.org/rfcs/np.html#SECURITY.
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Questions
1. Place the following steps for IDS tuning in the correct order:

1. Apply initial configuration

2. Analyze alarms, tune out false positives, and implement signa-
ture tuning (if needed)

3. Identify potential locations for sensors

4. Monitor the sensor while tuning

5. Update sensors with new signatures

6. Implement response actions

a. 1, 2, 3, 4, 5, 6

b. 2, 1, 3, 4, 5, 6

c. 3, 1, 2, 4, 5, 6

d. 3, 1, 4, 2, 6, 5

2. What is a Trojan horse?

a. Malicious code that disguises itself as legitimate code and runs
on your system

b. An unauthorized user gaining access to your host

c. A program that captures your username and password

d. A bastion host
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3. In which of the following exploits does a hacker send large quanti-
ties of ICMP echo (ping) traffic to IP broadcast addresses, which
all have a victim’s spoofed source address?

a. Spoof attack

b. Smurf attack

c. Man-in-the-middle attack

d. TCP/SYN attack
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Answers

Chapter 1
1. a

2. d

3. c

4. a, b, d

5. a

6. b

7. d

8. c

Chapter 2
1. d

2. a

3. b

4. b

5. b
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Chapter 3
1. d

2. b, c

3. d

4. b

5. a, b

6. d

Chapter 4
1. c

2. a

3. b

4. b, e

5. e
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Chapter 5
1. a

2. c

3. d

4. b

5. a

6. a, b, c

7. c

8. d

9. c

10. d

Chapter 6
1. c

2. d

3. d

4. d

5. a, b

6. a
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7. a, b, e

8. a, b, c, e

9. b, e

10. a, c

11. b, d

12. b, d

13. a

14. b, d, e

Chapter 7
1. d

2. a

3. b

4. d, e

5. d
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Chapter 8
1. c

2. b

3. a

4. d

5. e

6. f

7. b

8. a

9. a

10. d

Chapter 9
1. d

2. a

3. b
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