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                                         ABSTRACT 

The aim of this dissertation project was to investigate and improve the performance of the two 

most popular link-state routing protocols when configured in IPv4/IPv6 dual-stack enterprise 

networks. The thesis intended to make the first step of scientific research in performance 

comparison of different routing protocols in IPv4-IPv6 coexistence environments that will 

become popular and dominant for a long time-space with the advent of IPv6. This intention was 

dictated by the lack of research regarding the performance of routing protocols in dual-stack 

environments, and by the need to further investigate the rife stereotype which states that OSPF is 

most appropriate for enterprise networks and IS-IS is preferred for ISP networks. Furthermore, 

under the scope of this work, OSPF and IS-IS were selected for the comparison, as they 

constitute two proven effective routing protocols with common routing function characteristics. 

The aim of the work was to provide proof-based advice for selecting the protocol that offers 

optimal performance in business enterprise networks, in the new developing network landscape, 

and recommend possible migration from one protocol to another.  

 

Under this framework, a detailed theoretical background of OSPF, IS-IS and their IPv6 versions 

and modifications were provided to facilitate the better understanding and comprehension of the 

research and experimental results. Moreover, dual-stack networks were selected among other 

IPv4 to IPv6 migration and coexistence techniques as the background of the practical 

experiments, after a careful and elaborated review of the recent academic research on the topic, 

and after following the scientific community recommendations and conducted performance 

comparisons. On the side, the limited already published work about the OSPF – IS-IS debate in 

existing IPv4 networks was examined, in order to determine elements of their function, 

performance advantages and disadvantages that could be also present when configured in dual-

stack networks. This comparison becomes of higher importance due to the fact that OSPF 

demands the configuration of two different routing instances for IPv4 and IPv6, where IS-IS can 

handle both types of traffic with the same protocol instance.  

 

For the practical part of the thesis, experiments were conducted using the renowned OPNET 

Modeler network simulator. The configured OSPF and IS-IS basic enterprise topologies over a 
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dual-stack network were selected this way, as to evaluate their performance regarding IPv4 and 

IPv6 traffic, as well as under different Transport Layer TCP and UDP traffic patterns. The results 

of the simulations revealed the superiority of IS-IS compared to OSPF, as far as it concerns 

convergence times, routing table sizes and throughput, where both protocols seemed to perform 

almost equally in terms of end-to-end delay times and jitter. Based on these findings, it can be 

assumed that IS-IS constitutes a more optimal solution for dual-stack enterprise networks than 

OSPF, and can be considered from companies as a migration option, given also the advantage of 

the single instance capability and the security benefits that it offers. 

Keywords: IS, TCP, UDP, OSPF, OPNET 
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                                         Chapter 1 

                                  INTRODUCTION 

 

1.1 Introduction: 

Presently, the Internet consists of native IPv4 (IPv4-only), native IPv6, and IPv4/IPv6 dual 

networks. Unfortunately, IPv4 and IPv6 are incompatible protocols. If both IP versions are 

accessible and the users of Internet wish to affix afterwards any restrictions, a transition 

mechanism is required. During the period of migration from IPv4 to IPv6 networks, a number of 

transition mechanisms accept been proposed by IETF to make sure smooth, stepwise and 

independent changeover. IPv6 [1] is developed as a network layer protocol, overcoming the 

problems in IPv4. Its 128-bit address format significantly enlarges the address space and will 

satisfy the address demands for a reasonably durable. However, IPv6 has no congenital 

backwards affinity with IPv4, which suggests IPv6 networks cannot acquaint with IPv4 in 

nature. Essentially IPv6 has created a parallel, independent network that coexists with its 

counterpart IPv4. IPv6-capable applications and IPv6-accessible capacity are still the minority 

[2]; the majority of arrangement resources, casework and applications still abide in IPv4.We 

have a number of transition techniques to maintain the connectivity of both IPv4 and IPv6, to 

achieve inter connection between IPv4 and IPv6, and to support the adoption process of IPv6. 

Vendors apprehend to advance on implementing well-developed alteration techniques, so that 

their articles can accept acceptable adequacy and accompany top profits. As for Internet Service 

Providers (ISP), they charge to acquisition a way to accommodate the absolute casework for both 

IPv4 and IPv6 users, and alike their casework with an accountable deployment of transition 

techniques on the Internet. This thesis introduces dual stack network mechanisms is the easy, 

cost effective solution for ISP to build up IPv4 and IPv6 backbone network. 

 

On the network layer, achieving routing convergence, the process in which routing tables are 

updated, is a crucial and complex process. At every topology change, including a link failure or 

recovery, the routing tables need to be updated at which time the convergence process takes 
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place. The task of updating these tables is accomplished by routers that communicate according 

to a set of rules set by routing protocols. The main goals of any routing protocol are to achieve 

fast convergence, while remaining simple, flexible, accurate and robust. In this project, we 

analyze and compare the convergence times of three protocols: Routing Information Protocol 

(RIP), Open Shortest Path First (OSPF), and Enhanced Interior Gateway Routing Protocol 

(EIGRP). We will consider different topologies or different sizes, each of which will be 

simulated on OPNET 16.0. We will simulate each topology with all three routing protocols and 

collect statistics such as convergence time and routing traffic sent. We will also analyze the 

routing tables of a simple network topology in order to study the metrics of each protocol and 

gain a better understanding of how routes are chosen. By examining the results (convergence 

times in particular), we will identify the routing protocol with the best performance for a large, 

realistic network. Finally, we will discuss the limitations that exist within our project and 

network implementations of the routing protocols. Furthermore, we will provide possible 

modifications that could be explored for future work. 

 

1.2 Problem Statement:  

The upcoming domination of global IPv6 configuration due to the exhaustion of IPv4 addresses 

will pass through a long period of IPv4-IPv6 coexistence in many enterprise networks and the 

whole Internet. Even if the IPv6 protocol is standardized and decided as the successor of IPv4, 

the Internet reconfiguration is a time consuming, painful and risky procedure. Thus, network 

engineers still attempt to make the most out of IPv4 by using IPv4 existence prolonging 

mechanisms. However, research on IPv6 deployment techniques is being conducted more and 

more by various working groups. For these reasons, it is believed that it is a matter of time for 

the scientific community to deepen the research on routing protocol performance comparison 

under the already proposed transition mechanisms, in order to bring it to the contemporary 

network trends. The change on the foundations of the Internet and enterprise networks will 

surely have an impact on the network performance, as networks will have to cope with two 

different types of traffic simultaneously and in most cases even run more than one routing 

protocol. As a constantly increasing number of IPv4 to IPv6 migration mechanisms is published 

and presented, it is expected that the routing protocol comparison under every single one of these 
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environments will be a necessary, but long procedure. Thus, this project tries to set an initial 

point, by evaluating two renowned competing routing protocols, OSPF and IS-IS, over the most 

wide spread migration solution, namely dual-stack, in order to reflect the majority of modern 

IPv4-IPv6 coexistence networks.  

 

OSPF and IS-IS are both link-state protocols that make use of the same Dijkstra algorithm in 

order to calculate the lowest-cost routes to every available destination. However, they present 

prominent differences as they were built on different protocol stacks, namely OSPF is based on 

the TCP/IP stack, where IS-IS is based on OSI. Research shows that the dual-stack solution as 

well as other transition technologies can burden the network in means of CPU processing power, 

memory needs and may also add latency to the routing procedure. Specifically in dual-stack this 

is a result of the IPv4 and IPv6 stacks running simultaneously on every network device and host. 

This fact makes even more important the selection of an optimum performing routing protocol in 

order to mitigate the inevitable dual-stack negative effects. Additionally, nowadays network 

performance is of vital importance due to the continuously increasing use of real-time 

applications such as voice and video which demand high throughput and low round-trip delay 

values in order to work effectively. The project’s aims and objectives are set, based on these 

assumptions.  

 

1.3  Aims and objectives:  

Based on the main subject of the dissertation, this section intends to determine the aims and 

objectives of the project, so that its success can be evaluated by its completion. The main aims 

are listed as following:  

 The first target point of the dissertation is to base its experiments on the most ubiquitous 

migration technology, so that its results will have a more extensive reflection in reality. 

This will be attempted to be achieved by reviewing the published literature on the IPv4 to 

IPv6 migration topic and by advising the networking scientific community’s 

recommendations and statistics.  
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 Secondly, it is aimed to present OSPF and IS-IS functions and any already performed 

comparison between the two on IPv4 networks, in order to enhance the arguments on the 

final recommendation.  

 

 In addition to the theoretical comparison, the project aims to provide tangible 

performance evaluation results regarding network metrics such as convergence duration 

and activity, routing table sizes, CPU utilization, throughput, end-to-end delay and jitter 

for both presented routing protocols. This will be achieved by emulating OSPF and IS-IS 

function on a dual-stack network by using network simulation software.  

 

 Moreover, taking in consideration both the performed theoretical research and simulated 

experimental results, it is aimed to determine the most effective routing protocol on dual-

stack environments, and thus to provide circumstantial suggestions and advice to 

companies and organizations, on the selection of the best performing routing protocol for 

their new networks, or recommendations on possible routing protocol migration benefits.  

 

 Eventually, the objective of the current dissertation is to trigger further research on 

routing protocol performance in IPv4-IPv6 coexistence networks.  

 

1.4 Motivation: 

The major causes for the degradation of the service performance in Internet are network 

congestion, link failures, and routing instabilities [2]. In [2] it has been found that most of the 

disruptions occur during routing changes. A few hundred milliseconds of disruption are enough 

to cause a disturbance in voice and video [2]. A disruption lasting a few seconds is long enough 

for interrupting web transactions [3]. Hence, during routing protocol convergence data packets 

are dropped, delayed, and received out-of-order at the destination resulting thus in a serious 

degradation in the network performance [2]. 
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To support a wide variety of network services such as web browsing, telephony, database access 

and video streaming, it becomes important to analyze different routing protocols so that network 

resources are utilized more efficiently.  

Routing protocols are the main factors contributing to speed-up data transfers within the 

network. The performance of the routing protocols can be tested by their convergence time, link 

throughput and application layer service performance, e.g., HTTP and FTP. Convergence time is 

the time period required for the routing protocol to converge and reach a steady state. In routing 

protocols, the convergence time is an important aspect in indicating routing protocol 

performance. 

 

1.5  Background 

Routing links together small networks to form huge internetworks that span vast regions. This 

Cumber some task makes the network layer the most complex in the OSI reference model. The 

network layer provides the transfer of packets across the network. Routing protocols define the 

path of each packet from source to destination. To complete this task, routers use routing tables, 

which contain information about possible destinations in the network and the metrics (distance, 

cost, bandwidth, etc.) to these destinations. Routers have information regarding the neighbor 

routers around them. The degree of a router’s network knowledge and awareness depends on the 

routing protocol it uses. At every change in the network, including link failure and link recovery, 

routing tables must be updated. The efficiency of these updates determines the efficiency of the 

routing protocols. 
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                               Fig.1.1 : Hierarchy Chart of Routing Protocols 

 

There are two main types of routing protocols: static routing and dynamic routing. Static routing 

assumes that the network is fixed, meaning no nodes are added or removed and routing tables are 

therefore only manually updated. Dynamic or adaptive routing, more commonly used for 

internetworking, allows changes in the network topology by using routing tables that update with 

each network change. In this report we will only consider dynamic routing protocols. Within the 

class of dynamic protocols, we can have Interior or Exterior Gateway Protocols. EGP’s deals 

with routing information between different autonomous. An example of an EGP is Border 

Gateway Protocol (BGP). The three routing protocols we chose to compare are IGP’s, protocols 

that exchange routing information within an AS. These protocols can either use distance vector 

(such as RIP and EIGRP) or link-state algorithms (such as OSPF) to optimize convergence 

times. In this project we will compare the three dynamic routing protocols shown on the right of 

the hierarchy chart below: RIP, OSPF and EIGRP. 

 

1.5.1 Routing Information Protocol (RIP): 

The Routing Information Protocol (RIP), which is a distance-vector based algorithm, is one of 

the first routing protocols implemented on TCP/IP. Information is sent through the network using 
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UDP. Each router that uses this protocol has limited knowledge of the network around it. This 

simple protocol uses a hop count mechanism to find an optimal path for packet routing. A 

maximum number of 16 hops are employed to avoid routing loops. However, this parameter 

limits the size of the networks that this protocol can support. The popularity of this protocol is 

largely due to its simplicity and its easy configurability. However, its disadvantages include slow 

convergence times, and its scalability limitations. Therefore, this protocol works best for small 

scaled networks. 

 

1.5.2 Open Shortest Path First (OSPF) 

Open Shortest Path First (OSPF) is a very widely used link-state interior gateway protocols 

(IGP). This protocol routes Internet Protocol (IP) packets by gathering link-state information 

from neighboring routers and constructing a map of the network. OSPF routers send many 

message types including hello messages, link state requests and updates and database 

descriptions. Djisktra’s algorithm is then used to find the shortest path to the destination. Shortest 

Path First (SPF) calculations are computed either periodically or upon a received Link State 

Advertisement (LSA), depending on the protocol implementation. Topology changes are 

detected very quickly using this protocol. Another advantage of OSPF is that its many 

configurable parameters make it a very flexible and robust protocol. Contrary to RIP, however, 

OSPF has the disadvantage of being too complicated. 

 

1.5.3 Enhanced Interior Gateway Routing Protocol (EIGRP) 

EIGRP is a Cisco-developed advanced distance-vector routing protocol. Routers using this 

protocol automatically distribute route information to all neighbors. The Diffusing Update 

Algorithm (DUA) is used for routing optimization, fast convergence, as well as to avoid routing 

loops. Full routing information is only exchanged once upon neighbor establishment, after which 

only partial updates are sent. When a router is unable to find a path through the network, it sends 

out a query to its neighbors, which propagates until a suitable route is found. This need-based 

update is an advantage over other protocols as it reduces traffic between routers and therefore 

saves bandwidth. The metric that is used to find an optimal path is calculated with variables 

bandwidth, load, delay and reliability. By incorporating many such variables, the protocol 
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ensures that the best path is found. Also, compared to other distance-vector algorithms, EIGRP 

has a larger maximum hop limitation, which makes it compatible with large networks. The 

disadvantage of EIGRP is that it is a Cisco proprietary protocol, meaning it is only compatible 

with Cisco technology.  

 

1.6 TRANSITION METHODS 

Since there is such a huge difference between IPv4 and IPv6, they cannot communicate directly 

with one another. A system that is capable of handling IPv6 traffic will be created backward 

compatible, but an already deployed arrangement that handles alone IPv4 is not able to handle 

IPv6 datagram. This means that that a significant upgrade method would want to require place, 

involving hundreds of millions of machines, in adjustment to accomplish a complete translation 

to IPv6. This method is too costly and time consuming and in any case will not happen 

immediately. The network world can possibly see a gradual transition to IPv6, wherever IPv6 are 

going to be integrated into the IPv4 world that exists these days. There are altered kinds of 

technologies which might be applied such as dual stack, tunneling, and translation. Over many 

transition techniques are used and tested for the communications between completely different 

networks to make sure IPv4 and IPv6 ability. Therefore, to accomplish accommodation on the 

best ill-fitted alteration methods, it is absolutely important to accept an overview of the accepted 

IPv4 networks. In addition, enterprises should analyze required functionalities, scalability, and 

securities in the corporation [3]. 

 

1.6.1 Dual Stack 

The Dual Stack Technique is additionally known as native dual stack or Dual IP layer. Both 

protocols IPv4 and IPv6 run parallel on an equivalent network infrastructure don’t need  

encapsulation of IPv6 inside IPv4 and vice versa. A universal dual-stack migration approach as 

shown in figure 1 makes a transition from the core to the edge. This contains allow two TCP/IP 

protocol stacks on the Wide area Network (WAN) core routers. In a very common dual stack 

network migration first of all the perimeter routers, and firewalls, then the server-farm switches 

and eventually the desktop access routers. Once the network supports IPv6 and IPv4 protocols,  

the method can change dual protocol stacks on the servers and then the edge entities. The dual 
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stack method is literally to use two IPv4 and IPv6 stacks for operating simultaneously, which 

enables devices to run on either protocol, according to available services, network availability, 

and administrative policies. This can be accomplished in both end systems and arrangement 

accessories [3]. As an end result, IPv4 enabled programs use IPv4 stack and this goes the 

equivalent for IPv6. 

                                      

                                              Figure 1: Dual Stack Mechanism [2] 

 

The IP header adaptation field would play an important role in accepting and sending packets. In 

short words, this type of IPv6 transition is the encapsulation of IPv6 within IPv4. The complete 

transition will be managed by DNS. 

 

1.6.2 Tunneling 

Tunneling, from the perspective of transitioning, enables incompatible networks to be bridged, 

and is usually applied in a point-to-point or sequential manner. Three mechanisms of tunneling 

are presented: IPv6 over IPv4, IPv6 to IPv4 automatic tunneling, and Tunnel Broker 

[4].Tunneling IPv6 traffic over an IPv4 network is another possibility. This approach permits the 

IPv6 traffic to be encapsulated in an IPv4 packet and forwarded, creating an IPv6 tunnel over the 
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IPv4 infrastructure. A tunnel may be created as a solution for transporting IPv6 traffic, from IPv6 

node to the destination IPv6 node, over the IPv4-only network. A ―virtual link‖ is formed and, 

from the outlook of the two establishing IPv6 nodes, this appears as a point-to-point link. The 

various forms of tunneling techniques can be considered into two types: manually configured 

and automatic tunneling. A point-to-point link must be manually organized, because the name 

suggests. For automatic tunneling, an IPv6 node will dynamically tunnel packets by using a 6 to 

4 address. This is used to transfer data between well-suited networking nodes over unsuited 

networks. There are two regular scenarios to apply tunneling: the allowance of end systems to 

apply off link transition devices in a distributed network and the act of enabling edge devices in 

networks to inter-connect over incompatible networks. The current infrastructure is what the 

developers of applications adapt to since ISPs have not deployed IPv6. Fortunately, 6 to 4 is a 

technique that meets (most of) the IPv6 user’s requirements, while meeting the ISP’s 

requirements in terms of costs and administration. 

 

1.6.3 Translations: 

The meaning of translation is to convert directly protocols from IPv4 to IPv6 or vice versa, 

which might result in transforming those two protocol headers and payload. This mechanism can 

be established at layers in protocol stack, consisting of network, transport, and application layers. 

The translation method has many mechanisms, which can be either stateless or state full. While 

stateless means that the translator can perform every conversion separately with no reference to 

previous packets, state full is the vice versa, which maintains some form of state in regard to 

previous packets. The translation process can be conducted in either end systems or network 

devices. The fundamental part of translation mechanism in transition process is the conversion of 

IP and ICMP packets. All translation methods, which are used to establish communication 

between IPv6-only and IPv4-only hosts, for instance, NAT-PT or BIS, apply an algorithm known 

as Stateless IP/ICMP Translator (SIIT) [5]. 
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                                                Chapter 2 

                                       LITERATURE REVIEW 

 

2. Literature Review:  

The Literature Review part of the presented thesis intends to accomplish two tasks. Firstly, a 

detailed overview of the theoretical background related to the discussed technologies is 

performed. It is believed that the in-depth explanation of the functions of the involved routing 

protocols and IP protocols offers a knowledge foundation that is absolutely necessary for the 

reader to comprehend with the presented research. Secondly, the conducted by the scientific 
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community related work, related to the thesis’s topic is presented. Finally, the author of this 

thesis introduces his personal view and critic on the related research. 

 

2.1 Related Works: 

In general, there are very few works about routing protocols performance. In this section we 

have grouped some of these works by protocol type and, finally, we will show some studies that 

compare routing protocols. One of the works that can be found in the literature about RIP is 

presented by C. Hedrick in [5]. This work is the RFC 1058 and provides a lot of information 

about this routing protocol. RIP is the oldest protocol. It uses a distance vector algorithm to form 

the routing tables and calculates the distance to a destination host in terms of how many hops a 

packet must traverse. It also shows technical aspects of the packet format and the metric. Due to 

its small number of hops, RIP is not created for large systems. Several methods have been added 

to the RIP protocol in order to solve some problems such as the generation of loops. Another 

work related to fault tolerance that uses RIP is [11]. In this work, D. Pei et al. show the design 

and development of a method for detecting RIP routing updates. Specifically, RIP-TP protocol is 

presented. It uses hop count as routing metric. The authors emphasize its efficiency, simplicity, 

low operating cost and compatibility with the standard RIP. In order to assess the design 

efficiency, they show a series of experimental simulations to demonstrate that it is possible the 

improvement of fault detection in routing protocols. They particularize these evidences with RIP. 

There is published a work about OSPF routing protocol in [12]. It is presented by A. Shaikh et al. 

In this thesis, its authors provided a study of the OSPF behavior in a large operational network, 

based on a hierarchical structure formed by 15 areas and 500 routers. One of its main features of 

this network is that it provides highly available and reliable connectivity from customer’s 

facilities to applications and databases residing in a data center. They introduced a methodology 

for OSPF traffic analysis, analyzing the link-state advertisement (LSA) traffic which is generated 

when the network experiments a topology change. Also the authors provide a general method to 

predict the rate of refresh LSAs fromrouter configuration information and a set of measurements 

confirm that the method is accurate. Moreover, the authors observed that the type of topology 

could provoke certain asymmetries in duplicate-LSA traffic. Finally they showed a method for 

reducing duplicate-LSA traffic by altering the routers’ logical OSPF configurations, without 
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changing the physical topology of the network. Another study of OSPF is shown in [13]. This 

work, presented by A. Basu et al., studies the stability of the OSPF protocol under steady state 

and with interferences. In this study we will see what effects are given by the TE (Traffic 

Engineering) extensions on the stability of a network when OSPF is running. OSPF TE 

extensions provide mechanisms for ensuring that all network nodes have a consistent view of the 

traffic parameters associated with the network. The authors also analyze whether it is possible to 

accelerate the convergence time of the network, analyzing the Hello packets and the number of 

route flaps caused by a failure in the network, because the number of route flaps characterizes 

the intensity disruption of the network. The authors conclude the thesis letting us know that the 

OSPF-TE protocol seems fairly stable, and adding that extensions TE does not significantly 

change the times of convergence, even in presence of multiple failures. But, a high number of 

failures in the network could lead to overload of the processor because it will have to attend a 

large number of alerts in the short term. Because EIGRP is a Cisco proprietary protocol, 

sometimes, it is quite difficult to find information about it. B. Albrightson et al. let us know in 

[14] that EIGRP is based on IGRP protocol, but improving their benefits. They explain that 

EIGRP is a protocol based on a hybrid routing algorithm, sharing some properties of distance 

vector and link state algorithms. This protocol is the first Internet protocol that addressed the 

loop problem. Other aspects which shows are the type of metrics, the transport mechanisms and 

the methods used to discover the networks, among other features. A. Riesco et al. applied the 

EIGRP algorithm to an application based on Maude [15]. Maude is a programming language for 

formal specifications using algebraic terms. It is an interpreted language that allows the 

verification of properties and transformations on models that can run the model like a prototype. 

The authors show how to build an infrastructure of processes implemented by Maude, giving the 

chance to send a message directly to a neighbor or broadcast to all neighbors. EIGRP protocol 

implements the top of this basic infrastructure. Finally, the global system is tested and analyzed. 

The analysis is based on the search command that proves if a "bad" success could happen. This 

allows verifying the model, which examines whether a formula is true for all conditions. We 

have also found some works and a master thesis that compare and make some kind of testing 

with multiple protocols. There is a master thesis that shows a comparative analysis as the work 

(M. Nazrul and Md. A. Ullah in [16]). Their goal was to evaluate which protocol, EIGRP or 
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OSPF, is most suitable to route in real-time traffic. The simulations are based on the convergence 

Time, Jitter, End-to-End delay, Throughput and Packet Loss. They demonstrated that EIGRP has 

faster convergence time than OSPF, because EIGRP can learn the topology information and 

updates faster than the others. Another important issue is that the packet delay variation for 

EIGRP is better than for OSPF, and consequently data packets in EIGRP reach faster to the 

destination compared to OSPF. Also, EIGRP, present less number of lost packets and a higher 

throughput than OSPF, when there is high link congestion. Another work of the same authors 

where there is a comparative analysis of the routing protocols EIGRP and OSPF is shown in 

[17]. In order to evaluate OSPF and EIGRP’s performance, their authors designed three network 

models configured with OSPF, EIGRP and a combination of EIGRP and OSPF and the three 

topologies where simulated using the Optimized Network Engineering Tool (OPNET) [18]. In 

this case, the protocols and the combined use of them are also analyzed in terms of convergence 

time, jitter, end-to-end delay, throughput and packet loss. The evaluation results show that, in 

general, the combined implementation of EIGRP and OSPF routing protocols in the network 

performs better than each one of them alone. We have found a master thesis where their authors 

use a combination of different Routing protocols (E. S. Lemma at al. in [19]). They use OPNET 

to carry out the network simulations, using a combination of EIGRP&IS-IS, OSPF&IS-IS. The 

main aim of that thesis was to configure multiple routing protocols on a selected network 

topology and analyze the performance improvement of the network. They based their 

comparison analysis on several parameters that determined the robustness of these protocols. In 

order to do it, their authors simulated five different scenarios on the same network in order to 

reveal the advantage of one over the others as well as the robustness of each protocol 

combination and how this can be measured. The selected protocols for each scenario were OSPF, 

EIGRP, IS-IS, OSPF/IS-IS and EIGRP/IS-IS. The results show that the use of combined 

protocols in a network, improve significantly the network performance. The increased use of 

new technologies incremented the possibility of malicious attacks to our network, which could 

cause data loss, loss of privacy and even, eventually can lead to large monetary losses. 

Therefore, in [20], the authors examine the advantages and disadvantages of MD5 (Message-

Digest Algorithm 5) authentication system compared to non-secure system when EIGRP, RIPv2, 

OSPF routing protocols are used. MD5 is a 128 bits cryptographic reduction algorithm that is 
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widely used. The authors measure values of delay, jitter and network overhead, in both cases for 

all protocols, and conclude that the EIGRP protocol shows the lower overhead, even when the 

system is heavily overloaded. Finally, another thesis that looks interesting is the work presented 

by C-C Chiang et al. in [21]. As we know, the security mechanisms play an important role in 

networks and in the Internet world. There are many ways to find vulnerabilities in a network and 

launch attacks against the network. In this thesis, the authors examine the performance and 

security problems of several existing routing protocols including RIP, OSPF and EIGRP. Several 

routing performance parameters are evaluated and analyzed through using SNMP (Simple 

Network Management Protocol) sessions. They briefly describe the three IGP protocols, their 

network Infrastructure and the experimental evaluation methods. In opposite of denegation of 

service (DOS) attacks and contaminated tables, which are among the most serious attacks to 

network topologies, the authors propose an automatic mechanism to analyze the states of routing 

and intrusion detection in real-time response. The study concludes that the distance vector 

routing protocols are more robust than link-state routing protocols for the unstable network 

topology because global link-state's flooding of updates increase when link state changes. But, 

the distance vector algorithms can only used for small networks. 

 

2.2 OSPF: 

OSPF is an Interior Gateway Protocol (IGP) developed for use in Internet Protocol (IP)-based 

internetworks. As an IGP, OSPF distributes routing information between routers belonging to a 

single autonomous system (AS). An AS is a group of routers exchanging routing information via 

a common routing protocol. The OSPF protocol is based on shortest-path-first, or link-state, 

technology.  

Two design activities are critically important to a successful OSPF implementation:  

 Definition of area boundaries  

 Address assignment  

Ensuring that these activities are properly planned and executed will make all the difference in 

an OSPF implementation. Each is addressed in more detail with the discussions that follow. 

These discussions are divided into six sections:  
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 OSPF Network Topology  

 OSPF Addressing and Route Summarization  

 OSPF Route Selection  

 OSPF Convergence  

 OSPF Network Scalability  

 OSPF Security  

 

2.2.1 OSPF Network Topology: 

OSPF works best in a hierarchical routing environment. The first and most important decision 

when designing an OSPF network is to determine which routers and links are to be included in 

the backbone and which are to be included in each area.  

There are several important guidelines to consider when designing an OSPF topology:  

 The number of routers in an area---OSPF uses a CPU-intensive algorithm. The number of 

calculations that must be performed given n link-state packets is proportional to n log n. As a 

result, the larger and more unstable the area, the greater the likelihood for performance 

problems associated with routing protocol recalculation. Generally, an area should have no 

more than 50 routers. Areas with unstable links should be smaller.  

 The number of neighbours for any one router---OSPF floods all link-state changes to all 

routers in an area. Routers with many neighbours have the most work to do when link-state 

changes occur. In general, any one router should have no more than 60 neighbours.  

 The number of areas supported by any one router---A router must run the link-state algorithm 

for each link-state change that occurs for every area in which the router resides. Every area 

border router is in at least two areas (the backbone and one area). In general, to maximize 

stability, one router should not be in more than three areas.  

 Designated router selection---In general, the designated router and backup designated router 

on a local-area network (LAN) have the most OSPF work to do. It is a good idea to select 

routers that are not already heavily loaded with CPU-intensive activities to be the designated 
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router and backup designated router. In addition, it is generally not a good idea to select the 

same router to be designated router on many LANs simultaneously.  

 

2.2.2 Backbone Considerations  

Stability and redundancy are the most important criteria for the backbone. Keeping the size of 

the backbone reasonable increases stability. This is caused by the fact that every router in the 

backbone needs to re-compute its routes after every link-state change. Keeping the backbone 

small reduces the likelihood of a change and reduces the amount of CPU cycles required to re-

compute routes. As a general rule, each area (including the backbone) should contain no more 

than 50 routers. If link quality is high and the number of routes is small, the number of routers 

can be increased.  

Redundancy is important in the backbone to prevent partition when a link fails. Good backbones 

are designed so that no single link failure can cause a partition.  

OSPF backbones must be contiguous. All routers in the backbone should be directly connected 

to other backbone routers. OSPF includes the concept of virtual links. A virtual link creates a 

path between two area border routers (an area border router is a router connects an area to the 

backbone) that are not directly connected. A virtual link can be used to heal a partitioned 

backbone. However, it is not a good idea to design an OSPF network to require the use of virtual 

links. The stability of a virtual link is determined by the stability of the underlying area. This 

dependency can make troubleshooting more difficult. In addition, virtual links cannot run across 

stub areas. See the section "Backbone-to-Area Route Advertisement," later in this chapter for a 

detailed discussion of stub areas.  

Avoid placing hosts (such as workstations, file servers or other shared resources) in the backbone 

area. Keeping hosts out of the backbone area simplifies internetwork expansion and creates a 

more stable environment.  

2.2.3 Area Considerations 
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Individual areas must be contiguous. In this context, a contiguous area is one in which a 

continuous path can be traced from any router in an area to any other router in the same area. 

This does not mean that all routers must share a common network media. It is not possible to use 

virtual links to connect a partitioned area. Ideally, areas should be richly connected internally to 

prevent partitioning.  

The two most critical aspects of area design follow:  

 Determining how the area is addressed  

 Determining how the area is connected to the backbone  

Areas should have a contiguous set of network and/or subnet addresses. Without a contiguous 

address space, it is not possible to implement route summarization. The routers that connect an 

area to the backbone are called area border routers. Areas can have a single area border router or 

they can have multiple area border routers. In general, it is desirable to have more than one area 

border router per area to minimize the chance of the area becoming disconnected from the 

backbone.  

When creating large-scale OSPF internetworks, the definition of areas and assignment of 

resources within areas must be done with a pragmatic view of your internetwork. The following 

are general rules that will help ensure that your internetwork remains flexible and provides the 

kind of performance needed to deliver reliable resource access.  

 Consider physical proximity when defining areas---If a particular location is densely 

connected, create an area specifically for nodes at that location.  

 Reduce the maximum size of areas if links are unstable---If your internetwork includes 

unstable links, consider implementing smaller areas to reduce the effects of route flapping. 

Whenever a route is lost or comes online, each affected area must converge on a new 

topology. The Dykstra algorithm will run on all the affected routers. By segmenting your 

internetwork into smaller areas, you can isolate unstable links and deliver more reliable 

overall service.  

 

2.2.4 OSPF Addressing and Route Summarization 
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Address assignment and route summarization are inextricably linked when designing OSPF 

internetworks. To create a scalable OSPF internetwork, you should implement route 

summarization. To create an environment capable of supporting route summarization, you must 

implement an effective hierarchical addressing scheme. The addressing structure that you 

implement can have a profound impact on the performance and scalability of your OSPF 

internetwork. The following sections discuss OSPF route summarization and three addressing 

options:  

 Separate network numbers for each area  

 Network Information Canter (NIC)-authorized address areas created using bit-wise 

subnetting and VLSM  

 Private addressing, with a "demilitarized zone" (DMZ) buffer to the official Internet world  

 

Note: You should keep your addressing scheme as simple as possible, but be wary of 

oversimplifying your address assignment scheme. Although simplicity in addressing saves time 

later when operating and troubleshooting your network, taking short cuts can have certain severe 

consequences. In building a scalable addressing environment, use a structured approach. If 

necessary, use bit-wise subnetting---but make sure that route summarization can be 

accomplished at the area border routers.  

2.2.5 OSPF Route Summarization: 

Route summarization is extremely desirable for a reliable and scalable OSPF internetwork. The 

effectiveness of route summarization, and your OSPF implementation in general, hinges on the 

addressing scheme that you adopt. Summarization in an OSPF internetwork occurs between each 

area and the backbone area. Summarization must be configured manually in OSPF.  

When planning your OSPF internetwork, consider the following issues:  

 Be sure that your network addressing scheme is configured so that the range of subnets 

assigned within an area is contiguous.  

 Create an address space that will permit you to split areas easily as your network grows. If 

possible, assign subnets according to simple octet boundaries. If you cannot assign addresses in 
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an easy-to-remember and easy-to-divide manner, be sure to have a thoroughly defined 

addressing structure. If you know how your entire address space is assigned (or will be 

assigned), you can plan for changes more effectively.  

 Plan ahead for the addition of new routers to your OSPF environment. Be sure that new routers 

are inserted appropriately as area, backbone, or border routers. Because the addition of new 

routers creates a new topology, inserting new routers can cause unexpected routing changes 

(and possibly performance changes) when your OSPF topology is recomputed.  

 

2.2.6 Separate Address Structures for Each Area: 

One of the simplest ways to allocate addresses in OSPF is to assign a separate network number 

for each area. With this scheme, you create a backbone and multiple areas, and assign a separate 

IP network number to each area.  

The following are some clear benefits of assigning separate address structures to each area:  

 Address assignment is relatively easy to remember.  

 Configuration of routers is relatively easy and mistakes are less likely.  

 Network operations are streamlined because each area has a simple, unique network number.  

 

2.2.7 Bit-Wise Subnetting and VLSM 

Bit-wise subnetting and variable-length subnetwork masks (VLSMs) can be used in combination 

to save address space. Consider a hypothetical network where a Class B address is subdivided 

using an area mask and distributed among 16 areas. 

2.2.8 Route Summarization Techniques 

Route summarization is particularly important in an OSPF environment because it increases the 

stability of the network. If route summarization is being used, routes within an area that change 

do not need to be changed in the backbone or in other areas.  

Route summarization addresses two important questions of route information distribution:  



  For more Https://www.ThesisScientist.com 
 

 

 What information does the backbone need to know about each area? The answer to this 

question focuses attention on area-to-backbone routing information.  

 What information does each area need to know about the backbone and other areas? The 

answer to this question focuses attention on backbone-to-area routing information.  

 

2.2.9 Area-to-Backbone Route Advertisement: 

There are several key considerations when setting up your OSPF areas for proper summarization:  

 OSPF route summarization occurs in the area border routers.  

 OSPF supports VLSM, so it is possible to summarize on any bit boundary in a network or 

subnet address.  

 OSPF requires manual summarization. As you design the areas, you need to determine 

summarization at each area border router.  

 

2.2.10 Backbone-to-Area Route Advertisement: 

There are four potential types of routing information in an area:  

 Default. If an explicit route cannot be found for a given IP network or sub network, the router 

will forward the packet to the destination specified in the default route.  

 Intra-area routes. Explicit network or subnet routes must be carried for all networks or 

subnets inside an area.  

 Inter-area routes. Areas may carry explicit network or subnet routes for networks or subnets 

that are in this AS but not in this area.  

 External routes. When different AS’s exchange routing information, the routes they exchange 

are referred to as external routes.  

In general, it is desirable to restrict routing information in any area to the minimal set that the 

area needs.  

There are three types of areas, and they are defined in accordance with the routing information 

that is used in them:  
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 Non-stub areas---Non-stub areas carry a default route, static routes, intra-area routes, inter-

area routes and external routes. An area must be a non-stub area when it contains a router that 

uses both OSPF and any other protocol, such as the Routing Information Protocol (RIP). 

Such a router is known as an autonomous system border router (ASBR). An area must also 

be a non-stub area when a virtual link is configured across the area. Non-stub areas are the 

most resource-intensive type of area.  

 Stub areas---Stub areas carry a default route, intra-area routes and inter-area routes, but they 

do not carry external routes. Stub areas are recommended for areas that have only one area 

border router and they are often useful in areas with multiple area border routers. See 

"Controlling Inter-area Traffic," later in this chapter for a detailed discussion of the design 

trade-offs in areas with multiple area border routers.  There are two restrictions on the use of 

stub areas: virtual links cannot be configured across them, and they cannot contain an ASBR.  

 Stub areas without summaries---Software releases 9.1(11), 9.21(2), and 10.0(1) and later 

support stub areas without summaries, allowing you to create areas that carry only a default 

route and intra-area routes. Stub areas without summaries do not carry inter-area routes or 

external routes. This type of area is recommended for simple configurations where a single 

router connects an area to the backbone.  

2.2.11 OSPF Route Selection 

When designing an OSPF internetwork for efficient route selection, consider three important 

topics:  

 Tuning OSPF Metrics  

 Controlling Inter-area Traffic  

 Load Balancing in OSPF Internetworks  

 

2.2.12 Tuning OSPF Metrics 

The default value for OSPF metrics is based on bandwidth. The following characteristics show 

how OSPF metrics are generated:  
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 Each link is given a metric value based on its bandwidth. The metric for a specific link is the 

inverse of the bandwidth for that link. Link metrics are normalized to give Fast Ethernet a 

metric of 1. The metric for a route is the sum of the metrics for all the links in the route.  

 When route summarization is enabled, OSPF uses the metric of the best route in the 

summary.  

 There are two forms of external metrics: type 1 and type 2. Using an external type 1 metric 

results in routes adding the internal OSPF metric to the external route metric. External type 2 

metrics do not add the internal metric to external routes. The external type 1 metric is 

generally preferred. If you have more than one external connection, either metric can affect 

how multiple paths are used.  

Controlling Inter-area Traffic 

When an area has only a single area border router, all traffic that does not belong in the area will 

be sent to the area border router. In areas that have multiple area border routers, two choices are 

available for traffic that needs to leave the area:  

 Use the area border router closest to the originator of the traffic. (Traffic leaves the area as 

soon as possible.)  

 Use the area border router closest to the destination of the traffic. (Traffic leaves the area as 

late as possible.)  

If the area border routers inject only the default route, the traffic goes to the area border router 

that is closest to the source of the traffic. Generally, this behavior is desirable because the 

backbone typically has higher bandwidth lines available. However, if you want the traffic to use 

the area border router that is nearest the destination (so that traffic leaves the area as late as 

possible), the area border routers should inject summaries into the area instead of just injecting 

the default route.  

Most network designers prefer to avoid asymmetric routing (that is, using a different path for 

packets that are going from A to B than for those packets that are going from B to A.) It is 

important to understand how routing occurs between areas to avoid asymmetric routing.  

2.2.13 Load Balancing in OSPF Internetworks 
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Internetwork topologies are typically designed to provide redundant routes in order to prevent a 

partitioned network. Redundancy is also useful to provide additional bandwidth for high traffic 

areas. If equal-cost paths between nodes exist, Cisco routers automatically load balance in an 

OSPF environment.  

2.2.14 OSPF Convergence: 

One of the most attractive features about OSPF is the ability to quickly adapt to topology 

changes. There are two components to routing convergence:  

 Detection of topology changes---OSPF uses two mechanisms to detect topology changes. 

Interface status changes (such as carrier failure on a serial link) is the first mechanism. The 

second mechanism is failure of OSPF to receive a hello packet from its neighbour within a 

timing window called a dead timer. Once this timer expires, the router assumes the neighbour 

is down. The dead timer is configured using the ip ospf dead-interval interface configuration 

command. The default value of the dead timer is four times the value of the Hello interval. 

That results in a dead timer default of 40 seconds for broadcast networks and 2 minutes for 

non broadcast networks.  

 Recalculation of routes---Once a failure has been detected, the router that detected the failure 

sends a link-state packet with the change information to all routers in the area. All the routers 

recalculate all of their routes using the Dykstra (or SPF) algorithm. The time required to run 

the algorithm depends on a combination of the size of the area and the number of routes in 

the database.  

 

2.2.15 OSPF Network Scalability 

Your ability to scale an OSPF internetwork depends on your overall network structure and 

addressing scheme. As outlined in the preceding discussions concerning network topology and 

route summarization, adopting a hierarchical addressing environment and a structured address 

assignment will be the most important factors in determining the scalability of your internetwork.  

Network scalability is affected by operational and technical considerations:  
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 Operationally, OSPF networks should be designed so that areas do not need to be split to 

accommodate growth. Address space should be reserved to permit the addition of new areas.  

 Technically, scaling is determined by the utilization of three resources: memory, CPU, and 

bandwidth.  

Memory: An OSPF router stores all of the link states for all of the areas that it is in. In addition, 

it can store summaries and externals. Careful use of summarization and stub areas can reduce 

memory use substantially.  

CPU: An OSPF router uses CPU cycles whenever a link-state change occurs. Keeping areas 

small and using summarization dramatically reduces CPU use and creates a more stable 

environment for OSPF.  

Bandwidth: OSPF sends partial updates when a link-state change occurs. The updates are 

flooded to all routers in the area. In a quiet network, OSPF is a quiet protocol. In a network with 

substantial topology changes, OSPF minimizes the amount of bandwidth used.  

OSPF Security 

Two kinds of security are applicable to routing protocols:  

 Controlling the routers that participate in an OSPF network  

OSPF contains an optional authentication field. All routers within an area must agree on the 

value of the authentication field. Because OSPF is a standard protocol available on many 

platforms, including some hosts, using the authentication field prevents the inadvertent startup of 

OSPF in an uncontrolled platform on your network and reduces the potential for instability.  

 Controlling the routing information that routers exchange  

All routers must have the same data within an OSPF area. As a result, it is not possible to use 

route filters in an OSPF network to provide security. 

2.3 EIGRP 

The Enhanced Interior Gateway Routing Protocol (Enhanced IGRP) is a routing protocol 

developed by Cisco Systems and introduced with Software Release 9.21 and Cisco 

Internetworking Operating System (Cisco IOS) Software Release 10.0. Enhanced IGRP 
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combines the advantages of distance vector protocols, such as IGRP, with the advantages of link-

state protocols, such as Open Shortest Path First (OSPF). Enhanced IGRP uses the Diffusing 

Update Algorithm (DUAL) to achieve convergence quickly.  

Enhanced IGRP includes support for IP, Novell NetWare, and AppleTalk. The discussion on 

Enhanced IGRP covers the following topics:  

 Enhanced IGRP Network Topology  

 Enhanced IGRP Addressing  

 Enhanced IGRP Route Summarization  

 Enhanced IGRP Route Selection  

 Enhanced IGRP Convergence  

 Enhanced IGRP Network Scalability  

 Enhanced IGRP Security  

 

Enhanced IGRP Network Topology: Enhanced IGRP uses a non hierarchical (or flat) topology 

by default. Enhanced IGRP automatically summarizes subnet routes of directly connected 

networks at a network number boundary. This automatic summarization is sufficient for most IP 

networks. See the section "Enhanced IGRP Route Summarization" later in this chapter for more 

detail.  

Enhanced IGRP Addressing: The first step in designing an Enhanced IGRP network is to 

decide on how to address the network. In many cases, a company is assigned a single NIC 

address (such as a Class B network address) to be allocated in a corporate internetwork. Bit-wise 

sub-netting and variable-length sub-network masks (VLSM’s) can be used in combination to 

save address space. Enhanced IGRP for IP supports the use of VLSM’s.  

Enhanced IGRP Route Summarization: With Enhanced IGRP, subnet routes of directly 

connected networks are automatically summarized at network number boundaries. In addition, a 

network administrator can configure route summarization at any interface with any bit boundary, 

allowing ranges of networks to be summarized arbitrarily.  
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Enhanced IGRP Route Selection: Routing protocols compare route metrics to select the best 

route from a group of possible routes. The following factors are important to understand when 

designing an Enhanced IGRP internetwork.  

Enhanced IGRP uses the same vector of metrics as IGRP. Separate metric values are assigned for 

bandwidth, delay, reliability and load. By default, Enhanced IGRP computes the metric for a 

route by using the minimum bandwidth of each hop in the path and adding a media-specific 

delay for each hop. The metrics used by Enhanced IGRP are as follows:  

 Bandwidth-Bandwidth is deduced from the interface type. Bandwidth can be modified with 

the bandwidth command.  

 Delay-Each media type has a propagation delay associated with it. Modifying delay is very 

useful to optimize routing in network with satellite links. Delay can be modified with the 

delay command.  

 Reliability-Reliability is dynamically computed as a rolling weighted average over five 

seconds.  

 Load-Load is dynamically computed as a rolling weighted average over five seconds.  

When Enhanced IGRP summarizes a group of routes, it uses the metric of the best route in the 

summary as the metric for the summary.  

2.3.1 Enhanced IGRP Convergence:  

Enhanced IGRP implements a new convergence algorithm known as DUAL (Diffusing Update 

Algorithm). DUAL uses two techniques that allow Enhanced IGRP to converge very quickly. 

First, each Enhanced IGRP router stores its neighbours routing tables. This allows the router to 

use a new route to a destination instantly if another feasible route is known. If no feasible route is 

known based upon the routing information previously learned from its neighbours, a router 

running Enhanced IGRP becomes active for that destination and sends a query to each of its 

neighbours asking for an alternate route to the destination. These queries propagate until an 

alternate route is found. Routers that are not affected by a topology change remain passive and 

do not need to be involved in the query and response.  
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A router using Enhanced IGRP receives full routing tables from its neighbours when it first 

communicates with the neighbours. Thereafter, only changes to the routing tables are sent and 

only to routers that are affected by the change. A successor is a neighbouring router that is 

currently being used for packet forwarding, provides the least cost route to the destination, and is 

not part of a routing loop. Information in the routing table is based on feasible successors. 

Feasible successor routes can be used in case the existing route fails. Feasible successors provide 

the next least-cost path without introducing routing loops.  

The routing table keeps a list of the computed costs of reaching networks. The topology table 

keeps a list of all routes advertised by neighbours. For each network, the router keeps the real 

cost of getting to that network and also keeps the advertised cost from its neighbour. In the event 

of a failure, convergence is instant if a feasible successor can be found. A neighbour is a feasible 

successor if it meets the feasibility condition set by DUAL. DUAL finds feasible successors by 

the performing the following computations:  

2.3.2 Enhanced IGRP Network Scalability: 

 Network scalability is limited by two factors: operational issues and technical issues. 

Operationally, Enhanced IGRP provides easy configuration and growth. Technically, Enhanced 

IGRP uses resources at less than a linear rate with the growth of a network.  

Memory: A router running Enhanced IGRP stores all routes advertised by neighbors so that it 

can adapt quickly to alternate routes. The more neighbours a router has, the more memory a 

router uses. Enhanced IGRP automatic route aggregation bounds the routing table growth 

naturally. Additional bounding is possible with manual route aggregation.  

CPU: Enhanced IGRP uses the DUAL algorithm to provide fast convergence. DUAL re-

computes only routes, which are affected by a topology change. DUAL is not computationally 

complex, so it does not require a lot of CPU.  

 

Bandwidth: Enhanced IGRP uses partial updates. Partial updates are generated only when a 

change occurs; only the changed information is sent, and this changed information is sent only to 
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the routers affected. Because of this, Enhanced IGRP is very efficient in its usage of bandwidth. 

Some additional bandwidth is used by Enhanced IGRP's HELLO protocol to maintain 

adjacencies between neighbouring routers.  

Enhanced IGRP Security: Enhanced IGRP is available only on Cisco routers. This prevents 

accidental or malicious routing disruption caused by hosts in a network.  

In addition, route filters can be set up on any interface to prevent learning or propagating routing 

information inappropriately. 

Analysis: Now that the <Client> requirements as well as the technical merits and downfalls of 

the routing protocols have been defined an analysis needs to be conducted of this information. 

The Open Shortest Path First Protocol is an ―open standard.‖  This means that it can be 

implemented on any platform, from any vendor or manufacturer.  This is an advantage over 

Enhanced Interior Gateway Protocol, which is a proprietary standard from Cisco. However, this 

is the only clear advantage of OSPF over EIGRP. 

As previously stated, OSPF is designed primarily for hierarchical networks with a clearly defined 

backbone area.  This is clearly not the case in the <Client> network.  In addition, when compared 

to EIGRP, OSPF uses more bandwidth to propagate its topology requires more router CPU time 

and memory.  OSPF is also more difficult, and therefore more costly, to implement that EIGRP. 

Enhanced Interior Gateway Protocol is a proprietary routing protocol developed by Cisco and 

used exclusively in their routing products.  Although it is often lumped in with OSPF as a link 

state protocol, it is actually a hybrid; containing the best elements of both link state and distance 

vector protocols. 

EIGRP, as stated previously, has several advantages over OSPF when used in the <Client> 

network.  A brief summarization of these advantages includes: 

 Improved router memory and CPU utilization when compared to OSPF 

 Intelligent bandwidth control – EIGRP takes into consideration the available bandwidth 

when determining the rate at which it will transmit updates. Interfaces can also be configured 

to use a certain (maximum) percentage of the bandwidth, so that even during routing 
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topology computations, a defined portion of the link capacity remains available for data 

traffic. 

 EIGRP does not require a hierarchical network design to operate efficiently.  It will 

automatically summarize routes where applicable. 

 Unlike OSPF, which only takes bandwidth into consideration when calculating the cost of a 

route, EIGRP can be configured to use bandwidth, delay, reliability, and load when 

calculating optimum routes.  This has proven to be a valuable consideration in a wireless 

environment. 

 EIGRP has greater control on timing issues, such as hold times and hello intervals, than does 

OSPF.  This allows greater flexibility with wireless connections, where these intervals must 

be fine-tuned to a particular device or bandwidth. 

 EIGRP is less complex and has less cost (manpower and time) involved in configuration and 

administration. 

 Although EIGRP is proprietary, it can communicate and redistribute routing information with 

other routing protocols, such as OSPF.  This is accomplished through router redistribution or 

using an exterior routing protocol such as BGP. 

 

Given all of this data and analysis a table is used to consolidate the issues and synthesize 
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                                    Table 2.1 EIGRP Vs OSPF 

Issue EIGRP OSPF 

Ease of Implementation Easy, but remember ―no 

auto-summary‖ 

Complicated 

Support of IPX and 

AppleTalk 

Yes No 

Standards-based Cisco Proprietary IETF Open Standard 

Hierarchical Design No – summary statements 

on interfaces 

Yes – hierarchy is part of 

the design 

VLSM Support Yes Yes 

Protocol Type Enhanced Distance Vector Link State 

Routing Metrics Combination of bandwidth, 

delay, reliability and load 

Link 

10^8/Interface_Bandwidth 

CPU Requirements Lower CPU and memory 

requirements 

Higher CPU and memory 

requirements 

Maturity Since 1986 Since 1986 

Stability Excellent Excellent 

 

2.4 OSPF – IS-IS Comparison:  

It is believed that for modern networks and applications that tend to be more and more 

demanding in terms of resource consumption and need of low latency, performance should be a 

vital factor when selecting a routing protocol. This gets even more important for dual-stack 

networks which will be the majority of the enterprise network world, and which by nature 

introduce additional performance overhead. This chapter intends to review the research that has 
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been carried on the comparison of the two protocols when running over the existing IPv4 

networks and on how they cope with IPv6 traffic. It is expected that this research part will 

produce some assumptions about the proficiency of OSPF and IS-IS when configured on dual-

stack networks, that can be compared with the project’s experiment results, in order to lead to 

safer conclusions.  

 

The comparison of the two protocols has been a matter of debate through the years, but 

nowadays the subject still preoccupies the networking community. IS-IS, although used 

primarily in ISPs’ networks, is being reviewed by researchers about the possibility of a broader 

deployment. A recent publication has attempted to emphasize IS-IS advantages and why it 

should be considered as an alternative to OSPF. It is suggested that IS-IS is an extensible routing 

protocol that offer huge support to the global IPv6 deployment. Furthermore, as discussed in the 

Theoretical Background chapter its hierarchical structure helps to reduce the exchanged routing 

information. In terms of security, IS-IS is also strong, as it supports clear-text authentication by 

using specialized TLVs, and is extensible to new authentication forms that are being researched 

by IETF. Except that, in comparison to OSPF, IS-IS routing information is not carried over IP 

but is encapsulated in layer 2, making a possible attacker task difficult, as they should directly 

connect to an IS-IS router to start any malicious activities. Apart from the obvious advantages, 

researchers believe that IS-IS also has disadvantages that may have played a role in its reduced 

popularity. Notably, IS-IS level 1 adjacencies do not carry external route information and this 

can only be done by injecting these routes to the level 2 topology, in comparison to OSPF that 

can achieve this goal by using not-so-stubby-areas. Furthermore, it is noted that IS-IS does not 

support virtual links like OSPF. However, this is believed to be of less importance as IS-IS 

doesn’t require to achieve connectivity with a backbone area. Back to IS-IS advantages, the LSP 

lifetime can grow up to 18.2 hours unlike OSPF that is limited to 1 hour, making this way IS-IS 

more scalable for bigger areas. Moreover, IS-IS can make use of the Overload bit to signal 

memory exhaustion of a router and also includes a feature that enables routers in full-mesh 

topologies to receive only one LSP copy, where OSPF has no such capabilities. Eventually, this 

research points out that IS-IS may be a more efficient solution as it can be extended for future 

needs by adding new TLVs in comparison to OSPF that needs the creation of new LSAs, by the 



  For more Https://www.ThesisScientist.com 
 

 

most obvious example being that of the IPv4 and IPv6 coexistence capability. It is suggested that 

the above discussed characteristics should make the scientific and industry community 

reconsider IS-IS place in the networking world, especially for larger networks. (Singh, 2013)  

Even though several research thesis signalize IS-IS superiority, the OSPF - IS-IS comparison 

topic is controversial and research thesiss that support the opposite also exist. Based on an 

example research thesis, OSPF is compared with other IGPs, namely IGRP, EIGRP and OSPF 

and is suggested to be better than all of them. This research emphasizes on the advantages of 

OSPF due to its hierarchical structure that facilitates reducing the routing data traffic, as well as 

on the fast convergence times that it offers. Thereinafter, it attempts to build a comparative table 

with the characteristics of each mentioned IGP in order to conduct a comparison, and conclude to 

the most efficient of them. The thesis suggests that OSPF’s greater advantage is that it is open, 

making possible this way its deployment to networks that include routers and other network 

devices by various vendors. These characteristics are used by the research as arguments that lead 

to the conclusion that OSPF is superior to IGRP and EIGRP. (Neha Grang, 2013) However, the 

presented comparative table regarding the comparison with IS-IS only presents differences in the 

type of the hierarchy format, the Dead Timer times and the metric used, and no other supremacy 

points are discussed. Thus, it is believed by the author of the current project, that this information 

is inadequate to lead to a conclusion about which protocol among OSPF and IS-IS is prime.  

More than that, another general research review thesis about IGP and BGP protocols dedicates a 

part in the popular OSPF - IS-IS comparison. Except the disclosure of the main characteristics 

and differences of the two protocols, this research thesis presents a brief comparison by showing 

some of their advantages and disadvantages. More specifically, the research suggests that in 

OSPF, routers may belong to multiple areas in comparison with IS-IS Intermediate Systems that 

belong to only one area, and this fact results in higher power consumption. Furthermore, it is 

noted that OSPF area boundaries fall on the routers where IS-IS area boundaries fall on the links, 

which could lead in higher delay times in the sending and receipt of the packets for the latter. 

Additionally, IS-IS is considered by the thesis as more flexible because holding timers don’t 

need to be identical on all routers. Finally, an argument is made which supports that OSPF is 

superior than IS-IS in security terms due to the fact that OSPF runs over IP. (Abdulrahman 

Alkandari, 2012) However, this statement is believed by the author of this project to be untrue, 
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as IP is more vulnerable to various types of attacks and also is more popular and more hackers 

have better knowledge of it.  

Relatively recent research has been focused on the comparison of the OSPF and IS-IS protocols 

in terms of performance in ISPs’ IPv4 networks. This research notes the importance of selecting 

the right routing protocol to assure the temporal efficiency of a network in the distribution of 

data, as well as the superiority of dynamic routing protocols over static routing due to the fact 

that they are able to easily adapt network changes. The performance comparison of the two 

protocols has been conducted with the help of the OPNET modeler network simulator. More 

specifically, the same topology of 21 routers spread across different states of the USA, has been 

configured with each protocol one after the other in order to produce comparative metrics. The 

research aimed to produce results regarding the router and network and router convergence 

activities and duration times, as well as queuing delay times on point-to-point links. The results 

of the experiment showed that OSPF demands more network activity regarding the messages 

sent between the routers until the network has reached convergence, and also the network and 

router convergence duration times are 6 and 5 times higher than the ones of IS-IS respectively. In 

addition, in the specific experiment IS-IS presented much higher throughput than OSPF, with the 

second resulting in lower queuing delays than the first. (Thorenoor, 2010) The different metric 

results regarding convergence are possibly related to the hierarchical format that each protocol is 

using. More precisely, in OSPF internal routers in an area have to learn about routes to every 

possible destination, where internal IS-IS routers only need to know about the closest level 1/2 

IS, speeding this way the network convergence procedure. Except that, IS-IS only requires the 

exchange of one LSP during the convergence procedure where OSPF demands many different 

LSA types to be exchanged between the routers.  

Although most of the research implies that IS-IS presents better characteristics and performance 

than OSPFv2, the performance of OSPFv3 should also be taken into account when comparing 

the two protocols, especially nowadays that IPv6 becomes a constant part of modern networks. 

One more motive for this research review, is that there is no published research about the IS-IS – 

OSPFv3 performance in IPv6 networks. Based on this fact, researchers have conducted 

experiments to discover any performance improvements of OSPFv3 in comparison to OSPFv2. 

The experiments were implemented by using OPNET Modeler and by creating a simple OSPF 
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topology including five areas, specifically two non-backbone areas and a backbone area, and five 

routers in total. Then, the same topology was configured separately with OSPFv2 on one 

occasion and OSPFv3 on the other, and performance metrics were calculated in order to compare 

the two protocols’ performance, by running 10 minutes simulations. In terms of convergence 

duration and amount of traffic sent, the two versions of OSPF presented similar results. As far as 

it concerns the LSDB size, measurements were taken according to the research on an internal 

router, and the results showed that OSPFv3 LSDB is 27% smaller than the OSPFv2 LSDB. Such 

behaviour can be explained due to the fact that OSPFv3 does not store any network addresses 

carried in Router LSAs in the LSDB. Moreover, even if IPv6 addresses are bigger than IPv4 

ones, similar measurements were taken for memory consumption for both protocols, fact that 

may be explained by the facilitating role of the OSPFv3 Link LSA. However, OSPFv3 presents 

greater routing table sizes due to the inclusion of both global unicast and link-local unicast 

addresses, and it was also proved that it produces more updates than OSPFv2 in case of a router 

failure. (Chen Haihong, 2013) Eventually, this research suggests that OSPFv2 and OSPFv3 

present similar performance and predicts that OSPFv3 will be one of the most popular routing 

protocols in the near future due to its effectiveness. Nevertheless, important metrics such as 

throughput and round-trip delay have not been measured in order to produce more clear results.  

 

2.5 OSPF Vs IS-IS on Dual-Stack  

As proved from the related research review of the previous section, the decision between 

selecting OSPF and IS-IS has been a matter that is puzzling the scientific and industry 

community for years. In terms of popularity it seems that IS-IS is mostly preferred by ISPs 

where OSPF is the most popular between the two in enterprise networks. Even though the topic 

is broadly discussed, it is believed that research has not focalized deeper into the subject. One 

explanation to this, is that both OSPF and IS-IS link-state routing protocols are considered 

effective so optimum performance comes of secondary priority. Another reason is possibly the 

fact that OSPF, being based on IP, is easier to understand by network engineers worldwide and 

thus technical education is giving weight to OSPF and supplants IS-IS. Therefore, in enterprise 

network deployments, companies prefer to use such a routing protocol for their networks, so that 

they can more easily recruit trained engineers to maintain them. As a result to these facts, 
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although the academic research has given importance to the comparison of the structure, 

characteristics, pros and cons of OSPF and IS-IS, the actual experimental performance 

evaluation and comparison of the two is minimum, even for the present dominant IPv4 networks. 

It is believed that optimum performance should be one of the most important factors when 

selecting a routing protocol. As far as it concerns the results of the already curried out 

knowledge, opinions differ. However, IS-IS is mostly favored by researchers regarding its 

security, flexibility, scalability, power and resource consumption as well as its performance. On 

the other hand, in the opinion of the author of this thesis, researchers that support OSPF’s 

superiority over IS-IS, present rather poor arguments with the strongest being the capability of 

OSPF to inject external routes from any configured area. Nonetheless, further research should be 

carried under different networks, topologies and traffic patterns in order to conclude to a rule for 

deciding between the protocols for different circumstances.  

The topic of the OSPF – IS-IS battle becomes even more argumentative with the advent of IPv6, 

as the nature of the two protocols introduces more differences and benchmarks between the two. 

As mentioned in previous sections, OSPF had to be evolved to a brand new version OSPFv3. On 

the other hand, IS-IS only needed minor modifications , namely the addition of a couple of TLVs 

in order to support IPv6. This very contradiction can be the start of a brand new research circle 

regarding the two routing protocols performance. As far as it concerns OSPFv3 performance for 

IPv6 traffic, some research has been undertaken as well as comparison with other IGPs like 

EIGRPv6 and the older OSPFv2. However, as IPv6 is still under development regarding its 

deployment, research that could facilitate in the optimum decision between different IGPs is 

again in infancy. Especially, when it comes to IS-IS performance on IPv6, academic research 

approaches zero.  

This thesis intends to trigger this kind of research, starting from the performance evaluation of 

the protocols in dual-stack environment. The time space until the complete domination of IPv6 

may be vast and it is believed that scientific disquisition contribution should resonate to networks 

of the foreseeable future. Big companies that bestir themselves in the networking field, already 

organize seminars and publish white thesis that discuss the comparison of OSPF and IS-IS under 

an IPv4/IPv6 coexistence environment and the considerations that should be taken when 

choosing between them. The two most important reasons that have revitalized the networking 
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world’s interest on this rather old debate, is firstly the improvements that OSPFv3 may offer and 

secondly the effect that the way of the two protocols deployment can have on performance and 

configuration ease. More precisely, there are two forms of deploying OSPF on dual-stack 

networks. The first one involves the configuration of OSPFv2 for processing IPv4 traffic and the 

exact configuration of OSPFv3 for IPv6 packets on the same network devices. The second form 

allows the use of OSPFv3 with Address Families capability, for processing both IPv4 and IPv6 

traffic. This solution gives the advantage of running just one protocol in dual-stack networks. 

However, both those two ways of OSPF deployment on dual-stack, demands the implementation 

of two different routing instances running at the same time. As dual-stack networks are usually 

based on identical IPv4 and IPv6 topologies, the double instance solution leads to more CPU 

power demand, more bandwidth and memory utilization, as double sending of routing 

advertisement and double route calculation occurs. On the other hand, IS-IS configured on dual-

stack networks, only employs one routing instance that is able to calculate both IPv4 and IPv6 

routes simultaneously, saving this way resources. Similar considerations have already been made 

by networking groups in released Internet Drafts. Moreover, the Address Families OSPFv3 

solution is still a new technique with limited vendor support. Although big networking 

companies such as Cisco and Juniper allow the configuration of Address Families, only brand 

new routing software versions are able to support the extension (e.g. Cisco IOS 15.1). This 

means that a company would need to update the routing software in all its routers to implement 

the solution, resulting in a possible non affordable cost. As a consequence, several companies 

nowadays reconsider the migration from OSPF to IS-IS in order to achieve bets performance, 

lower cost and take advantage of its benefits. Within this framework, this thesis intends to 

provide proof regarding the performance of the two protocols when configured on a dual-stack 

enterprise network. The results of this survey and experiments may be used as guidelines for 

companies in order to select the best performing protocol for their networks in the upcoming 

future. The thesis also aims to bring again to the fore, the discussion on the subject, and lead to 

reconsideration regarding the old ―IS-IS for ISP networks – OSPF for enterprise networks‖ 

theorem. 
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                                           Chapter 3 

                                PROJECT ESSENTIALS 

 

3.1 Front End Tool Used (OPNET 14.5):  

 
This chapter of the thesis is devoted to the performance evaluation and comparison of OSPF and 

IS-IS routing protocols in a dual-stack network. The method that was used to examine their 

functions and performance in a realistic environment was network simulation. More precisely, 

OPNET Modeler 14.5 was selected as the appropriate simulation program in order to conduct the 

experiments. OPNET Modeler and IT Guru are software programs created by OPNET 

Technologies Incorporation, a company that specializes in network simulator software used by 

universities and companies that need to simulate network environments and protocols for 

performance evaluation, testing and research. OPNET Modeler constitutes a network simulation 

program based on C and C++, which offers a convenient GUI in order to facilitate users to 

conduct network experiments. OPNET Modeler includes model libraries that represent various 

network hardware devices from many vendors and various communication protocols. Thus, the 

OPNET Modeler users are able to simulate large network environments with network devices 

and routing protocols of will, without the need of pursuing real equipment, saving this way cost. 

The specific program also gives the capability to add or modify existing models, and bases its 

simulations on the Discrete Event Simulation system which uses defined processes to model 

network events. Additionally, traffic patterns can be simulated by the use of network layer traffic 

flows, by well-defined applications or by transport layer application demands. The sequence of 

the needed acts needed for a network simulation, includes the design and configuration of the 
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network topology, the selection of the desired measured metrics, the simulation run and the 

analysis of the calculated statistics. Eventually, OPNET Modeler is considered a reliable 

program when it comes to network evaluation, usually met on computer networking publications 

and also used by industry. These advantages of the program led the author to select it as the tool 

to facilitate the intended experiments. 

                             

                                                  Figure: 3.1 OPNET Modeler 

 

3.2 Back End Tool Used (Visual Studio 2010): 

Visual Studio is a complete set of development tools for building ASP.NET Web applications, 

XML Web Services, desktop applications, and mobile applications. Visual Basic, Visual C#, and 

Visual C++ all use the same integrated development environment (IDE), which enables tool 

sharing and eases the creation of mixed-language solutions. In addition, these languages use the 

functionality of the .NET Framework, which provides access to key technologies that simplify 

the development of ASP Web applications and XML Web Services. Microsoft Visual Studio is 

an integrated development environment (IDE) from Microsoft. It is used to develop computer 

programs for Microsoft Windows, as well as web sites, web applications and web services. 

http://en.wikipedia.org/wiki/Integrated_development_environment
http://en.wikipedia.org/wiki/Microsoft
http://en.wikipedia.org/wiki/Computer_program
http://en.wikipedia.org/wiki/Computer_program
http://en.wikipedia.org/wiki/Microsoft_Windows
http://en.wikipedia.org/wiki/Web_site
http://en.wikipedia.org/wiki/Web_application
http://en.wikipedia.org/wiki/Web_service
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Visual Studio uses Microsoft software development platforms such as Windows API, Windows 

Forms, Windows Presentation Foundation, Windows Store and Microsoft Silver light. It can 

produce both native code and managed code. 

Visual Studio includes a code editor supporting IntelliSense as well as code refactoring. The 

integrated debugger works both as a source-level debugger and a machine-level debugger. Other 

built-in tools include a forms designer for building GUI applications, web 

designer, class designer, and database schema designer. It accepts plug-ins that enhance the 

functionality at almost every level—including adding support for source-control systems 

(like Subversion) and adding new toolsets like editors and visual designers for domain-specific 

languages or toolsets for other aspects of the software development lifecycle(like the Team 

Foundation Server client: Team Explorer). 

Visual Studio supports different programming languages and allows the code editor and 

debugger to support (to varying degrees) nearly any programming language, provided a 

language-specific service exists. Built-in languages include C, C++and C++/CLI (via Visual 

C++), VB.NET (via Visual Basic .NET), C# (via Visual C#), and F# (as of Visual Studio 2010
.
 

 

3.3 Calculated Performance Metrics  

Using OPNET Modeler the performance of OSPF and IS-IS on a dual-stack network will be 

evaluated by calculating and comparing network performance metrics. Performance metrics are 

values that can be measured and give clues about the speed, the scalability, the adaptability to 

changes and the overall capacity and capability of the network. OPNET Modeler allows the 

measurement of several metrics and the production of statistics that can lead to conclusions 

regarding the performance of the network when using one or the other routing protocol. OPNET 

Modeler itself divides the available metrics to Global, Node and Link metrics, where the first 

concern the overall network function and the other two are measured on specific network nodes 

or links. For the needs of the experiments, the overall performance metrics that were measured 

were divided in two additional sub-categories, the pure network metrics and the end-to-end 

Quality of Service metrics. Both categories and the specific metrics that they include are deeper 

explained below.  
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http://en.wikipedia.org/wiki/Windows_Store
http://en.wikipedia.org/wiki/Microsoft_Silverlight
http://en.wikipedia.org/wiki/Native_code
http://en.wikipedia.org/wiki/Managed_code
http://en.wikipedia.org/wiki/Code_editor
http://en.wikipedia.org/wiki/IntelliSense
http://en.wikipedia.org/wiki/Code_refactoring
http://en.wikipedia.org/wiki/Microsoft_Visual_Studio_Debugger
http://en.wikipedia.org/wiki/GUI
http://en.wikipedia.org/wiki/Web_designer
http://en.wikipedia.org/wiki/Web_designer
http://en.wikipedia.org/wiki/Class_(computing)
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http://en.wikipedia.org/wiki/Source_control
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Pure Network Metrics: As pure network metrics are described in this thesis the network 

performance metrics that are measured on the initial network topology when no traffic is 

implemented or when the traversing traffic does not have an effect on them. These metrics’ 

values remain the same regardless of the application and traffic rates that are running on the 

network. Metrics of this type can give an overall view of the performance of the configured 

routing protocols configured on the network, and depend on the specifically selected topology. 

During the experiment conduction of this project, the following pure network metrics were 

calculated:  

 

Convergence Duration: In routing protocol terms, convergence is the state that routers 

configured with a dynamic routing protocol reach, where they all have the same topological 

knowledge of the network or AS that they run on. Different routing protocols follow different 

procedures until they converge. In any case, the convergence state represents the phase where the 

appropriate information have been exchanged between participating routers, routing tables have 

been built, and thus, all routers are in stable state and can begin routing. The time needed for a 

network configured with a routing protocol in order to reach convergence is called convergence 

duration. Convergence duration can lead to conclusions about the protocol’s speed, because the 

sooner convergence is achieved, the sooner data can be forwarded. Furthermore, convergence 

duration can indicate how fast a network can return to a functioning stable state after a link or 

router failure has occurred.  

 

Convergence Activity: Based on the above mentioned information, convergence activity can also 

be measured in order to show the timestamps during the experiment, where convergence 

procedure routing information is being exchanged between the network’s nodes. The importance 

of this metric is similar to this of the convergence duration metric.  

 

Routing Table Size: Another metric that can be calculated on the initial pure network topology, 

is the routers’ routing table size. This metrics literally shows the number of route entries that a 

routing table holds. This specific value can also give a hint about the routing protocols’ speed. 
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As routers search their routing tables sequentially when seeking an available route to forward a 

packet, a routing protocol that introduces less entries in the routing table, will self-evidently 

achieve a higher routing speed. Again, the routing table size is  depending on the size of the 

topology and not on the type or amount of sent traffic.  

 

End-to-End QoS Metrics: Apart from the pure network metrics, network performance evaluation 

demands the measurement of metrics that have to do with the actual performance of the network 

when transferring data. In order to achieve a realistic network simulation, traffic flows have to be 

emulated. The end-to-end QoS metrics concern the reaction, speed and efficiency of the routing 

protocol configured network, when specific type of traffic is forwarded from a source to a 

destination. During the experiment conduction of this project, the following end-to-end QoS 

metrics were calculated:  

 

Throughput: Throughput is one of the more important and common network performance 

metrics. Measured in bits/sec or in packets/sec, it represents the amount of bits or packets that are 

successfully transferred over a link. High throughput values indicate efficient network function 

as packets sent reach their destination without being dropped and retransmitted for various 

reasons. Low throughput on the other hand shows lower speed and more utilization of the 

network capacity.  

 

End-to-End Delay: Another metric exactly corresponding to network speed, is end-to-end delay. 

This metric is calculated for every client-server pair where a traffic flow is running between 

them. End-to-end delay is measured in seconds and represents the actual time passed from the 

creation of the packet until its receipt at the destination. Obviously, lower end-to-end delay 

values indicate a better network performance. The lower the end-to-end delay, the faster the 

receipt of a packet.  

 

End-to-End Delay Variation: This metric, also known as ―jitter‖, refers to the dispersion of 

delay between different IP packets of a traffic flow. An average value for this metric can be 
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calculated for every client-server peer group. Obviously, high jitter is not desirable and it has a 

negative effect especially on UDP traffic and real-time applications.  

 

CPU Utilization: CPU utilization actually represents CPU overhead. A routing protocol can be 

evaluated based on this metric, according to the burden that it applies to the participating routers. 

The CPU utilization metric in OPNET Modeler shows the percentage of the CPU part that deals 

with IP packet forwarding. High CPU utilization values can lead to latencies as well as in 

dangers such as a router overload and failure. (Adarshpal S. Sethi, 2013)  
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