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JEREMY GRANT:  Okay, we are back from break.  I want to quickly introduce the next 

keynote address from Eva jelsz and James Lee from the Identify Theft Resource Center.  Let 

me turn it over to you. 

 

EVA VELASQUEZ:  Good morning, everyone.  Thank you, Jeremy.  Welcome.  I'm eave vells, 

President and CEO of the Identify Theft Resource Center.  For those of you who aren't 

familiar with us, the ITRC is a nonprofit organization established over 20 years ago to 

empower and guide victims, consumers, businesses, and government to minimize risk and 

mitigate the impact of identity crimes and compromise. 

 

I will be sharing the virtual podium today with James Lee the ITRC COO.  We are going to 

excuse trends we have seen at the center.  Last week we released our annual data breach 



report.  I will hand it off to James to discuss the key findings of that report and I'll jump 

back in with some trends.  James, take it away. 

 

JAMES LEE:  Good morning, everyone.  I trust you can see the slides.  The nice big shot of 

somebody's hands there. 

 

We did release our 15th annual data breach report last year.  As you may or may not know 

we have been collecting data on data breaches since 2005.  We started back then, we were 

basically collecting name, rank, and serial number all the way to today where we collect up 

to 90 data points per breach.  Not all breaches give us 90 data points but that's how many 

we could collect if that I am data exists surrounding any given data breach. 

 

Some conclusions from this year.  First of all, if my slides will cooperate, mass data 

breaches and the number of individuals impacted are down.  And that has been replaced 

by ransomware and phishing schemes.  Fewer expeditions to collect mass amounts of 

consumer information.  More about single attacks that can result in large amounts of 

things you can monetize. 

 

That is out.  This mass collection is out.  But more targeted attacks are in.  In particular, 

attacks that can yield logins and passwords.  Credentials are the coin of the realm today as 

opposed to what we have traditionally thought of as being the kind of information that 

threat actors wanted to collect. 

 

Lastly, this is the point that Eva will focus in on, while we are seeing this trend of a 

downward collection of mass amounts of data, we are seeing an increase in IDE fraud.  

Along with that we are seeing a decrease in these kinds of crimes and compromises. 

 

What does this year's data breach report tell us?  As you can see here, when you break data 

breaches into the constituent parts, at the ITRC we view this differently than some of the 

other reports you may see.  We make a differ between the breach and exposure.  The 



breach is where your system is actually corrupted and data is ex-filtrated.  It is removed or 

stolen from that place where it was created and was at rest.  That in our definition is a 

breach. 

 

You contrast that, though, with a exposure, a proceed mice.  That is where most commonly 

somebody forgets to put the password on the cloud environment.  So that data never 

leaves the environment where it was created or stored.  So it is available for viewing.  It is 

still data at risk, but it is not the same risk as data that has been ex-filtrated where it has 

been removed from that place where it was created. 

 

As you can see here, the longer term trend, going back to 2017, has been this -- lumpy, but 

it is overall a downward trend and mass collection of consumer information. 

 

Just from 2019 to 2020, that is about a 19 percent drop year over year.  It is a 33 percent 

drop over the life from our high in 2017 to the end of 2020.  33 percent drop in terms of 

overall. 

 

You can also see the number of exposures has also declined along with the number of, raw 

number of breaches. 

 

In terms of raw number of true data breaches and overall, we are basically back to where 

we were in 2016. 

 

Let's look at this a different way.  And that is, let's look at this contrast between impacted 

individuals as well as the breach, and break it into its constituent parts once again. 

 

So if you look at it from an individual impact, not a records stolen.  So a lot of the breach 

reports you will see elsewhere talk about the number of records that were breached.  We 

actually calculate the number of individuals impacted.  So here you will see that from a 



data breach perspective there are fewer people being impacted than the data 

compromises.  So those cloud environments that are being exposed actually expose more 

individuals to risk.  It is a relatively low risk but it is not zero risk, versus the people at a 

higher risk because of a true data breach.  There is a 10 million, 11 million swing there in 

terms of the number of individuals impacted. 

 

When you look at the number of people impacted, the drop is even more dramatic than 

the drop in data breaches. 

 

If you are looking at it year over year, that is a 66 percent drop.  That is a significant, very 

healthy drop.  That is very good news in a lot of ways.  If you look at it compared to our all-

time high back to 2016 where we hit the all time high in terms of individuals impacted, 

that's an 88 percent drop over time.  We should look at that as an indication that we are 

doing some good things to help slow and reduce the impact.  But it does not mean that we 

have to relax.  And it does not mean we can congratulate ourselves because the main issue 

that is driving this is the fact that the bad guys have changed tactics. 

 

Let's look at the root causes of these compromises now.  So we break them into three 

parts.  Cyber parts, human and system errors and familiar attacks. 

 

We'll start with cyber attacks because that is the largest constituent events.  We tracked 

878 events last year.  When you look at the stilts parts within that, phishings Smishing, the 

largest part of that component, followed behind that was ransomware.  Those are also 

hard to separate in large respect because most of those ransomware numbers, if you dig 

into those, are going to be realignmented in some way to a phishing attack, by and large.  

Still a significant number because of an actual breach of a system, particularly because of 

unpatched software. 

 

But those two elements right there make up the majority of the root causes of cyber 

attacks.  Both of those kinds of attacks do not require the level of mass information that 

we've seen collected historically.  They all rely primarily on what?  Logins and passwords. 



 

So we are going to talk about that more in just a second. 

 

System and human errors is the second component of the breach numbers.  152 events.  

You can see there's a big drop-off from the cyber attacks, which are the vast majority of 

events. 

 

I'll digress for a second.  If we were having this conversation in 2006 after our first breach 

report from 2005, you would find that we were talking more about physical kind of attacks.  

We are talking about paper kind of issues, not the cyber attacks that we are seeing today. 

 

In this human and system error element, the number one far and away is people just 

forgetting to configure their cloud environment.  Nothing more complicated than that. 

 

Now, we break out over into cyber attacks if there was an actual ex-fill traition of data from 

this failure to secure.  If data was ex-filtrated that's a cyber attack.  If it is not, it is a human 

error, somebody didn't do their job.  We can debate all day long why that is, but the reality 

is, there are a significant number of companies who still do not operate under the theory 

that they are responsible for the security of whatever goes into the cloud.  They think it's 

Amazon, they think it's Microsoft or Oracles, somebody's problem other than theirs 

because they were sold into the concept of a cloud environment as a way to reduce cost 

and effort. 

 

You are still responsible for everything you are responsible for on prem when you move to 

the cloud.  If you pick up your stuff and move it into the cloud all of your security has to go 

with it.  In large respects you have to have new kinds of security because of the nature of 

the structure. 

 

So what we see here is organizations still operating as if they are not responsible fully for 

cloud environment security. 



 

We still see a lot of emails and in some cases actual letter correspondence through the 

post that includes personally identifiable information.  We do still see people just emailing 

files with reames of personal information in it.  Not very often but it does happen.  It 

happens more often than what you see in the last category, which is physical attacks.  

Which is half of what you see in the system and human errors. 

 

Hand-held devices, tablets, still see some laptops, but not to the degree we saw five or ten 

years ago.  And then document theft.  People do still steal documents.  Or we did have a 

case this year -- in fact, most of the impact from that category was from a single incident in 

the Chicago area where a document management company went out of business and 

when they were cleaning up the storage that that company had previously, they discovered 

a storage rooms filled with boxes of primarily personal health information which 

supposedly had been destroyed years ago was still sitting in boxes in a storage room in 

Chicago. 

 

So in that case that was where there was paper documentation that existed with just vast 

quantities of personal information. 

 

OneNote here, it is not on the slide but I want to point it out.  That is we have almost seen 

the final throes of skimming devices, familiar skimming devices.  There are only five 

skimming attacks reported as the root cause of a data breach in 2020.  We probably all 

know why that is.  That is largely because of the changes in the point-of-sale systems.  The 

last vest tajes of a chip and PIN free POS system is still pay at the pump.  That was 

supposed to happen last year and now it's pushed to this year RFA once that happens we 

expect to see device-based skimming to basically go away.  We may still have digital 

skimming, either embedded in websites or in Bluetooth devices, but the good old-

fashioned replacing a skimmer on a point-of-sale system will be dead and gone. 

 

Here is an interesting slide because when you take all of what I just told you and you roll it 

into what does this mean for individuals and what does this mean for the kind of data that 

the threat actors are looking for, this chart tells you. 



 

The relative value of what we have built processes and infrastructure to protect does not 

match. 

 

We've built processes to protect account numbers, Social Security numbers, other things.  

We still have to protect those.  But because we have become very good at protecting those, 

the bad guys are looking for other kinds of data that they can use to monetize their attacks. 

 

This is where you begin to see that logins and credentials on the dark web marketplaces, 

and those identity marketplaces are valued far higher than what we traditionally thought. 

 

If you look at the data that is being compromised in both exposures as well as true 

breaches, yes, you are going to see a high number of Social Security numbers.  But those 

are used now as verification, not as the point of entry. 

 

You are going to see some credit card data.  But it is not going to give the bad guys the 

mass kind of cash that they are looking for.  You can see here on the slide, a price list from 

one of the major marketplaces, you know, your basic Mastercard or AmEx m get you 15 to 

$35, right? 

 

But if you drop down to your Gmail account, which as we all know people use the same 

login and password on multiple accounts, both at work and at home.  So if you can get that 

Gmail account, you may have the keys to the kingdom to be able to execute a very 

devastating ransomware attack. 

 

That Gmail account is worth 155 bucks.  My credit card, 15 bucks.  My Gmail account, 155 

bucks. 

 



My Social Security number in for an adult, four bucks.  Not exactly the most valuable piece 

of information anymore. 

 

These single highest priced items that you are seeing now on the dark web are two things.  

One, if you can esteem a Fortnite gamer skin, you can get up to $25,000 for a top tier 

player.  It has no impact on anything other than you have bypassed everybody else getting 

to the top of the heap and you didn't have to play all those weeks or however long it takes 

you to get to that level.  You can become a top player for 25,000 bucks. 

 

The the value of an email administrators' login, $120,000 to start.  This shows us the impact 

of what the bad guys are doing.  No longer interested in attacking 100, or 1,000 diewrms at 

300 bucks a pop when they can go to an organization, to a ransomware attack or phishing, 

compromise attack and get hundreds of thousands of dollars if not millions of dollars in a 

single attack. 

 

I want to talk about supply chain for just a second.  That is because we did have some 

anomaly last year.  That makes the point, why would you attack 500 companies when you 

get attack one company and get the information of 500 companies.  That is what happened 

with black Baud.  We saw this also linked to solar winds and now we are seeing there are 

other organizations hit that had no connection to solar winds, but a similar kind of attack 

through a supply chain.  Blackbaud for our discussion, though was a single attack.  Yet 

more than 500 organizations said our data was at risk because of that ransomware attack.  

Those 500 organizations represent more than 12 million individual people. 

 

So if we were to look at the data little bit differently, and you treat each of those as 

separate attacks, the numbers we talked about would be higher.  However, it was a single 

attack.  It was only a sing et effort by the threat actors which yielded them a significant 

amount of money for a relatively low amount of effort, which is exactly what they are trying 

to do. 

 



And now that is our data.  Eva is going to pick it up from here and talk about some of the 

other practical effects of the things that we've just talked about. 

 

EVA VELASQUEZ:  Thank you, James.  That was fantastic. 

 

And yes, now I'm going to touch on some other noteworthy trends that we saw last year.  

Look, I know this is an under statement to say 2020 was a unique year, but particularly 

when it comes to pandemic related fraud, it truly was. 

 

In addition to all the threats that we were previously dealing with, some of which James just 

highlighted, we saw other vulnerabilities in our systems and new exploitation types 

emerge.  The introduction of the economic relief packages while necessary created new 

opportunities and they were more lucrative.  So it really made the bad actors come out to 

exploit them.  They were especially prevalent in our distribution processes. 

 

These bad actors ab sconlded with those dollars, leaving those legitimately in need with 

little to no resource.  Recourse.  This was a problem at the federal and state level.  This 

bottom chart shows the contacts that the Identify Theft Resource Center received 

regarding stimulus payments.  A brand new fraud type for 2020.  You can see that spike in 

contacts in May.  Then it tapered off as 2020 came to a close. 

 

However, with the new round, this is now an ongoing problem.  We saw another spike last 

month in January 2021.  It is currently continuing. 

 

We had a similar experience at the state level.  This was with unemployment benefits, 

identity theft or unemployment fraud.  For context, this is not a new problem.  The use of 

someone else's credentials to obtain government benefits or services like unemployment, 

it has been around a long time. 

 



We, the ITRC, average about 10,000 cases and contacts annually every year.  Last year it 

was around 11,000.  And that's for all identity fraud types. 

 

In 2019 we had a total of 19 contacts into our call center for this particular issue.  Total of 

19 for unemployment, identity theft in 2019. 

 

In 2020 that number spiked to more than 900.  And it keeps going.  These are just the 2020 

numbers. 

 

Last month we had an additional, hmm, 145 contacts regarding this problem.  And no state 

was immune.  This occurred across all 50 states and to date it has cost us billions. 

 

Some recent numbers out of the state of California are reporting fraud numbers at about 

11 billion.  Of course, that's just what has been detected, just what we know about.  Those 

numbers are going to increase. 

 

You know, stepping away from the dated for just one second, our front line advisors 

handling these calls were reporting to me daily that people were contacting us crying, 

sobbing really, because after they finally got through, after weeks of trying, to file their 

claim their claim was denied.  And they were denied because they were told they were 

already receiving those benefits. 

 

That in turn made them have to start all over again, report the fraud, wait Forrest luges, 

and then wait to receive those essential dollars to meet their basic needs. 

 

Most of these people were reaching out to us because they couldn't get in touch with 

anyone at the appropriate agency to report or resolve the problem.  They were truly stuck 

not knowing what to do.  It was heart breaking for everyone on our team. 

 



That is a huge problem in and of itself.  The agencies simply did not have the resources or 

capacity to be respond to the problem and meet those needs. 

 

Now, again we've talked about a lot of data.  So James, next slide, please. 

 

And I am not going to dispute that it plays an important role of our understanding in the 

landscape, but it is not the entire story.  It doesn't give us the full picture.  Are we playing 

musical slides? 

 

JAMES LEE:  Yeah.  Technology, you know? 

 

EVA VELASQUEZ:  Has a mind of its own? 

 

JAMES LEE:  This is a technology group, right?  Of course it is going to misbehave. 

 

EVA VELASQUEZ:  Okay.  Now, this is where I would like to really do more to humanize 

some of this data.  It is really easy for us to forget when we analyze all of these numbers 

that behind every one of them, there is an actual person that is being represented whose 

lisp is being adversely impacted. 

 

And I believe that building and sharing a better understanding of these impacts is really 

one of the critical roles that the Identity Theft Resource Center has.  It is a huge part of our 

mission.  One of the ways we accomplish this goal is through the aftermath study.  We 

assess all the victims from the previous year and ask them about their experience.  Not 

how much time did you spend, how much money did you lose.  We go much deeper than 

that.  What were the emotional, the physical, the behavioral consequences?  How was your 

life impacted?  What were the lost opportunity costs? 

 



And when I say lost opportunity costs, consider the job applicant who doesn't pass the 

background check due to fraud or the will college-bound student unable to obtain 

necessary loans because a theech undestroyed their credit, unbeknownst to them and they 

have to delay pursuing higher education until they remediate those cases.  How do we 

assess those lost   opportunities.  We ask those questions in the aftermath and I would like 

to highlight the data from the recent survey.  We are seeing increases in frustration, 

powerlessness, vices in feeling vie lited and. 

 

The re-victimization rates and suicidal feelings.  28 percent of notices vur vad indicated 

they were a previous victim of an identity crime versus 20 percent in the previous 

aftermath study.  The increase in suicidal feelings hit double digits for the first time, the 

first time since web doing this study. 

 

And while we generally will have a small number of respondents, 3 percent, 6 percent, 

reporting that they were feeling suicidal, which is absolutely tragic, this year it was 10 

percent.  Let that sink in.  It was 10 percent of victims felt so overwhelmed and 

despondent, they considered ending their own life as an option. 

 

Now, we will be releasing this full study in May.  I encourage everyone who is listening to 

add it to your required reading.  It really helps us not only to identify the trends and do a 

deep dive into the data but it reminds us of the people behind all of this data. 

 

Next slide, please. 

 

Well, with all of those increases that we have been talking about, there is one thing right 

now that is an increasing and that is funding for victim services.  So this is happening at the 

same time while all of those incidents are skyrocketing.  If you take a look at the chart, the 

FTC chart reporting fraud rates, that blue line, you can see the increases in all fraud types.  

The orange line is just identity theft. 

 



So while we are looking at these numbers of increases across, again across all fraud types 

and identity theft, the funds available for victim support and services programs is trending 

downward over the last few years.  In 2019 there was approximately 2.7 billion made 

available.  Last year that number dropped to 1.8 billion. 

 

Now, the vast majority of those funds are in the form of block grants.  They go to the states 

to administer their programs.  Within that there is a small amount, the amount of 

discretionary funds.  These are the types of funds that ITRC and other NGOs use to fund 

their programs.  And they've also significantly decreased.  In 2019 it was 311 million.  In 

2020 it was less than half that amount, 144 million. 

 

For those of you who aren't familiar with the VOCA, the victims of crime act and the fund 

that I'm talking about, these aren't taxpayer dollars.  This is a fund that is replenished by 

criminal fines, forfeited bail bonds, penalties, special assessments.  Deposits have 

decreased due to the amount of fines and penalties recouped in criminal cases. 

 

We are not the only ones talking about this issue.  Recentlily 56 Attorney Generals adopted 

key changes.  The main focus has been on government run programs for victims, 

particularly victims of violent crimes, we can't forget about those discretionary funds that 

many charities rely on to serve their populations, in particular nonviolent crime victims, 

identity theft victims, fraud victims.  I think it's time we stop kidding ourselves that being a 

victim of identity theft or fraud or cyber crime is not a life-altering event.  We know that it 

is.  The victims are telling us that it is.  The findings of the after math report are telling us 

that it is.  Let's consider the long-term consequences of this trend just in our space, just in 

the identity crime and compromise space. 

 

If we no longer have choices, support for victim, victim support programs for nonviolent 

crime programs, we limit the recovery options.  Victims will have only paid service 

providers to turn to in their time of need.  And we know from the numbers we saw with the 

unemployment identity theft, with the stimulus identity theft, these are not targeting high 

net worth individuals.  Many of these folks don't have the disposable income to pay a 

service, hire an attorney to assist them in reclaiming their identity. 

 



 

This is not the direction that we want to be heading in.  We need more options, more 

resources for these victims, not less. 

 

Thank you, everyone, for this opportunity to share our thoughts.  And our perspective.  

Now I'll turn it back to Jeremy. 

 

JEREMY GRANT:  Hey, thank you, Eva, and thanks, James.  That was a great overview.  Well, 

great in terms of statistics.  A little bit depressing in terms of some of the outcomes. 

 

I do think it's worth flagging, we'll talk about this later in this session, that Congress and the 

spending bill has put requirements in place for states to be doing identity verification on 

unemployment claims but there is not new money to help victims of identity theft who 

already had something stolen.  I think it was Brian Krebbs last week had a story on how a 

lot of victims are getting tax bills around the identity claims.  There is much, I liken it to we 

have this -- 

 

EVA VELASQUEZ:  There's a long tail on this fraud. 

 

JEREMY GRANT:  The patient is wounded in a lot of places and we are putting one Bandaid 

in one place when we need a holistic approach. 

 

We have questions that came in between Zoom and the live extreme.  We need to keep 

things moving.  We'll get back to people if we can. 

 

From, Eva an James. 


