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Congressman Bill Foster - Representative (D-IL 11th District) 

MODERATOR Jeremy Grant - Coordinator, Better Identity Coalition 

JEREMY GRANT: Welcome back, everybody, hope you managed to get lunch, go for a stroll, 

see what the kids are up to.  I did get a beautiful video from a participant, showing how 

much the daughter enjoyed the music, doing ballet with our background music playing 

before everybody came back in. 

 

So glad at least one person was making the most of it.  I would have selected something 

more upbeat myself. 

 

Welcome back to the second part of our identity policy forum.  We talked a lot in the 

morning about the problems with inadequate digital ID.  We want to shift to talk about the 

potential ways to make things better. 



 

I'm thrilled now to welcome Congressman Bill Foster to our virtual podium.  Many of you 

had the pleasure of hearing him before on this topic.  He has been an amazing leader the 

last few years around digital identity and authentication.  Leading the charge in the 

Department of Health and Human Services to work on a patient identifier to solve some of 

the errors in-patient matching.  Looking at the financial services to leading the charge last 

fall in introducing the bipartisan improving digital identity act. 

 

I think Congressman Foster is also singularly unique in his understanding of the technical 

issues an standards at play.  I can safely say the only member of Congress I have talked to 

about the difference between the traditional FIDO standards for authentication and the K 

FIDO extension that was developed in Korea. 

 

With new Congress in place he has been thinking a lot about what comes next.  Without 

further ado please welcome Congressman Bill Foster.  Thank you. 

 

BILL FOSTER:  Well, thank you, Jeremy.  I want to thank the Identify Theft Resource Center, 

Better Identity Coalition and everyone for inviting me today. 

 

This is a year I expect great progress on secure digital identity for Americans.  I would like 

to say a few words about the technological forces I feel are converging to make that 

happen.  First and foremost the COVID crisis has laid bare many of the inadequacies of the 

identity system in the U.S.  Particularly as our economy becomes reliant on the digital 

space both in efforts to combat the epidemic and in our ordinary lives. 

 

Just to pick one example we saw over a million stimulus checks that were sent to dead 

people.  And for millions of others the stimulus checks were delayed because of difficulty in 

verifying who was eligible, where they lived.  That is particularly true for low income 

Americans who might not have filed taxes every year. 

 



We saw thousands of PPP loans to small businesses delayed because it took too long for 

banks to conduct the know your customer background checks on new customers. 

 

It just is clear that there are many, many points of friction in the federal government's 

effort to connect with Americans.  Digital ID would make direct distribution channels 

seamless to Americans, saving Americans the time and money to help them, help us all 

move more quickly during economic and healthcare crises such as the one we're in. 

 

We must learn from these experiences and do much better.  As our economy recovers. 

 

At the same time American consumers and businesses are getting, continuing to become 

more and more disgusted with the time and money wasted through identity fraud and 

demand what we can do as policymakers for people to safely interact in the, ransomware, 

malware attacks, phishing attacks, they are more sophisticated.  Digital identity would allow 

those to be fought more effectively. 

 

There are a number of other forces converging.  Maybe I'll list some of them.  One of them 

is simply the deadline for implementation of the real ID.  And digital driver's license which I 

believe has an October of this year implementation date finally. 

 

And it is going fob required for air travel next fall and that date, I believe, will be one of the 

major things forcing action finally on immigration reform. 

 

There will also be a huge desire to carry that ID on a cell phone.  So really I was encouraged 

to see a session I think later today on digital driver's licenses which are the embodiment of 

secure digital ID.  That also takes advantage of the unique role of government to maintain a 

biogeometrically de-duped list of U.S. citizens and those who are legal to live, work, pay 

taxes here. 

 



There are also a lot of relevant technological progress independent of government action.  

The use of secure enclave on a modern cell phone as a FIDO second verification device is a 

huge step forward in the feasibility of this for many Americans. 

 

And the increasing use of privacy preserving biometric sensors on those smartphones to 

pair human beings with their smartphones as means of providing digital ole authentication 

of a human's identity.  Those are going to transformative, and they already are. 

 

Another thing is the near universal access to cell phones.  In the U.S. I think over 95 percent 

of people now have access to a cell phone.  And there are bipartisan efforts to provide 

universal and especially rural broadband to make those cell phones useful everywhere. 

 

There are constellations of satellites launched soon that will make this realities even in the 

most isolated situations. 

 

I was amazed but you can get a decent smartphone with five pixel p front camera and back 

camera for $99.  The bare bones data plan for something like ten dollars a month. 

 

When you look at the spectacular success of telemarketing during COVID it makes it clear 

that providing cell phones, particularly to those without a lot of means, is a very cost 

effective thing to do for Medicaid reasons alone.  And will provide them a universal 

platform to authenticate and to provide a secure digital ID for all Americans. 

 

The federal stimulus payments as I mentioned highlight the need for high quality de-duped 

list of who is eligible and the means of authentication to receive those payments. 

 

One of the many uses that -- we can spend the next half hour going through the loping list 

of government uses for secured digital ID.  That's one of the reasons that I along with 

representative Katko who I think will be speaking to you tomorrow introduced the better 



digital identity, improving digital ID act, to get the government part of identity working 

much better than it currently is, and get all of the government agencies that will benefit 

from a better means of people Tom authenticate who they are, get them in the same room 

and get them moving towards at least on the government end making this a reality. 

 

Electronic health records, as Jeremy mentioned, are crucial.  You know, this business being 

highlighted by the need for vaccination records, appointments, eligibility criteria for 

vaccinations, all these sort of things will be made massively easier with a secure digital ID 

and means for citizens to demonstrate who they are. 

 

And we have had, I think, pretty good luck over the last three years at moving forward the 

repeal of the ban on a unique patient identifier for all Americans.  I view this as sort of an 

indicator, a wind sock to say which way the wind is blowing because in three votes in the 

U.S. House over the last three years repealing the ban on the unique patient identifier went 

from something that was proposed that went down in flames to passing with bipartisan 

majority, to passing unanimously last time we brought it up, with a big part of the political 

motivation behind that being the opioid crisis and the need for an opioid prescription 

database for which a crucial part is a biogeometrically de-duped list, at least everyone 

taking opioid prescriptions. 

 

Another big portion on the hors are digital bank currencies.  The Chinese for rays, they are 

going to insure dues a central bank didn't currency.  We have the Facebook Zebra which 

has been re-branded, but all of these, if you are going to prevent fraudulent use of them, 

things like ransomware, there has to be third party anonymity in these transactions with a 

trusted third party.  I think rather than having that be Facebook, I think most Americans 

would be more comfortable with having that trusted third party be the Federal Reserve.  

That requires a high quality digital ID, which is another killer app for a digital ID. 

 

Another interesting set of forces have to do with bipartisan concern over voter fraud and 

vote other suppression.  Digital driver's license when implemented ties a person on to a 

unique address, where they live and pay taxes, can provide a guarantee of voter access and 

prevent many kinds of voter suppression and it can also guarantee that the ID cannot be 

used in multiple locations, which is a big worry particularly on the other side of the aisle. 



 

And I suppose it cannot be used by a dead person either, which is a well-known problem in 

the Chicago area. 

 

And then finally, as I mentioned, comprehension itch immigration reform.  This is a real 

priority with the Biden Administration.  And a roadblock to getting a secure digital ID when 

we get past that. 

 

I think that will clear away that major roadblock where the fundamental bargain that was at 

the heart of the 2013 Senate-passed immigration reform bill is simply that yes, we would 

have a tough but fairly path to citizenship for the 10 million or so law abiding people who 

deserve the path to citizenship.  In return we would have real enforcement of E-verify.  It is 

no longer possible to hire someone who is not legal to hire in the United States.  That 

bargain, I believe, is still accessible.  And will be a huge step forward towards getting 

political buy-in on both sides of the aisle for a real secure digital ID. 

 

Anyway, happy to see you keeping things going on this.  Particularly on the technological 

front.  I think there's going to be a lot of political progress to go along with that in the 

coming year. 

 

JEREMY GRANT:  Great.  Thanks, appreciate your comments today. 

 

So first question I think that is on my list but I think also -- sorry, my camera keeps deciding 

to lose focus and then finds me again.  Can't identify me.  Go figure. 

 

Questions have been, I think a lot of folks are interested in.  Obviously the bill that you and 

Congressman Katko put out last year got positive attention.  Any thoughts of reintroducing 

that bill this year and what the process would be around that and its prospects? 

 



BILL FOSTER:  I think the positive attention that it got will continue.  And we do intend to, 

you know, reintroduce it.  I think it r its prospects are better.  Now that the Senate is not 

purely the place where we send good legislation to die.  You know, really the bipartisan 

recognition that the time has cometo raise our game. 

 

But Jeremy, you have to tell me those are not 8-inch floppy disk boxes behind you. 

 

JEREMY GRANT:  This is a virtual background.  My home office is much less interesting.  I'm 

thrilled that it is so virtual that it almost looks real. 

 

I might have some in the attic, some floppy disks. 

 

Next question I wanted to ask.  Let me follow up a little bit more.  You were talking about 

central bank digital currency.  You had a lot of interest in the digital dollar. 

 

Talk more about the role that strong identity infrastructure is going to play in helping make 

the shift to that platform.  And just to load the question up a little more, our opening 

keynote this morning was the Deputy Director of FinCEN, Michael Mosier who was talking 

about -- FinCEN has seen more than a billion dollars in loans and identity theft cyber crime.  

Maybe you can provide more back ground on those topics. 

 

BILL FOSTER:  There has been a long debate about what the appropriate design for a 

central bank didn't currency should be or even if we should have one.  One thing that 

people don't realize is that each one of us already has an account with the federal 

government.  You know, when you decide I'm going to take this year's tax refund and apply 

that refund to next year's tax payment, guess what?  You have an account with the federal 

government. 

 



And with that account goes all of the concerns about identity fraud.  In fact, fraudulent 

claiming of IRS tax refunds is over a billion dollars a year in fraudulent transactions. 

 

We are already facing that problem in one area as a government.  It is an ancient 

suggestion that you simply say okay, you have an account with the Federal Reserve or the 

federal government and that when I want to pay Jeremy ten dollars, that we both 

authenticate ourselves to the Federal Reserve.  And I identify my account and authorize the 

transaction and then the Federal Reserve transfers ten dollars of balance from my account 

to his. 

 

That sort of transaction we don't have to know each other's names.  And so that is sort of 

third-party anonymity comes close to cash.  It is not quite the same as cash.  I think in the 

end the fact that electronic cash transactions, financial transactions operate so rapidly that 

we cannot afford to lose the control point, either of having third-party anonymity or in the 

case of physical cash, the control point we have, you have to move that cash across 

borders or leave it in a secret Dropbox somewhere.  That allows you a chance to catch the 

bad guys in a way that can't happen with ransomware, for example. 

 

So I think there really isn't an alternative to having high quality digital authentication.  You 

don't have to know the person's name, but you have to know there is a real legally 

traceable person there.  That I believe is going to be an advantage to the countries of the 

free world that have a trusted court system because ultimately when you decide that, well, 

you know, someone dragged you off into annal Lee put a gun at your head, get out your 

phone and transfer a bunch of digital cash to some other, to my cell phone?  You know, 

that is not going to be -- you are going to want to go to a court, verify who you are, that the 

transaction was fraudulent, mistaken or criminal.  And have that transaction reversed.  And 

also to deanonymize the person on the other end of that transaction. 

 

Again, I believe you will need a trusted legal system behind these.  If we play our cards 

right, the free countries, the free democracies of the world will have a competitive 

advantage that China and non-free countries will never be able to touch. 

 



JEREMY GRANT:  Thanks.  Those are some good points. 

 

I wanted to ask a question.  Somebody who, the comments flagged this year will be the 

tenth anniversary of the unstick program, nationality strategy for trusted adds in 

cyberspace.  The Obama Administration, I led the program office for a few years. 

 

The question is:  We are talking a lot about the same issues but we have been through a 

pandemic the last year that has made it much more clear to everybody how important 

digital identity is.  Last year you were named by speaker Pelosi to the House select 

committee on the coronavirus crisis, looking at health issues but more broadly to the 

country's response to it. 

 

There was a panel right before you where we had everybody from folks from the SBA to 

Google to online notarization company all talking about how the inadequacies of what we 

have in the U.S. hindered a lot of aspects of the country's ability to responds to the crisis, 

delivering pandemic services,. 

 

Are you seeing the pandemic build more of a case for investments here in this space?  And 

are there things that you are looking at within the select subcommittee on the coronavirus 

that identity might play a response? 

 

BILL FOSTER:  Part of what we are going to be doing in the coming session of Congress is 

going to be having an after-action review and look laterally at other countries and what 

they did better. 

 

There is no question even at this point that if you have a secure digital identity, the 

equivalent of a digital driver's license with very high penetration into your population of 

that device, there are huge advantages.  It provides -- one of the big things we are 

struggling with right now, people are signing up for multiple vaccine appointments to be 

sure of getting one.  If they make three appointments and show up for one of them and 



two-thirds of the appointments get wasted and that means the vaccine ends up getting 

wasted. 

 

Just the efficiency of having a unique identifier so you can say here is your priority, your 

place on the priority list.  If people wish to get contacted, they can then get contacted when 

their area has vaccine available, with a list of places where they can get.  They can use that 

same authentication to reserve a place in line to get their vaccine. 

 

The countries that have that in place have had a huge advantage in not only vaccines but in 

testing.  And there's going to be an interesting discussion around the world having to do 

with vaccination certificates.  And there is already fraudulent business where people who 

are, don't want to take the vaccine get, go buy a fraudulent certificate from a pharmacist or 

a fraudulent certificate if they don't pass the test. 

 

This is where you need a high quality biogeometrically tiled identity to make sure that 

people are not cheating on this. 

 

JEREMY GRANT:  Thanks.  Some of the vaccine certifications, it's a good topic.  There are 

discussions in parts of the identity community about creating a passport to prove that you 

have been vaccinated but of course we are now at a place where millions of shops going 

into arms right now and we don't have the infrastructure in place.  The question is, is there 

a way to catch up? 

 

BILL FOSTER:  Yes, with a high quality digital driver's license, that type of product installed 

on essentially everyone's smartphone, then adding just an additional credential that says 

yes, you are vaccinated.  That is an easy project to add.  Women, I'm sure everyone in the 

audience knows that how you pile on additional credentials to an existing trusted identity 

and that is the way we have to move as a country and as a world. 

 



And we have to do that internationally.  One of the things that is new with the Obama 

Administration compared to the last one is an eagerness to collaborate with the free 

countries of the world and in the identity space, you know, that's the very front of the need. 

 

JEREMY GRANT:  Let me ask you one last question about the new Biden Administration.  So 

the bill that you and Congressman Katko put out last year while legislative in focus, a lot of 

it is focused on trying to get the Executive Branch to take a White House led whole of 

government approach.  And I think the philosophy behind it is interesting in that it 

recognizes that authoritative identity sources are split right now between the federal, state, 

local level.  It calls for bringing all those parties together under the auspices of the White 

House to essentially figure out how do we address this with the systems that we have 

today going forward rather than, you know, some of the more outdated ideas we've seen 

of well, we need a new national ID or something like that. 

 

Obviously with the new administration with a lot of new ideas, a lot of what was in the bill 

could be driven through executive action, like an executive order.  I wonder if you have any 

thoughts or views on what you might want to see the new Biden Administration here to 

jump start action. 

 

BILL FOSTER:  Basically one of the real mandates is to make government help people in 

their every day lives.  And a high quality digital ID would be very visible way of delivering on 

that promise. 

 

The amount of time wasted by everyone, oh, everything from spending time on hold when 

someone steals your credit cards and starts using them in some foreign country and you 

have to replace your credit cards, a long list of ways.  When you go into some new clinic 

and have to spend half an hour filling out forms that you know are already present on 

many other computers elsewhere.  Just a unique patient identifier alone would save -- 

there are estimates, above 100,000 people a year would be saved by that.  And if that is 

true, we can actually start reversing some of the lives that wore lost in the pandemic by 

positive government action to save people's lives. 

 



JEREMY GRANT:  Great.  Well, I really appreciate you taking the time to come talk with us 

today.  We have had, I think, between our livestream and the Zoom, about 300 people 

during most of this time.  So definitely a good audience.  I appreciate your partnership over 

the last couple years working on this issue.  Look forward to working with you in the 

months ahead. 

 

BILL FOSTER:  Great.  The finish line is in sight in this.  I think one of the only benefits of 

COVID is that it made it clear to many people that the time is more than past. 

 

JEREMY GRANT:  Appreciate it.  We'll take about a three minute break here before the next 

panel in case anybody needs to stretch the legs and we'll come back with the panel who 

will be talking about some of the same themes we talked about with Congressman Foster.  

We'll be back in a bit.  Thank you, Congressman. 


