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 JEREMY GRANT: I'm happy to welcome Congressman Katko.  For those who don't know 

him, he was especially elected to represent New York in the house of represents in 2014 

after a 20-year career as a federal prosecutor.  In Congress he was recently named will 

ranking member of the House Homelands Security Committee.  He is focused on 

cybersecurity and ways to improve it in the public and prosecutor.  He was the lead 

cosponsor of the bill on improving digital identity act last year. 

 

I'm thrilled that you are here to share your thoughts.  The floor is yours. 

 

REP. JOHN KATKO:  Thank you fortuning in this afternoon, this morning on this topic.  

You're right, Jeremy, when I became the Republican lead for Homeland Security I made it 

clear that the number one priority would be financial issues the you'll hear from my speech 



why that is an important topic.  It is getting a good response from the democratic 

leadership.  I think we will have good stuff this term.  I'm excited to talk about all of that 

today. 

 

But as you all know our Homeland Security national security economic security and way of 

life are threatened in unprecedented ways by sophisticated adversaries.  Being vigilant is 

no longer enough.  Today's threat environment demands posture of unwavering resilience.  

This is particularly true for ensuring the sanctity and resilience of our digital identities.  As 

almost everything we do in the digital world flows downstream from this.  Let me say 

something that doesn't get said enough in today's world:  Digital identity is Homeland 

Security.  Let me repeat.  That digital identity is home lands security.  One is foundational 

for the next.  Think about it.  Online banking, airport check ins, authentication on your 

network.  Requesting health records, all of niece require confirmation that you are indeed 

who you say you are.  These issues will be a big focus much mine going forward. 

 

I'm honored to lead the House home lands security committee, working to protect our 

nation and holding those responsible who seek to disrupt it. Cybersecurity and digital 

resilience issues will be a top priority within that portfolio and for very good reason.  Over 

the past several years we have seen a significant rise in the number of cyber crime related 

attacks against our nation's critical infrastructure, state and local governments and small 

businesses.  It has been crippling.  Consulting across all these lines is a concept of integrity 

of digital identity. 

 

We know that our cyber adversaries are highly sophisticated and looking for novel ways to 

maximize the consequence of their malicious actions.  The will p COVID-19 pandemic 

increased the attack surface for them to target.  Everyone even home office is a potential 

entry point to compromise broader networks.  Lord knows in the last few years the 

number of entry points in any home pre-than pandemic has exploded. 

 

It is critical that the people accessing our critical systems are indeed who we actually want 

on those systems.  That's why I was heartened to see that CISA including identity 

management as a critical function.  That's ensuring the integrity of digital identity is equally 

important to Homeland Security as keeping the lights on.  Important and equally crucial. 



 

I am working with Congressman Foster and others to introduce the improving digital 

identity act in the 117th Congress.  As you know, the legislation will form an interagency 

task force on security digital identities, including representatives from the Department of 

Homeland Security, which place plays a leading role in this space.  The legislation will also 

establish a standard framework for federal agencies while providing digital identity 

verification services. But lastly and for sure something very important for all of you, the 

legislation establishes digital identity innovation grants to support state and local 

governments to develop secure systems. We are working on trying to make sure that that 

is very well beefed up going forward. 

 

Last thing I want to touch for a moment on the biometric entry and exit issue.  That is 

something very important to me in my role as Homeland Security. After 9/11 Congress 

authorized the entry of fingerprints and face collection at points of entry to enhance 

security.  The facial identity technology was not ready for prime time until recently. Some 

implementation, since implementation, CPP caught more than 300 imposters attempting to 

enter the U.S. with nearly 20 percent of them having criminal records. Biometric entry and 

exit technology is located at only 25 of the more than 300 U.S. ports of entry.  That is not 

enough. About biometric identity, algorithms continue to improve rapidly and are 

independently tested by NIST experts.  Their algorithm was detected to have undetectable 

bias.  Bias is insignificant and getting smaller as we go forward.  The entry and exit role has 

been small scale because of funding, we have identified hundreds of imposters using 

stolen, altered or stolen documents.  It is important to know who is entering our country.  

Homeland Security must prioritize these efforts in the expansion to all ports. 

 

From a practical standpoint, just guest worker visa program, you reduce the fraud to next 

to nothing if you use biometric data.  I expect biometrics to be a game changer in our 

efforts to combat crime in the 21st century.  It was a game changer for me as a prosecutor 

and going forward I would like to see more of it. 

 

With that I look forward to the discussion here today.  You can ask me about any topic you 

like.  I'm happy to answer any questions. 

 



JEREMY GRANT:  Great.  Hey, I appreciate you taking the time to come today. 

 

I've got a video camera that likes to go blurry at the wrong time.  Hopefully you can see me 

now. 

 

You mentioned real quick during your discussion that you partnered with Congressman 

Foster last year.  Do you have any thoughts on the timing of reintroduction this year?  

Whether there are tweaks to it or prospects in the Senate? 

 

REP. JOHN KATKO:  Sure.  It is highly likely we'll get it introduced this quarter.  It is will be 

February.  The next four to eight weeks no doubt we will introduce this thing.  What is 

important, we were developing the relationships in the 98 that are critical to get this thing 

passed.  I think we will get it out of the House.  I had good discussions with Senator 

Portman, our mirror committee in the Senate, as well as the leadership in the Senate. 

 

And they all are very interested in cyber related matters.  The staff and I are building 

bridges, not burning them.  Burning bridges on this side with the leadership on the 

Democratic side and doing the same in the Senate.  I'm confident we will get something 

going soon. 

 

JEREMY GRANT:  Good to hear it is moving forwards on a bipartisan basis.  This is not an 

issue that needs to get -- I. 

 

REP. JOHN KATKO:  Bipartisanship is not a dirty word contrary to what you see in the 

news. 

 

JEREMY GRANT:  Talk about the environment.  The first panel today is how the COVID 

pandemic has impacted so much, especially with the elimination of so many in-person 

transactions.  Do you think the environment now because of the pandemic, not just 



because of how difficult it has been to do things online but some of the celled cyber crime 

we have seen, it makes it better to get something done this year? 

 

REP. JOHN KATKO:  Necessity is the mother of invention and solar winds opened people's 

eyes.  So many things overwhelm that but people in the know, people in Homeland 

Security, my counterpart, Benny Thompson, we know how important it is.  Benny knows it 

is my top priority for Homeland Security.  In fact, my staff reflects that.  I hired a bunch of 

people from the cybersecurity.  My staff director was a major figure over at CISA, Danial 

crows.  Now is the time to do it.  I think that working in a bipartisan manner to try to get 

something done is always tough here but there's nothing controversial about securing your 

networks.  That is inherently a bipartisan issue.  There is a lot to get done this year.  

Senator Portman and the others in the Senate believe that as well. 

 

JEREMY GRANT:  Great, thanks.  I want to touch a little bit on solar winds and some of the 

role that passwords might have played in it.  One of the interesting things, it is a advanced 

persistent threat, you have to determine the attacker who is using a whole bunch of 

different tactics in order to launch breaches.  One of the things we have been learning in 

recent weeks in what is coming out from CISA and other agencies, some of the breaches, 

we are calling it a high level to solar winds APT, than weren't tied to solar winds products at 

all but more like compromised passwords. 

 

Likewise we heard yesterday from FinCEN's Deputy Director, Michael Mosier, compromised 

passwords are leading to millions of dollars a month with account take overs and what not, 

even month. 

 

As you look at cybersecurity in the committee, are there things you can do to push away 

from pass wards to other things? 

 

REP. JOHN KATKO:  Solar winds is the tip of the iceberg and people out there hope that it 

stays to solar winds and other entities don't get in there too much. 

 



Here is the deal.  This campaign was much, much larger than a single company.  There's no 

question about that.  And I have been pressed by my colleagues since it happened. 

 

Last Congress I introduced the cyber essentials act, a bill that directs CISA to publish 

evidence-based user controls that Americans can use to bolster cyber hygiene.  Better 

protecting your home WiFis, on and on.  CISA has responded to the challenge, I think.  I 

have been very pleased with their ability to develop a response to our prioritization of this 

issue.  And you know, CISA is cyber essentials toolkit is one of them.  That's something that 

my team and I are working to build upon this term in Congress, to build even more 

capabilities with CISA to help us in this area.  It is going to take funding.  We can talk more 

about that later.  Right now I think the cyber essentials Act is very much a step in the right 

direction. 

 

JEREMY GRANT:  I agree, that's a great bill.  Hope to see it come up again.  Let me pivot to 

funding, particularly the topic of state and local cybersecurity funding.  The bill last year 

would have created a new set of, I think it was called digital identity innovation grants that 

focused on seed dollars to help states accelerate their investments in updated digital 

identity systems particularly making the transition, how do you transform the DMV from 

issuing plastic cards to something that is a digital identity as well. 

 

You worked with Senator Thompson that would set up a DHS than grant to improve 

cybersecurity across the board.  Given the criticality of cybersecurity, how do you see those 

efforts playing out this year? 

 

REP. JOHN KATKO:  They are interwoven.  You have to push both.  I'll give, digress and give 

an example.  Election security.  This is how fundamental the problem is at the state level.  

They are not funding their cybersecurity the way they should.  I did a round table in my 

district before the election last year, about a year ago.  And the IT person that works to 

keep the election system secure is just, they share time with all the other County agencies.  

Each County has their own election security official.  When they get all the communiques 

from the task forces, the digital task forces that we have set up, they can't even, the people 

can't even digest them, the people that are running the election agency. They rely on the IT 

folks and they can't possibly digest it either.  We set up a grant program to give them 



regional-based IT folks that are specifically laser focused on that. That's how fundamental 

the problem is.  Overlay that with what you are talking about, drilling down into the nitty-

gritty more.  They just don't have the capability to do that. 

 

And what we have to do with the grants, not just provide the money for them and get the 

money to them, but we have to kind of make sure that they are using it in the right way and 

have some guardrails on it.  If we say you need to do this for digital identity authentication 

issues, make sure that's where the money is going and that's what they are using it for that.  

This is definitely a high priority for us going forward. 

 

JEREMY GRANT:  We will have a panel in about an hour with Michael Kaiser from defending 

digital campaigns and people and Bob Lord and others talking about FIDO security keys like 

this to lock down campaign accounts. 

 

REP. JOHN KATKO:  Yeah, yeah. 

 

JEREMY GRANT:  One good success story, thinking about efforts like yours over the last 

year helped people keep focused on this as opposed to what we saw a few years ago which 

was unfortunately not prioritizing these, sometimes not great consequences. 

 

REP. JOHN KATKO:  Yes. 

 

JEREMY GRANT:  Those are all my questions today.  I appreciate you taking the time to 

come talk to this group.  We have a few hundred people online participating.  I appreciate 

the partnership and the assistance.  We are looking forward to working with you more this 

year.  Thank you for taking the time today. 

 

REP. JOHN KATKO:  Don't wait for us to ask you.  You have to be offensive with us and tell 

us what you need and when you need it.  Our shop is always open. Like I said, Homeland 



Security protects, has a broad mandate but there is nothing more broad than the 

cybersecurity issue.  It crosses all lines.  It affects everyone in this country.  It is something 

we have to be laser focused on.  Good folks like you who live and breathe it, tell us what 

you need and when you need it.  Okay? 

 

JEREMY GRANT:  We appreciate it.  We'll definitely stay in touch. 

 

REP. JOHN KATKO:  Thank you very much.  God bless. 


