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JEREMY GRANT: let me welcome you to our panel on how FIDO authentication helps 

secure the 2020 election.  As I mentioned earlier, I think this is one of the best, most under 

appreciated good news stories of the past years.  To provide some context, this 2020 

election as wild as it was missing a particular bit of drama we saw in 2016, we didn't see 

any campaign or political policy stacks where emails were stolen and broadcast 

everywhere. 

 



What the Russian government did in the last election was a fact and we don't want to see 

that happen to any party or candidate. 

 

What hasn't gotten attention is how it happened.  As a guy in and around this says I had a 

lot of people ask me after we saw will John Podesto's personal emails phished, didn't he 

use multifactor authentication?  It was, but phishable.  It was a password used for 20 

seconds.  It enabled hackers to access that account. 

 

History is not repeating itself.  These people on the panel have led political and campaign 

organizations to equip them with the tools and authentication and other cybersecurity 

products that can defend against these attacks.  So let me just real quick I'll go around and 

let everybody do proper, but Michael Kaiser, defending digital campaigns, Bob Lord, 

founder of cybersecurity at the DNC, and Stina Ehrensvard at Yubico and Mark Risher leads 

security at Google. 

 

Michael, starting with you, briefly introduce yourself and the organization and the role you 

play and we'll dive into the panel. 

 

MICHAEL KAISER:  First of all, thanks for having me in.  I appreciate the opportunity to join 

you all.  I'm President and CEO of defend digital campaigns, a nonprofit, a C4 actually that 

has an FEC opinion that allows us to provide cybersecurity services to federal campaigns 

without those services being counted as in-kind contributions to the campaign.  We are the 

intermediary between a political sector and industry to protect our democracy. 

 

JEREMY GRANT:  Thanks.  Bob, over to you. 

 

 BOB LORD:  Bob Lord chief security offers.  I don't need the other title too, I have enough 

to do.  I have been at the DNC for three years now, a little bit over three years and so came 

into try to apply best practices based on some other experiences that I had in the tech 

space.  So I come from companies like Twitter and Yahoo and moved over to the political 



space to see what I could do there.  And still playing the new guy card.  I'm going to do that 

for another couple years. 

 

JEREMY GRANT:  Thanks.  Stina, over to you. 

 

STINA EHRENSVARD:  Jeremy, you and I met in 2008.  That was a long journey.  It has been 

a long and inspiring journey.  Difficult and opportunity to work with all of you guys driving 

these standards, and sharing the same commitment for a trusted and Internet at scale. 

 

So being part of this team actually to protect the use of campaign in democracy has been 

one of my proudest moments in my life.  We made it happen because we contributed at 

Yubico here driving these standards.  We are the leading inventor behind the FIDO 

authentication security key.  We, it actually started in 2008.  My husband and I we came up 

with this idea of a key and we named the key Yubi key with the thing, ubiquitous key.  In 

2010 some of the services in Silicon Valley started deploying our product.  We saw that as 

an opportunity to work with the leading tech giants on the planet to scale this vision and 

this dream of one key, all Internet, to everywhere.  And here we are ten years later.  A long 

way to go still.  There is still user experience and security matters and naming that has to 

be figured out, but also a lot of great achievements.  Thank you, Jeremy, so much for 

bringing me on this panel. 

 

JEREMY GRANT:  Thanks, Stina.  I am over the weekend I was cleaning out my desk and 

found the key that you handed me in 2008.  It looks a little different now. 

 

STINA EHRENSVARD:  But it still works! 

 

JEREMY GRANT:  Mark, over to you. 

 



MARK RISHER:  I'm Mark Risher I lead the Google identity and security team.  At Google I 

work on everything about signing up and signing into Google accounts across all of our 

products and billions and billions of users including things in the low level authentication 

stack like all of the integration and our work with strong authentication, the FIDO standards 

and that role. 

 

On up to what shows up in the products, things like our advanced protection program, our 

various authentication challenges and our different experiences that people get when they 

are either signing in or when we are stopping the wrong person from signing in across all 

of our different suite of products. 

 

I also work on and lead the team for Google security overall.  That includes a lot of things 

more behind the scenes around things like our state sponsored alerts and intelligence 

program, our infrastructure and employee hardening and protections that we do there and 

detection and response and general space for what we are doing to secure not just Google 

but alphabet, all of our family of products.  Really happy to be here because a lot of our 

focus over the last few years, you know, not coincidentally starting about 2016, was 

pivoting from problems that are purely measured in terms of scale towards very small 

scale problems measured in terms of impact.  And a lot of our work in the political sphere 

has been that, saying that while Google protects your accounts really better than almost 

anyone in the industry we are incredibly proud of what we do.  Looking just at averages is 

not the right way to do it.  We need to recognize that some users exist for whom either the 

likelihood or the impact of an attack would be off the charts and for them we have been 

working for many years now on building specific products for them, building specific 

processes and approaches to try to ensure that everyone is very, very well protected and 

some people have the option to be even more so. 

 

JEREMY GRANT:  Mark, let me have you talk more about that, about advanced protection 

program and how you guys stood this up.  Why don't you give more detail as to what that is 

and the role the security piece plays in that. 

 

MARK RISHER:  Happy to.  In 2017, as I mentioned, the history, we launched a product that 

we call the advanced protection program.  Google's general approach to keeping people 



safe online is that we treat your data responsibly.  We build built-in automatic protections 

and we put the user in control. 

 

And so what we focused on was that third pillar, user in control, saying let's allow people 

that are particularly high risk, self identified, to opt into additional more stringent 

protections. 

 

And part of the question people ask sometimes, why not do it for everyone and 

automatically?  One of the transitions well felt was needed was moving from a sort of as to 

cat particular or machine learning probabilistic risk model into a more deterministic risk 

model. 

 

The advanced protection program brings three deterministic changes to how accounts are 

protected, along with a number of probabilistic risk thresholds that get dialed up higher. 

 

The three deterministic ones, the preventive measures are, one, at authentication time we 

require a hardware backed authenticator.  I'm sure that this group knows so I won't be 

labor the point, there are many flavors of multifactor authentication.  Unfortunately the 

press and the zeitgeist hasn't caught up to those flavors.  We are still telling people in the 

news and blog articles, make sure you turn on two system verification and have a code 

sent to your phone. 

 

While that is much better, studies have shown that for most people you are 90 percent 

better protected even for a targeted individual, 70 percent better protected if you had even 

just SMS1-time password, it doesn't work against a targeted attack in nearly the same way 

as a hardware-based authenticator.  That's why we have from the beginning been 

supporting FIDO and the U2F standard. 

 



And working on ways to require hardware authenticators and we moved that into Android 

and even iOS phones that people don't need special purpose dongles.  They can use 

hardware they've already got. 

 

The second pillar, for the most sensitive data we apply additional restrictions on what types 

of applications can access it.  In the beginning we said only the Gmail app and the built in 

iPhone email app could access your Gmail content because other apps can have malware.  

You find some awesome startups that built a new mail client.  Who knows what they are 

going.  They pulled the mail down.  We kept it tight, we are loosening it up on bit and I hope 

we can get into the trade off today about that. 

 

The third is in-product protections.  So, for example, if you are in advanced protection and 

use the Chrome browser, we set a higher threshold on binaries and attachments that can 

get downloaded.  If you use G male we do access scanning on the messages instead of risk-

based scanning.  If you use the play store with the Android phone we restrict and put 

additional protections on rare, obscure or lightly risky, and disable side-loading 

applications that don't go through scanning. 

 

The three pillars, the authentication, application and data restrictions and product 

protections allow us to say that for high risk users particularly those being targeted this is 

the strongest that we can offer and we are incredibly proud to say it seems to be the 

strongest available across any major platforms. 

 

JEREMY GRANT:  Thanks. 

 

Michael, I would like to shift back to you about defending digital campaigns, how the group 

got started and why you chose to make things like FIDO security keys a part of the effort.  

And then over to you, to talk about the DNC side. 

 



MICHAEL KAISER:  DDC was founded in a IBM way.  We are not affiliated with Harvard, but 

there were cybersecurity campaigns for election officials and playbooks.  The strong 

recommendation was campaigns should adopt cybersecurity tools, right?  Some of the 

folks who worked on that, like robby, Hillary's campaign manager and with Mitt Romney's 

campaign manager said this is fine, well, we agree with this, but campaigns aren't likely to 

invest in cybersecurity.  They have other concerns about the way their money is spent and 

perhaps maybe they shouldn't even be paying for cybersecurity in some way, shape or 

form, right? 

 

So companies cannot directly donate to campaigns.  They went to the federal election crisis 

and said this is a crisis, we think campaigns cybersecurity is important and there should be 

a way for campaigns to get these services for free or no cost. 

 

They took time and released an advisory opinion to allow us to come in as I said before as 

an intermediary. 

 

Why such a focus on security keys and the like?  First off, Ity because if you ask around 

anybody in cybersecurity they are going to say if people just did one thing, what should 

they do?  That would be protect their accounts, right?  That has been the standard 

cybersecurity advice for a long time.  I used to be the Executive Director of the nationality 

cybersecurity alliance.  Beating that message into the ether has been one that has been 

going on for a long time.  So really focusing on that, right, and this dovetails with 

campaigns, by the way.  We don't have to go into a lot of detail but campaigns are not like 

your typical organizations.  They are squishy perimeter.  People come non-and out and 

they don't think about things like a security model over time, how we get better and better.  

People come in, need to be protected and sit on incredible valuable and important 

information. 

 

The content of their information, they have data about people.  They have data about 

money.  They are drafting positions about what they are going to talk about to their 

community. 

 



I think then, of course, there's the risk to our democracy writ large.  If a campaign gets 

hacked, that hurts everyone, Republican, democratic, interest, green party, doesn't matter.  

Any risk to the sector is a risk to everyone like it is in the rest of cybersecurity. 

 

We focused in and provided many tools.  By far keys were the most used.  We gave away 

more than 10,000 keys in the political sector in the cycle.  That's a lot of people and a lot of 

accounts. 

 

We gave away more than $1 million products to 183 campaigns.  So this was our first cycle.  

I really am the new guy in this block.  I maybe compete with Bob a little bit on that one.  But 

you know, in terms of working the political sector, this was a change. 

 

I think it is really important and I want to thank both Yubico and Google.  The provision of 

their help into this sector wasn't just about philanthropy here.  I think Stina mentioned.  

There is a collective spirit in cybersecurity around protecting everything.  You know, we 

have that spirit in our community.  We have the spirit of collaboration. 

 

I think when you look at a sector like our campaign space which has not had the 

cybersecurity attention that many other sectors have, including separating out the election 

space, right, like the voting space which is a whole different space which has more 

attention and still probably needs a lot of help as well, this particular sector had the least 

amount. 

 

And yet this is where it all starts.  It all starts with candidates, getting out to the public, 

expressing their point of views, making their case, and doing that safely and securely is the 

heart of everything. 

 

JEREMY GRANT:  Thanks.  Bob, let's talk about what you have been doing at the DNC with 

all of this. 

 



 BOB LORD:  You know, I think Mark and Michael just touched on a number of the key 

elements here.  Mark was talking about organizations and organizations for whom a 

security incident would be either high impact or have high likelihood.  We sort of fell into 

both of those.  So being under the microscope of after 2016 and having a lot of other 

people try to figure out how can they work against us. 

 

So I think that was something that was really top of mind as we are in that dangerous 

quadrant. 

 

Then Michael also touched on the need to make the financial element of it not an issue.  

We had talked and I'm sure Michael has many stories as well.  When you take a look at the 

political parties and the state parties, when you take a look at the campaigns, you know, 

security is a real challenge.  Everybody really understands the importance of it.  But the 

dollar figure really can get in the way and making sure that there is a reliable source for 

things like security keys was really I think instrumental in moving forward. 

 

So needless to say I had support from chairman Tom Perez when I came on board 

November the needle in a number of different ways.  So we had a lot of things that we did 

that were relatively innovative and forward leaning in terms of how we thought about 

providing technology to the DNC staffers and also through extension influencing state 

parties in the campaigns. 

 

So we had the wind at our back in that regard.  It was still a little bit of a challenge, but 

within the DNC we were early adopters.  I don't know how early, Mark, we were in the 

pipeline, but as fast as we could on board to the APP program we did that.  We got 

everybody on board so take today 100 percent of the people at DNC who need to get 

access to email and their documents, they are all using security keys, no exceptions, no 

executive privilege to opt out of this. 

 

A lot of that was a cultural change also.  Organizations are really used to working in a 

certain way.  So we had to retrain but again people were very sympathetic with the long-



term goals.  When we take a look at the statistics that we see coming out of Google around 

the effectiveness of security keys versus other multifactor systems, there is really no 

comparison. 

 

So I think those research papers that Google produced showing how effective they are 

against commodity attacks as well as against really advanced attackers, that really helped 

sell the deal for us. 

 

So we migrated all of those folks over to security keys. 

 

We had this interesting opportunity to stand up what is called the coordinated campaign.  

So this is a multi-state effort to make sure that we can get out the vote and harness the 

power of volunteers.  So I don't think I really knew what I was getting myself into.  We 

basically had to stand up another company and onboard over 3,000 people to make sure 

that they had access to mail and calendar and video conferencing and all sorts of good 

stuff like that.  Had to do that in rapid order.  The bulk of it in under six weeks. 

 

If anybody had a hard time onboarding their startup as they go through, rapid expansion 

which I thought I had at Twitter, this was really just a whole nother level. 

 

Issuing security keys to them was a whole nother level.  We started off from the very 

beginning making sure that people who needed to onboard properly had to go through 

security training.  Otherwise they got no accounts.  They had to use the security keys.  We 

had thousands of those issued out into the field.  Some of these people were highly 

technical but most of them were not. 

 

We had to fight through the issues of not only doing the large trainings but also be 

responsive one-on-one to people who had individual problems.  Lots of Chromebooks 

issued and lots of security keys issued and all of that tied back to the APP program. 

 



We are big supporters and believers in the combination of FIDO security keys and the APP 

program. 

 

JEREMY GRANT:  May I ask you to talk a little bit more about why we chose FIDO keys?  I'm 

holding up mine here, a cryptographic hardware token.  There are push notification 

authentication, passwords, you have smart cards with PKI, which is what the federal 

government has been using. 

 

What is it about FIDO security keys that made you want to use these relative to other 

Security technologies? 

 

 BOB LORD:  A few things.  One is that they are built in now.  Obviously it is built into the 

Chrome browser.  We are big Chromebook users at the DNC and we push Chromebooks 

pretty hard to campaigns and to the state parties. 

 

It is built snoot that infrastructure.  That means we don't have to load other drivers.  As you 

well know from other experiences drying to deploy lots of drivers into the field is a very 

difficult thing.  The fact that it is all built in is one major selling point. 

 

When you go back and start to compare the different kinds of multifactor, I will be a little 

bit of an outlier here, but I think history will prove me right.  I think there are really two 

kinds of multifactor that are available in the consumer space.  I think there's FIDO security 

keys and I think there's everything else. 

 

When I refer to everything else, I refer to those other multifactor systems as legacy.  I do 

that because I want people to get the mental model that this is something to be contained, 

minimized and eventually moved out.  So there are certainly other technologies that could 

compete, but in terms of the ability to get shotgun that is out here today that is supported 

by literally dozens of major service providers, not just Google but many, many others, that 

for me was really the selling point. 



 

Again, knowing that in Google's long-term studies where Google, people are attacked as 

much as anybody else and probably a lot more.  You know, I'll let Mark talk to the actual 

stats, but the last figures that I saw basically showed that 0 percent of those attacks were 

successful. 

 

And if you think about the Twitter hack that happened July of last year, they had multifactor 

turned on.  Those other what I'm calling legacy two factor systems are really showing their 

weaknesses.  And I really think that we as an industry need to be pushing people pretty 

aggressively to move down that path. 

 

I really feel a sense of urgency around this. 

 

JEREMY GRANT:  Thanks.  I think it's a good point.  The phishibility of other solutions out 

there for authentication relative to what you see with FIDO is based on asymmetric public 

key, there is nothing to phish.  You have to physically compromise the actual device. 

 

After lunch, Andrew Shiklar is going to talk about the support of other browsers. 

 

Stina, I want to come back to you.  There is a story here to tell around before the DNC was 

using this, before defending digital campaigns launched I wasn't the only person you were 

handing keys out to.  You folks have been engaged in the U.S. and globally with campaigns 

but also with civil society.  Working with reporters, dissidents, other places. 

 

And trying to get keys into hands to talk them.  Can you talk a little bit about what has been 

going on there? 

 



STINA EHRENSVARD:  Thank you so much.  Yes, Yubico was founded with the mission to 

provide safety for all.  It is a big, important and bold mission.  We could not do that alone.  

Everyone in this room, in this virtual room has helped to make that happen. 

 

If we are serious about security, we also need to protect democracy and free speech.  So 

every month we give away about a thousand keys to journalists, dissidents and campaigns 

in nondemocratic -- sorry, in democratic countries. 

 

And this is one of the election campaigns we are supporting.  We are supporting others 

around the world. 

 

And it is probably the number one reason that we are able to at tract and maintain a very 

strong team around the world because in these times when we are all challenged, you 

know, the last year has been a wake-up call for all of us.  I feel more now more than ever 

that trying to do the right thing and being a good citizen and doing something that sort of 

moves us beyond just running a company is the one thing that makes a good company and 

makes people want to work for our company. 

 

And this work we have done with you, Michael and Bob and Mark and Jeremy, has been I 

think one of -- as I started saying, one of my most proud moments of my life.  Also the work 

we have done with journalists and dissidents has been critical. 

 

We got an email from a journalist in a nondemocratic can be who inset up a Yubi key with 

some of the email he was using.  The email header was thank you for saving my life.  

Literally there were other members of his team that had not set up security keys and they 

are no longer alive. 

 

And that is sort of when you know you are making a difference. 

 



JEREMY GRANT:  That's a great endorsement and does point out, it is not just political 

campaigns but lots of others as well where particularly outside the U.S. you might have 

governments themselves looking to interfere with people. 

 

STINA EHRENSVARD:  The solar winds attack has alerted, told us all that we need to be 

mindful about supply chain.  And FIDO security key by itself is not secure.  I have to be very 

honest about that.  We help to write the spec.  FIDO does not look at the actual code, does 

not look at the actual security and I don't want people to say don't trust security keys, but I 

cannot -- I have to because I have this question from journalists and dissidents who ask me, 

can I trust security because it is FIDO certified because everyone has put their sort of 

efforts behind these standards effort?  We all know -- I mean, we all know any computer, 

any phone, any software, any firmware can be and it is just a reality of this really difficult, 

this really difficult thing that is digital.  There isn't any guarantees for security.  You have to 

try to do the right thing.  You have to be mindful.  You have to be transparent about 

security issues.  You have to fix them.  You have to look at the whole supply chain. 

 

Unfortunately out there, they are still to be -- and that is why in FIDO the one thing that I 

would really want the community to start working better at is there is already an station 

service put up but making that scalable where the service is provided and authenticators 

can all collaborate on if there has been a Security issue found in the past, in the future.  So 

we can all white label and help rate and help sort of get a trusted long-term platform up.  

Because I have to be honest there.  Security keys are not by default safe. 

 

MARK RISHER:  Sorry, I didn't mean to interrupt but it is nice to hear you bring it up.  It ties 

into what Bob was saying.  What is the perfect?  Is there a sense of perfect protection? 

 

And one challenge we have all faced in the industry is yes, these legacy multifactors, the 

idea of sending a code to your phone or having an app that launches and you press yes or 

no.  It is definitely objectively better than doing nothing.  And so it is tough for us as a 

message to say done do anything unless you are ready to go to quote-unquote perfect and 

then Stina points out there isn't a perfect. 

 



At the same time people have very limbed mind share and there is a lot of fear and 

uncertainty and doubt around security.  So there is a Nuance to telling a message of saying 

oh, this particular key is better protected than the other one.  That's why we, including our 

Chrome team, wrestle with things like adaptation and wrestle with challenges of should we 

say not only you need a security key but only from one of these five manufacturers. 

 

It gets to a place where you can very easily go overboard from the standpoint of somebody 

where their day job is getting elected to a political office not becoming an expert on cyber 

protocols or firmware out of station mechanisms. 

 

STINA EHRENSVARD:  I just had to put it out.  Honestly, I just want to be honest because 

we helped to create this standard.  We put it out and I don't want to be responsible for any 

security issues that people believe that's, I could just trust this. 

 

It is the same thing with everything we do.  There were a couple of weeks ago a 

vulnerability found in an SP chip that had a lot, not a lot but a little vulnerability.  We have 

to be transparent with that.  Years ago there was vulnerability found in TPM, in the spectra 

-- I'm actually, the broad message we have to be clear that this is far better, but as a 

standard body and as a standards organization we also need to be super mindful that we 

continue to build policies and processes for ensuring that we continue to build trust. 

 

Because I would be so disappointed if there is another journalist who sends an email to me 

and says you know what?  Thank you for not saving my life.  And I'm sorry for, you know -- I 

think we just have to be as a community, as a community we have to be mindful. 

 

Of course, we are -- this is difficult.  Security by default is difficult.  I'm not saying anything 

we are trying to do will ever be perfect.  I don't think perfect can be the enemy of good. 

 

(Overlapping speakers.) 

 



STINA EHRENSVARD:  Yes? 

 

JEREMY GRANT:  We only have ten minutes left in the panel.  One of things that Andrew 

Shiklar will talk about after lunch is the for identification metadata service which allows 

people implementing keys to save, if they are focused on certain countries of origin or what 

not.  It is a globalled state parties, that they are able to make some selections. 

 

But I wanted to ask -- actually both Bob, Michael, the key I was old holding up before is 

blue.  This isn't a red state, blue state political issue.  You know, we've got obviously the 

CSO of the DNC on here.  We don't have anybody on the other side of the aisle.  Best in 

class security ought to be IBM.  Maybe the question should go to to Michael.  Something 

where Republicans are using this technology as well? 

 

MICHAEL KAISER:  Absolutely.  There are definitely keys deployed on the Republican side 

this cycle.  I think that it is interesting.  You know, those of us who work in cybersecurity 

there is a lot of collaboration and cooperation between companies that might be fighting 

for market share, those kinds of things. 

 

The political sector is a report sector in that report.  There hasn't been a spirit of 

cooperation around some of these things.  I hope we can change some of that.  I'm seeing 

good news in that department.  I'm not going to name names, but I have been talking to 

people on both sides saying that we should do this together because we both have the 

same risk.  They are engaging in similar activities. 

 

Forget the campaign part of it, forget I'm trying to get elected, give my idea.  Certain things 

that happened in the sector on both sides.  Data being shared, money being raised.  And 

vulnerabilities across those -- like anything, we are only as strong as the weakest link.  A 

weakness to any side is the a weakness to the other side.  We are not there yet.  It will take 

time.  This is a sector where there's not a lot of trust.  There is not a lot of trust anywhere in 

this sector, up, down, across. 

 



That will be an essential component moving forward.  There have been deployments there.  

There is interest on both sides in security. 

 

I think there are different -- they are operating in different environments too, right?  Not all 

security is the same depending on what you are running, right, in the environment that you 

are operating. 

 

I think there's a lot of differences there.  There is definitely a will on both sides to get this 

right.  It will move at different paces at different places. 

 

JEREMY GRANT:  Bob, any perspective on injure side?  Is there a counterpart on the 

Republican side looking at these issues too? 

 

 BOB LORD:  I can't speak to what other folks have been doing.  We are so heads-down on 

our own particular area making sure that we are coming up to speed.  Don't really have a 

lot of perspective there. 

 

JEREMY GRANT:  Thanks.  One of the things I want to ask about is usability challenges.  

Bob, maybe this is a question for you.  What are some of the things that you've run into to 

date in terms of trying to implement keys where you had different things you had to work 

through? 

 

 BOB LORD:  Sure.  I think there are a few things that come to mind.  Actually, let me step 

back a little bit and talk about the broad he context of deploying some of these things. 

 

So I think any time you have a new technology that comes out, it needs to mature and 

needs to mature in a number of different ways. 

 



One area where I think we had to compensate with hiring some great folks was just the 

administration of all of this.  So when you are bringing on thousands of people with 

security keys, there really isn't an easy way to automate all of that. 

 

So we had to work to put people through the various trainings when they got their keys, 

make sure they are fully enrolled, check for them and move them to a support bucket that 

enforced that so they couldn't opt out.  That is something we were able to do because the 

issue was so severe and we really wanted to make sure that we had everything under 

control. 

 

But the back end automation of all of that stuff is something that we would like to see 

more of.  The administrative tools. 

 

For the users, you know, once you use it, once you get enrolled it is really pretty 

straightforward if you are enrolling in something like the Google APP program.  Where I 

think we need to see some maturity over time is making sure that secure keys are 

consistent across all of the different services.  So I use security keys on I think maybe seven, 

eight so different services.  Each enrollment experience is pretty radically different.  Each 

use of my secure key is pretty radically different. 

 

So that is the sort of thing that we saw the automotive industry a long time ago where 

pedals were placed in different locations and steering worked different reply.  It was 

dangerous for you to drive my car and over time the main elements of driving your car kind 

of consolidated both through industry cooperation and maybe some regulation too. 

 

I think that is something where we have seen a lot of innovation in spaces but we need to 

see consolidation now so you learn something once and you can apply that learning to all 

of the other sites. 

 

That's an area of ongoing research and so I really look forward to that. 



 

Those are some of the things that people may run into from time to time. 

 

But for us and I think for a lot of other organizations, being early adopters and right now if 

you were to do this you are not an early adopter.  There are so many people doing this.  I 

think it's worth the effort.  You know, we have this checklist that we produced.  You can go 

to DNC.org/security and you can download the basically the recipe for what we did to teach 

not only people at the DNC about their personal accounts and corporate accounts but 

people in campaigns.  It is a nonpartisan thing.  There is nothing red or blue about these 

best practices.  You see in there we push pretty hard or security cards anded APP program 

in particular. 

 

MARK RISHER:  I'm curious about unintended lock outs.  One of the things that we wrestle 

with, people do Ricky things in their lives.  We have to pick a point on the paternalistic scale, 

when are we going to stop you and say you are not allowed to cross the street at night 

because something might happen versus letting you adopt the risks and proceed.  Did you 

encounter that and rolled out to some of your less technical approximately sign Stein 

advertises? 

 

 BOB LORD:  For the vast majority of people we gave them Chromebooks.  As people tried 

to login from other systems we wouldn't allow that.  They would open a Help Desk ticket 

because they thought the system was broken.  We had to explain.  We make sure that the 

security key by itself doesn't solve the problem.  In different organizations they make 

different trade-offs about what they do for different circumstances given the protections.  

That may be fine for people do a BYOD based on their particular risk levels. 

 

MARK RISHER:  Cool. 

 

JEREMY GRANT:  Mark and I previously gamed out a few poll questions for the audience 

over how to make the security experience better.  We are unfortunately out of time, given 

there's a whole bunch of other stuff.  So we have to shelf that for the next forum. 



 

Any closing comments?  Any particular take-aways here?  This is a policy forum.  You know, 

about where we should be focusing on all of these issues in the year a held. 

 

MARK RISHER:  One interesting from a policy place is better support for these technologies 

and like Bob said better clarification that not all MFA is created equal.  I haven't read it but I 

saw something come by in the chat about PKI and PIV cards and some of the other 

approaches.  There are still a number of regulations in different sectors saying that is the 

thing to use. 

 

Or conversely, regulations saying any form of multifactor is equivalent that satisfies the 

requirement. 

 

I would really love to work with the policy world on how we can get these gradations more 

dough Lynn 88ed and get the right advice to people.  As much as I still stand by adding a 

second sector does objectively decrease your chances of getting attacked, there is the 

phishing a password and phishing a password plus an OTP pin cord require another line.  It 

does not raise the bar or require the funding a of a nation state.  We need to get the world 

to understand the distinctions and move into and start requiring these much more 

stringent hardware fast and strong authentication technologies and standards. 

 

 BOB LORD:  Just to echo that a little bit, I think this is a whole of industry problem and we 

kneeled a whole of industry response.  Everything from standards bodies to auditors and 

insurance companies and brokers who are determining what risk is.  You know, regulators, 

the press, trade associations, attorneys.  I think we really just need to start speaking in 

unison about the need to move off of legacy two-factor. 

 

JEREMY GRANT:  Thanks.  Look, I do want to get to our break and let folks grand a quick 

bite to eat before Andrew Shiklar comes in to talk to us.  Mark, Bob, Stina, Michael, thanks 

for talking to us today.  We will be back at 115 to talk with Andrew.  We'll be on a short 

break.  Thank you, everybody. 


